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1 Preface

The IT infrastructure of today's companies as the heart and engine of the business must meet the requirements of
the digital age. At the same time, it has to cope with increased amounts of data as well as with stricter requirements
from the environment, e.g. compliance requirements. It must also be possible to integrate additional applications at
short notice. And all this under the aspect of guaranteed security.

Thus, essential requirements for a modern IT infrastructure consist of, among others

® Flexibility and almost limitless scalability also for future requirements

® high robustness with highest availability

® absolute safety in all respects

® Adaptability to individual needs

® (Causing low costs

To meet these challenges, Fujitsu offers an extensive portfolio of innovative enterprise hardware, software, and
support services within the environment of our enterprise mainframe platforms, and is therefore your

® Reliable service provider, giving you longterm, flexible, and innovative support in running your company’s
mainframe-based core applications
® Ideal partner for working together to meet the requirements of digital transformation

® |ongterm partner, by reason of continuous adjustment of modern interfaces required by a modern IT landscape
with all its requirements.

With openUTM, Fujitsu provides you a thoroughly tried-and-tested solution from the middleware area.

openUTM is a high-end platform for transaction processing that offers a runtime environment that meets all these
requirements of modern, business-critical applications, because openUTM combines all the standards and
advantages of transaction monitor middleware platforms and message queuing systems:

® consistency of data and processing
® high availability of the applications

® high throughput even when there are large humbers of users (i.e. highly scalable)

* flexibility as regards changes to and adaptation of the IT system

A UTM application on Unix, Linux and Windows systems can be run as a standalone UTM application or
sumultanously on several different computers as a UTM cluster application.

openUTM forms part of the comprehensive openSEAS offering. In conjunction with the Oracle Fusion middleware,
openSEAS delivers all the functions required for application innovation and modern application development.
Innovative products use the sophisticated technology of openUTM in the context of the openSEAS product offering:

® BeanConnect is an adapter that conforms to the Java EE Connector Architecture (JCA) and supports
standardized connection of UTM applications to Java EE application servers. This makes it possible to integrate
tried-and-tested legacy applications in new business processes.

® Existing UTM applications can be migrated to the Web without modification. The UTM-HTTP interface and the
WebTransactions product, are two openSEAS alternatives that allows proven host applications to be used
flexibly in new business processes and modern application scenarios.




The products BeanConnect and WebTransactions are briefly presented in the performance overview.

There are separate manuals for these products.

Wherever the term Linux system or Linux platform is used in the following, then this should be understood
to mean a Linux distribution such as SUSE or Red Hat.

Wherever the term Windows system or Windows platform is in the following, this should be understood to
mean all the variants of Windows under which openUTM runs.

Wherever the term Unix system or Unix platform is used in the following, then this should be understood
to mean a Unix-based operating system such as Solaris or HP-UX.




1.1 Summary of contents and target group

The openUTM manual “Messages, Debugging and Diagnostics on BS2000 Systems” is intended for users,
administrators and programmers of UTM applications.

It describes how to debug an openUTM application on BS2000 systems, the structure of the openUTM dump,
behavior in the event of an error, and all the openUTM messages and return codes output by openUTM.

Chapter 4 also describes the openUTM message system and the options for outputting messages in different
languages for specific users or for modifying the messages supplied with openUTM for specific applications or
redirecting messages to different destinations.

This manual assumes some familiarity with openUTM and BS2000 operating system. A separate openUTM manual
“Messages, Debugging and Diagnostics on Unix, Linux and Windows Systems”, is available for the Unix operating
systems and the Windows operating systems.
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1.2 Summary of contents of the openUTM documentation

This section provides an overview of the manuals in the openUTM suite and of the various related products.
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1.2.1 openUTM documentation

The openUTM documentation consists of manuals, the online help for the graphical administration workstation
openUTM WinAdmin and the graphical administration tool WebAdmin as well as release notes.

There are manuals and release notes that are valid for all platforms, as well as manuals and release notes that are
valid for BS2000 systems and for Unix, Linux and Windows systems.

All the manuals are available on the internet at https://bs2manuals.ts.fujitsu.com. For the BS2000 platform, you will
also find the manuals on the Softbook DVD.

The following sections provide a task-oriented overview of the openUTM V7.0 documentation.

You will find a complete list of documentation for openUTM in the chapter on related publications at the back of the
manual.

Introduction and overview

The Concepts and Functions manual gives a coherent overview of the essential functions, features and areas of
application of openUTM. It contains all the information required to plan a UTM operation and to design a UTM
application. The manual explains what openUTM is, how it is used, and how it is integrated in the BS2000, Unix,
Linux and Windows based platforms.

Programming

® You will require the Programming Applications with KDCS for COBOL, C and C++ manual to create server
applications via the KDCS interface or UTM-HTTP programming interface. This manual describes the KDCS
interface as used for COBOL, C and C++. This interface provides the basic functions of the universal transaction
monitor, as well as the calls for distributed processing. The manual also describes interaction with databases.
The UTM-HTTP programming interface provides functions that may be used for communication with HTTP
clients.

® You will require the Creating Applications with X/Open Interfaces manual if you want to use the X/Open
interface. This manual contains descriptions of the openUTM-specific extensions to the X/Open program
interfaces TX, CPI-C and XATMI as well as notes on configuring and operating UTM applications which use X
/Open interfaces. In addition, you will require the X/Open-CAE specification for the corresponding X/Open
interface.

® If you want to interchange data on the basis of XML, you will need the document entitled openUTM XML for
openUTM. This describes the C and COBOL calls required to work with XML documents.

® For BS2000 systems there is supplementary documentation on the programming languages Assembler, Fortran,
Pascal-XT and PL/1.

Configuration

The Generating Applications manual is available to you for defining configurations. This describes for both
standalone UTM applications and UTM cluster applications on Unix, Linux and Windows systems how to use the
UTM tool KDCDEF to

® define the configuration

® generate the KDCFILE

® and generate the UTM cluster files for UTM cluster applications

12
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In addition, it also shows you how to transfer important administration and user data to a new KDCFILE using the
KDCUPD tool. You do this, for example, when moving to a new openUTM version or after changes have been
made to the configuration. In the case of UTM cluster applications, it also indicates how you can use the KDCUPD
tool to transfer this data to the new UTM cluster files.

Linking, starting and using UTM applications

In order to be able to use UTM applications, you will need the Using UTM Applications manual for the relevant
operating system (BS2000 or Unix, Linux and Windows systems). This describes how to link and start a UTM
application program, how to sign on and off to and from a UTM application and how to replace application programs
dynamically and in a structured manner. It also contains the UTM commands that are available to the terminal user.
Additionally, those issues are described in detail that need to be considered when operating UTM cluster
applications.

Administering applications and changing configurations dynamically

® The Administering Applications manual describes the program interface for administration and the UTM
administration commands. It provides information on how to create your own administration programs for
operating a standalone UTM application or a UTM cluster application and on the facilities for administering
several different applications centrally. It also describes how to administer message queues and printers using
the KDCS calls DADM and PADM.

® If you are using the graphical administration workstation openUTM WinAdmin or the Web application openUTM
WebAdmin, which provides comparable functionality, then the following documentation is available to you:

© A description of WinAdmin and description of WebAdmin, which provide a comprehensive overview of the
functional scope and handling of WinAdmin/WebAdmin.

© The respective online help systems, which provide context-sensitive help information on all dialog boxes and
associated parameters offered by the graphical user interface. In addition, it also tells you how to configure
WinAdmin or WebAdmin in order to administer standalone UTM applications and UTM cluster applications.

For detailed information on the integration of openUTM WebAdmin in SE Server's SE Manager, see
the SE Server manual Operation and Administration.

Testing and diagnosing errors

You will also require the Messages, Debugging and Diagnostics manuals (there are separate manuals for Unix,
Linux and Windows systems and for BS2000 systems) to carry out the tasks mentioned above. These manuals
describe how to debug a UTM application, the contents and evaluation of a UTM dump, the openUTM message
system, and also lists all messages and return codes output by openUTM.

Creating openUTM clients

The following manuals are available to you if you want to create client applications for communication with UTM
applications:

® The openUTM-Client for the UPIC Carrier System describes the creation and operation of client applications
based on UPIC. It indicates what needs to be taken into account when programming a CPI-C application and
what restrictions apply compared with the X/Open CPI-C interface.

13



® The openUTM-Client for the OpenCPIC Carrier System manual describes how to install and configure
OpenCPIC and configure an OpenCPIC application. It indicates what needs to be taken into account when
programming a CPI-C application and what restrictions apply compared with the X/Open CPI-C interface.

® The documentation for the product openUTM-JConnect shipped with BeanConnect consists of the manual and
a Java documentation with a description of the Java classes.

® The BizXML2Cobol manual describes how you can extend existing COBOL programs of a UTM application in
such a way that they can be used as an XML-based standard Web service. How to work with the graphical user
interface is described in the online help system.

® You can also use the software product WS4UTM (WebServices for openUTM) to provide services of UTM
applications as Web services. To do this, you need the Web Services for openUTM manual. Working with the
graphical user interface is described in the corresponding online help system.

Communicating with the IBM world

If you want to communicate with IBM transaction systems, then you will also require the manual Distributed
Transaction Processing between openUTM and CICS, IMS and LUG6.2 Applications. This describes the CICS
commands, IMS macros and UTM calls that are required to link UTM applications to CICS and IMS applications.
The link capabilities are described using detailed configuration and generation examples. The manual also
describes communication via openUTM-LU62 as well as its installation, generation and administration.

PCMX documentation

The communications program PCMX is supplied with openUTM on Unix, Linux and Windows systems. The
functions of PCMX are described in the following documents:

® CMX manual “Betrieb und Administration” (Unix-Systeme) for Unix, Linux and Windows systems (only available
in German)

® PCMX online help system for Windows systems

14



1.2.2 Documentation for the openSEAS product environment

The Concepts and Functions manual briefly describes how openUTM is connected to the openSEAS product
environment. The following sections indicate which openSEAS documentation is relevant to openUTM.
Integrating Java EE application servers and UTM applications

The BeanConnect adapter forms part of the openSEAS product suite. The BeanConnect adapter implements the
connection between conventional transaction monitors and
Java EE application servers and thus permits the efficient integration of legacy applications in Java applications.

The manual BeanConnect describes the product BeanConnect, that provides a JCA 1.5- and JCA 1.6-compliant
adapter which connects UTM applications with applications based on Java EE, e.g. the Oracle application server.
Connecting to the web and application integration

Alternatively, you can use the WebTransactions product instead of the UTM HTTP program interface. Then you will
need the WebTransactions manuals. The manuals will also be supplemented by JavaDocs.

15



1.2.3 Readme files

Information on any functional changes and additions to the current product version described in this manual can be
found in the product-specific Readme files.

Readme files are available to you online in addition to the product manuals under the various products at
https://bs2manuals.ts.fujitsu.com. For the BS2000 platform, you will also find the Readme files on the Softbook
DVD.

Information on BS2000 systems
When a Readme file exists for a product version, you will find the following file on the BS2000 system:
SYSRME. <pr oduct >. <ver si on>. <l ang>

This file contains brief information on the Readme file in English or German (<lang>=E/D). You can view this
information on screen using the / SHOW FI LE command or an editor.

The / SHOW | NSTALLATI ON- PATH | NSTALLATI ON- UNI T=<pr oduct > command shows the

user ID under which the product’s files are stored.

Additional product information

Current information, version and hardware dependencies, and instructions for installing and using a product version
are contained in the associated Release Notice. These Release Notices are available online at https://bs2manuals.
ts.fujitsu.com.
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1.3 Changes in openUTM V7.0

The following sections provide more details about the changes in the individual functional areas.
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1.3.1 New server functions

UTM as HTTP-Server
A UTM application can also act as an HTTP server.

GET, PUT, POST and DELETE are supported as methods. In addition to HTTP, access via HTTPS is also
supported.

The following interfaces have been changed:

© Generation
All systems:
= KDCDEF statement BCAMAPPL:
® Additional specification for the transport protocol for the operand T-PROT= with value SOCKET

*USP:  The UTM socket protocol is to be used on connections from this access point.
*HTTP: The HTTP protocol is to be used for connections from this access point.

*ANY: Both the UTM socket protocol and the HTTP protocol are supported on connections from
this access point.
® Additional specification for encryption for the operand T-PROT= with value SOCKET
SECURE: On connections from this access point, communication takes place using transport layer
security (TLS).
®* New operand USER-AUTH = *NONE | *BASIC. Herewith you can specify which authentication
mechanism HTTP clients must use for this access point.

¢ KDCDEF statement HTTP-DESCRIPTOR:
This statement defines a mapping of the path received in an HTTP request to a TAC and additional
processing parameters can be specified.

BS2000 systems:

® KDCDEF statement CHAR-SET:
With this statement, each of the four UTM code conversions provided by openUTM can be assigned up to
four character set names.

® Programming

© KDCS communication area (KB):
In the header of the KDCS communication area, there are new indicators for the client protocols HTTP, USP-
SECURE, and HTTPS in the kccp/KCCP field.

© KDCS call INIT PU:
® The version of the interface has been increased to 7.
® To obtain the complete available information, the value 372 must be specified in the KCLI field.

" New fields for requesting (KCHTTP/http_info) and returning (KCHTTPINF/httpinfo) HTTP-specific
information.

® Administration interface KDCADMI

© The data structure version of KDCADMI has been changed to version 11 (field version_data in the parameter
area).

18



© New structure kc_http_descriptor_str in the identification area to support the HTTP descriptor.

© New structure kc_character_set_str in the identification area for supporting the HTTP character set.

© New fields secure_soc and user_auth in structure kc_bcamappl_str for the support of HTTP access points.

® UTM-HTTP program interface

In addition to the KDCS interface, UTM provides an interface for reading and writing HTTP protocol information

and handling the HTTP message body.
The functions of the interface are briefly listed below:

Function kcHttpGetHeaderBylIndex()
This function returns the name and value of the HTTP header field for the specified index.

Function kcHttpGetHeaderByName()
The function returns the value of the HTTP header field specified by the name.

Function kcHttpGetHeaderCount()
This function returns the number of header fields contained in the HTTP request, that can be read by the
program unit.

Function kcHttpGetMethod()
This function returns the HTTP method of the HTTP request.

Function kcHttpGetMputMsg()
This function returns the MPUT message generated by the program unit.

Function kcHttpGetPath()

This function returns the HTTP path of the HTTP request normalized with
KC_HTTP_NORM_UNRESERVED.

Function kcHttpGetQuery()

This function returns the HTTP query of the HTTP request normal ized with
KC_HTTP_NORM_UNRESERVED.

Function kcHttpGetRc2String()
Help function to convert a function result of type enum into a printable zero terminated string.

Function kcHttpGetRegMsgBody()
This function returns the message body of the HTTP request.

Function kcHttpGetScheme()
This function returns the schema of the HTTP request.

Function kcHttpGetVersion()

This function returns the version of the HTTP request.

Function kcHttpPercentDecode()

Function to convert characters in percent representation in strings to their normal one-character
representation.

Function kcHttpPutHeader()
This function passes an HTTP header for the HTTP response.

Function kcHttpPutMgetMsg()
This function passes a message for the program unit, which can be read with MGET.

Function kcHttpPutRspMsgBody()
This function passes a message for the message body of the HTTP response.

Function kcHttpPutStatus()
This function passes a HTTP status code for the HTTP response.
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® Communication via the Secure Socket Layer (SSL)
BS2000 systems:

© If a BCAMAPPL with T-PROT=(SOCKET,...,SECURE) has been generated for a UTM application, an
additional task is started with a reverse proxy when UTM starts the application. The reverse proxy acts as the
TLS Termination Proxy for the application and handles all SSL communication.

Unix, Linux and Windows systems :

© Another network process of the type utmnetssl is available for secure access with TLS.

If BCAMAPPL is generated with T-PROT=(SOCKET,...,SECURE) for a UTM application, a number of
utmnetssl processes are started when UTM is started. The number of these processes depends on the value
LISTENER-ID of these BCAMAPPL objects. All TLS communication for the assigned BCAMAPPL port
numbers is handled in a utmnetssl process.

Encryption

The encryption functionality in UTM between a UTM application and a UPIC client has been revised. Security gaps
have been closed, modern methods have been adopted and delivery has been simplified as follows:

® UTM-CRYPT variant

Previously, the encryption functionality in UTM was only available if the product UTM-CRYPT had been
installed. With UTM V7.0 this is no longer necessary. As of this version, the decision as to whether or not to use
the encryption functionality is made via generation or at the time of application start.

® Security
A vulnerability has been fixed in the communication between a UTM application and a UPIC client.

This means that encrypted communication with a UTM application V7.0 is only possible together with
UPIC client applications as of UPIC V7.0!

® Encryption Level 5 (Unix, Linux and Windows systems)

KDCDEF statements PTERM, TAC and TPOOL
The operand ENCRYPTION-LEVEL has an additional level 5, where the Diffie-Hellman method based on Elliptic

Curves is used to agree the session key and input/output messages are encrypted with the AES-GCM algorithm.

OSI-TP communication and port numbers
BS2000 systems:

® KDCDEF statement OSI-CON
The operand LISTENER-PORT can also be specified on BS2000 systems.

* Administration interface KDCADMI
In the structure kc_osi_con_str, the port number is also displayed in the listener-port field on BS2000 systems.

Subnets

In a UTM application, subnets can also be generated on BS2000 systems in order to restrict access to UTM
applications to defined IP address ranges. In addition, name resolution can be controlled via DNS.

The following interfaces have been changed for this purpose:
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® Generation
BS2000 systems:

© KDCDEF statement SUBNET:
The SUBNET statement can also be specified on BS2000 systems.

All systems:
© KDCDEF statement SUBNET:

RESOLVE-NAMES=YES/NO can be used to specify whether or not a name resolution via DNS is to take
place after a connection is established.

If name resolution takes place, the real processor name of the communication partner is displayed via the
administration interface and in messages. Otherwise, the IP address of the communication partner and the
name of the subnet defined in the generation are displayed as the processor name.

® Administration interface KDCADMI
The structures kc_subnet_str and kc_tpool_str contain a new field resolve_names.

Access data for the XA database connection

A modified but not yet activated user name for the XA database connection can be read by Administration
(KDCADMI):

© Operation code KC_GET_OBJECT:
Data Structure kc_db_info_str: New field db_new_userid.

Reconnect for the XA database connection

If an XA action to control the transaction detects that the connection to the database has been lost, the system tries
to renew the connection and repeat the XA action.

Only if this is not successful, the affected UTM process and the UTM application are terminated abnormally.
Previously, the UTM application was terminated abnormally, if a XA-Connection was lost without trying to reconnect.

Other changes

® XA messages
The messages regarding the XA interface were extended by the inserts UTM-Userid and TAC. The messages
K204-K207, K212-K215 and K217-K218 are affected.

¢ UTM-Tool KDCEVAL
In the TRACE 2 record of KDCEVAL the type of the last order (bourse announcement) was recorded in the
WAITEND record (first two bytes can be printed).
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1.3.2 Discontinued server functions

In particular, the following functions has been discontinued:

* KDCDEF utiliy
Several functions have been deleted and can no longer be generated in KDCDEF. If they are still specified, this

will be rejected with a syntax error in the KDCDEF run.

© KDCDEF statement PTERM
Operand values 1 and 2 for ENCRYPTION-LEVEL

© KDCDEF statement TPOOL
Operanden values 1 and 2 for ENCRYPTION-LEVEL

© KDCDEF statement TAC
Operanden value 1 for ENCRYPTION-LEVEL

® BS2000 systems

© UTM Cluster:
UTM cluster applications are no longer supported on BS2000 systems.

® Unix, Linux and Windows systems

© TNS operation:
When starting a UTM application, the TNS generation is no longer read. The addressing information must be

stored completely during configuration with KDCDEF.
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1.3.3 New client functions

Encryption

The encryption functionality in openUTM-Client has been revised. Security gaps have been closed, modern
methods have been adopted and delivery has been simplified as follows:

® UTM-CLIENT-CRYPT variant
Until now, the encryption functionality in openUTM-Client was only available if the product UTM-CLIENT-CRYPT
was installed. With openUTM Client V7.0 this is no longer necessary. As of this version, it is decided at runtime
whether the encryption functionality is available or not.

® Security
A vulnerability has been fixed when communicating with a UTM application.

® Encryption Level 5
The o penUTM client V7.0 supports communication with UTM V7.0 applications when ENCRYPTION-LEVEL 5
was generated for the connections to the UPIC client.
With Level 5 the Diffie-Hellman method, based on Elliptic Curves, is used to agree on the session key. Input
/output messages are encrypted using the AES-GCM algorithm. AES-GCM is an authenticated encryption
algorithm designed to provide both data authenticity (integrity) and confidentiality.
Level 5 is supported by the openUTM-Client on all platforms.

® Encryption BS2000
openUTM-Client (BS2000) uses openSSL instead of BS2000-CRYPT analogous to Unix, Linux and Windows
systems.
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1.3.4 New functions for openUTM WinAdmin

WinAdmin supports all new features of openUTM 7.0 relating to the program interface for the administration.
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1.3.5 New functions for openUTM WebAdmin

WebAdmin supports all new features of openUTM 7.0 relating to the program interface for the administration.
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1.4 Notational conventions

Metasyntax

The table below lists the metasyntax and notational conventions used throughout this manual:

Representation

UPPERCASE
LETTERS

lowercase
letters

lowercase
letters in
italics

Typewriter
f ont

{}and|

(]

0

Underscoring

abbreviated
form

Meaning

Uppercase letters denote constants (names of calls, statements,
field names, commands and operands etc.) that are to be entered
in this format.

In syntax diagrams and operand descriptions, lowercase letters
are used to denote place-holders for the operand values.

In running text, variables and the names of data structures and
fields are indicated by lowercase letters in italics.

Typewriter font (Courier) is used in running text to identify
commands, file names, messages and examples that must be
entered in exactly this form or which always have exactly this
name or form.

Curly brackets contain alternative entries, of which you must
choose one. The individual alternatives are separated within the
curly brackets by pipe characters.

Square brackets contain optional entries that can also be omitted.

Where a list of parameters can be specified for an operand, the
individual parameters are to be listed in parentheses and
separated by commas. If only one parameter is actually specified,
you can omit the parentheses.

Underscoring denotes the default value.

The standard abbreviated form of statements, operands and
operand values is emphasized in boldface type. The abbreviated
form can be entered in place of the full designation.

An ellipsis indicates that a syntactical unit can be repeated. It can
also be used to indicate sections of a program or syntax
description etc.

Example

LOAD- MODE=STARTUP

KDCFI LE=f i | ebase

utm-installationpath is
the UTM installation
directory

The call t pcal |

STATUS={ ON | OFF
}

KDCFI LE=(
fil ebase
[, { SINGE |
DOUBLE } ] )

KEYS=(key1,
key2, ... keyn)

CONNECT= { YES |
NO }

TRANSPORT- SEL
ECTOR=c‘ C

Start KDCDEF

OPTI ON

DATA=statenent file

END
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Symbols

r>
Indicates references to comprehensive, detailed information on the relevant topic.

i Indicates notes that are of particular importance.

Indicates warnings.

Other

utmpath On Unix, Linux and Windows systems, designates the directory under which openUTM was installed.

filebase On Unix, Linux and Windows systems, designates the directory of the UTM application. This is the base
name generated in the KDCDEF statement MAX KDCFILE=.

$userid On BS2000 systems, designates the user ID under which openUTM was installed.

upic_dir The directory under which UPIC Client for UPIC Carrier System is installed on Unix, Linux, or Windows
system.
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2 Debugging and error diagnosis

This chapter tells you

® how to test a UTM application
®* how to use return codes and messages for diagnostic purposes

® which traces you can use for diagnostics
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2.1 Debugging UTM applications

You can debug a UTM application interactively in the dialog (BS2000 system, TIAM timesharing mode).
This enables you to use the operating system debugging aids and the corresponding compiler (in particular, see the
language-specific AID user guides.

A user-friendly option for testing your UTM application is also offered by the FUJITSU Software BS2000 BS2IDE —
Eclipse-based Integrated Development Environment for BS2000, see also website https://bs2000.ts.fujitsu.com
/bs2ide/.

Comprehensive interactive debugging functionality is available to you:

® all UTM function levels can be debugged, including functions for distributed processing
® all partner connections can be included for debugging

® debugging can be done in single task mode as well as in multitasking mode

® printer outputs can be debugged

® dialog I/Os for the BS2000 debugger and I/Os for the UTM application are entered and produced in different
windows (or on different terminals) and do not interfere with each other; the user dialog will then run just like in
live operation. Debugging statements for the application task are entered and analyzed in the corresponding
window.

® you can update your application to a new openUTM version and test it in parallel to the "old" version. In parallel
operation, you simply need to make sure that all the transport system endpoints in your application (MAX
APPLINAME, BCAMAPPL, T-SEL of ACCESS-POINT) have different names and port numbers.

* the debugged application can be released for live operation without any additional changes.

® in a dialog task, you can only debug applications that share the same openUTM version, i.e. you cannot start by
debugging a UTM application with an older openUTM version and then debug a version V7.0 application or vice
versa.
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2.1.1 Preparations for debugging in the dialog

Applications started in the dialog are intended exclusively for debugging purposes. The differences to applications
started with ENTER-JOB or ENTER-PROCEDURE are that tasks are not automatically started afterwards and that
UTM-STXIT handling can be switched off.

Symbolic debugging

If you want to carry out symbolic debugging, then you must compile the program such that the compiler creates a
list for symbolic debugging (LSD). In COBOL, for example, you do this by specifying COMOPT SYMTEST=ALL.

You should not link the LSD information statically because you can load it dynamically from your module library as
and when required. You can then put the debugged programs into live operation immediately.

Exchanging program units

Specifying LOAD-MODE={STARTUP | ONCALL} in the LOAD-MODULE statement can be advantageous when
debugging your program units and event exits. You do not need to link the application after making a program
change and recompiling.

You only have to relink the LLM that contains the modified program unit. If the LLM only consists of this program
unit, then you do not have to relink. You activate the modified program unit by restarting the application or
exchanging the LLM while the program is running (KDCPROG LOAD-MODULE-= ..., VERS=... command) or via the
program administration interface (opcode=KC_MODIFY_OBJECT) or via WinAdmin/WebAdmin.

CAUTION!

If the modified program unit is assigned to a load module generated with LOAD-MODULE=0ONCALL, then
the modified program unit must have a different version than the program unit loaded to date.

Parallel operation for upgrading to a new version

If you make use of parallel operation, when upgrading to a new version of UTM you can minimize the effort involved
as follows:
® |nstall the new version of UTM in addition to your current version.

® Link your application program (with a different name) to the new version (see the openUTM manual “Using UTM
Applications on BS2000 Systems”.

® Carry out debugging in parallel with live operation.

Number of tasks during debugging

For debugging purposes, it is normally sufficient to start the application with one task only. However, certain
functions of a UTM application, such as programs which use PWGT calls, can be tested only if the application is
started with more than one task.

If you want to start an application interactively with two or more tasks, please note the following points:

® Itis not possible to start tasks in both interactive and batch mode.

® Follow-up tasks cannot be started with an administration command, but only "manually” at a terminal or in a
separate window.
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® The AID commands must be repeated for every task because you cannot determine which task of the application
will process a user requirement. The required AID commands can be inserted in the start procedure to prevent
having to repeatedly enter the commands when debugging in multitasking mode.

® If you debug and shut down an OSI TP application in multiple dialog tasks then the application should not be
started again in the same dialog tasks since this can result in start-up errors or the abnormal termination of the
application.

A dialog task only works for the application as long as the program remains loaded. Following program termination,
you can continue to work with the task in BS2000 timesharing mode as long as you want. If you are working with
only one task, each program termination also causes the application to terminate.
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2.1.2 Starting the application and entering debugging commands

You must carry out the following steps if you want to start an application in the dialog for debugging purposes:

1. Open a $DIALOG session and start your UTM application in the dialog task. Do this just like for live operation
but do not start the application, just load it with LOAD-EXECUTABLE-PROGRAM. The corresponding window
will be called the task window in the following. LOAD-EXECUTABLE-PROGRAM loads all statically linked
programs. If, for example, you want to test a program unit for a Start-Exit, you can now enter the corresponding
test commands.

2. Start the program with %RESUME. openUTM now reads the start parameters and loads all the programs in
load modules that were generated with LOAD-MODE=STARTUP. This also includes shareable components
(LOAD-MODE=(POOL/POOL,STARTUP).

To avoid entering the start parameters manually you best execute steps 1 and 2 by using a procedure.

3. Press the K2 key so that the program is aborted and you can enter debugging commands.

The K2 key does not take effect until the UTM task is in the non-privileged state of BS2000 (TU). This may not
be the case until you have executed step 4.

4. Connect to your UTM application via a UTM client and, if necessary, sign on at the UTM application via a user
ID. Next start a program unit or make your first user input.

5. Now you have to acknowledge in the task window that you want to enter cammands (CMD0170 DO YOU
WANT TO INSERT COMMANDS? REPLY (Y=YES; N=NO)?).

If you want to debug using symbols and the LSD information is not statically linked to the program, then you
must assign the libraries that contain the LSD information with %5YM_I B symlibl, symlib2 . ..

If you use variable names with uppercase and lowercase letters in your program (C/C++ program units) and
you want to refer to these names, then you must change the predefined settings for AID using the %Al D LOW
command.

Now you can enter your debugging commands in the task window, for example to set a breakpoint, see the AID
user guides.
You resume execution of the UTM application program with RESUME-PROGRAM.

Please note that load modules generated with LOAD-MODE=ONCALL are not loaded until they are called in a
task. Only then can you enter debugging commands for these programs.

6. After the dialog step has been processed, the UTM client receives the response to your input just like in live
operation.

If you want to start an additional dialog task, then you need to repeat steps 1 and 2, then enter something from the
UTM client and then carry out the actions in step 4 again. If you have specified "TASKS=1" in the start parameters,
then you will need to increase the number of tasks via administrative measures first, otherwise start error 31 will
occur. Please note that if you are testing in dialog mode then the second task is a UTM system process

and that it may therefore be necessary to start three work processes. For testing in dialog mode, it is consequently
recommendable to generate the application without UTM system processes (MAX SYSTEM-TASKS=0).

Please note that you cannot start any batch tasks afterwards.

The required AID commands can be inserted in the start procedure to prevent having to repeatedly enter the
commands (the breakpoints must be set for each task) when debugging in multitasking mode.

You can connect additional UTM clients to your UTM application at any time, regardless of how many tasks the
application runs with.
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Notes

The following special points arise when an application is started in the dialog:

The KDCS call PEND ER does not terminate the program. Thus, the program is not reloaded either. The user
exit SHUT is not called. If you want to continue debugging with a newly loaded program, you have to terminate
and restart the program yourself. If you are working with one task only, program termination also causes the
application to terminate.

BS2000 system does not give openUTM dialog tasks priority over other timesharing tasks. The tasks do not run
as TP tasks, but as normal dialog tasks. The cache memory is not made resident (see the openUTM manual
“Generating Applications”).

It is not possible to exchange the application program via the administration.However, single LLM’s can be
exchanged (see “Exchanging program units” (Preparations for debugging in the dialog)).

The TASKS= start parameter only sets the upper limit of the number of tasks, but does not cause the follow-up
task to be started. Every task started allocates a timesharing task on the BS2000 system.

The command KDCAPPL TASKS=n also does not cause the start of follw-up tasks but only allows you to do so
maunally. Further information is contained in the openUTM manual “Generating Applications”.

You should analyze or save (recatalog) a UTM dump before the next start since the dump file can otherwise be
overwritten.
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2.1.3 STXIT response when debugging in the dialog

You have the option of switching off UTM STXIT handling during debugging using the start parameter STXIT=0OFF.

If you have specified STXIT=OFF, your program will be aborted when an error occurs at the location where the
error has occurred and you can diagnose the error with the appropriate debugging statements.

CAUTION!

If you have specified STXIT=0OFF, no transactions will be rolled back when an error occurs. This can lead
to inconsistencies in the data. You should therefore never set this parameter when accessing databases
used in live operation!
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2.1.4 Testing for errors when accessing the address zero

openUTM provides a function that allows you to test for errors when the program units of the application access the
address zero. This is achieved by openUTM is setting up a local task memory pool at the address zero. It can
therefore only be used in applications that do not themselves work with a memory pool at the address zero, or that
are loaded themselves to the address zero (24-bit application).

Activating/deactivating the test function

To activate the test method, you set up a FILE-LINK to the name KDCWRPR in the start procedure or in the
ENTER job:

/ SET- FI LE- LI NK LI NK- NAME=KDCWRPR

If an error occurs when setting up the memory pool because, for example, there is already a memory pool working
at the address zero in the application, openUTM outputs message K078 at startup:

KO78 ENAMP xxxxxxxX. | n KDCRTST.

In this case, the method cannot be used.

You can deactivate the test method again by restarting the application without the above SET-FILE-LINK command.

Accessing the address zero

If the address zero is accessed while the application is running, the program unit is terminated by an STXIT event
(STXIT with IW = 48 or 5C).

The program unit can then be modified.
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2.1.5 Example

The following trace listing shows the beginning of a debugging session in the dialog.

i Depending on the versions of the compiler and AID, the syntax of the AID commands and the AID output
may change.

The application is started in the dialog with the START-APPLI command procedure.
The TAC DB4TPL1 is called in the user dialog. The TAC is implemented in the C program TA4DB.
The symbolic information on this program is contained in the PLAM library OML.TA4DB.

The DB4TP1 TAC outputs the message received together with general information such as the service start or
follow-up TAC in line mode. If the message contains the string "@end", then the service is terminated.

Step1: Load and start the application in the task window

/ CALL- PROC NAME=START- APPLI , LOGA NG=* YES
1 1 /SET- PROCEDURE- OPTI ONS | MPLI CI T- DECLARATI ON=* NQ, -
/ DATA- ESCAPE- CHAR=* STD, JV- REPLACEMENT=* AFTER- BUI LTI N- FUNCTI ON
7 1 /VWRI TE-TEXT TEXT='** Procedure starts openUTM - applicati on DBAPP **'
** Procedure starts openUTM - application DBAPP **
9 1 /ASSI G\ SYSDTA TO FI LE=* SYSCMVD
11 1 /SET-FILE- LI NK FI LE=DBAPP. SYSLOE +1), LI NK=SYSLOG, SHARED- UPDATE=* YES
14 1 / RELEASE- SUBSYSTEM SPACE
% ESMD254 COMVAND ' RELEASE- SUBSYSTEM SPACE' COWPLETELY PROCESSED

16 1 /LOAD EXECUTABLE- PROGRAM -
/ FROM FI LE=*LI B- ELEM LI B= plam-lib , ELEMF start-lim )

% BLS0523 ELEMENT ' DBAPPT', VERSION '' FROM LI BRARY
':408Q $ userid . LI B. DBAPP. TD' | N PROCESSI NG
% BLS0524 LLM ' DBAPPT', VERSION '' OF '2019-09-11:13:21:55" LQADED
22 1 /9
K044 Pl ease enter start paraneters
. UTM START FI LEBASE=DBAPP
. UTM START TABLI B=NEW/5, ROOTNANVE=DBAPPT
. UTM START TASKS=1, ASYNTASKS=0, STXI T=0ON
. UTM END

K136 (First) SYSLOG file is :405Q $userid. DBAPP. SYSLOG( *0001)




K044 Pl ease enter start paraneters

. FHS MAPLI B=MAPLI B=$userid. SYSLI B. UTM 070. EXAMPLE
. FHS | STD=RUNP

. FHS DE=NO

END

FCO1 FHS Version 08. 3B00 ready

K051 Successful cold start for applicati on DBAPPunder VO7.0A00/ BS2000 (390)
Bi t

K156 UTM UPI C encryption function avail able: N

K052 Startup conpleted - task 6HVKactivated for applicati on DBAPPversion 0
System Task: N

Step 2:  Press the K2 key in the task window

User dialog window

KDCSI GN TESTUSER
K008 Sign-on accepted - input please

DB4TP1 ** message 1 **

Step 3:  The user signs on to the UTM application (user dialog window)

Step 4:  Enter commands

Task window

% CVD0170 DO YOU WANT TO | NSERT COMVANDS? REPLY ( Y=YES; N=NO) ?
Y

% SSM2014 TASK | N ESCAPE MODE AT LEVEL NUMBER ' 1

/ YSYMLI B OML. TAADB

/YAl D LOW

/ 9% NSERT S=N TA4DB. C . TAADB

I R

STOPPED AT SRC REF: 148, SOURCE: TAADB@ PROC. TA4DB

/32
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Step 5:  End of dialog step, terminal output in user dialog window and new input

User dialog window

Service start with TAC = DB4TP1
** message 1 **
Fol | ow- up TAC= DB4TP1

** npessage 2 * @nd **

Step 6:  Stop at the breakpoint

Task window

STOPPED AT SRC _REF: 148, SOURCE: TAADB@ PRCC:. TA4DB
/% 10
148 EXT. PROC START , BLOCK START, ASSI GN

156 ASSI GN
157 ASSI GN
159 ASSI GN
163 CALL
164 CALL
165 ASSI GN
166 ASSI GN
168 CALL
170 I F

STOPPED AT SRC REF: 170 , SOURCE: TAADB@, PROC. TA4DB , END OF TRACE

/% ca->ca_head. kcpr_tac

ca_area.ca_head. kcpr _tac( 0: 7)

(o Io 1) I8 2[4 C3) 1T 4 [P C5 [ C6) | | 7)1 |
/% ca->ca_head. kcpr_tac %I

CURRENT PC: 0106E396 CSECT: TAADB@ * * * * * % % k4 44 %% % % 5 5k k4 4 % %% %55 Kk A A A KA
V' 0101B3EO' = ca_area.ca_head. kcpr _tac + #' 00000000’

0101B3EO0 (00000000) CAC2F4E3 D7F14040 DB4TP1

I R

Step 7:  End debugging

User dialog window




End of service with TAC = DB4TP1
** nessage 2 * @nd **

KDCSHUT NORMAL

Task window

K056 Task 6HVK term nat ed
K138 SYSLOG file :405Q $userid. DBAPP. SYSLOG *0001) cl osed

KO57 Application run term natedK199 ROOT-Ternmination initiated with TERM UNI T:
&TRMIYP, reason: &ROOTTRVR
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2.2 Error diagnosis

This section tells you

® which return codes the program interface supplies
®* how openUTM signals errors by means of messages
* which documentation has to be produced in the event of errors

® which traces you can use for diagnostic purposes

For a description of an openUTM dump and how to evaluate it, please refer to chapter “The UTM dump”.
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2.2.1 Return codes at the program interface
Following each KDCS call (except PEND), openUTM returns the following error codes and IDs in the return field of
the communication area:

® the KDCS error code,

® the internal error code.

KDCS error code in the KCRCCC field
Please note the following points:

® |f two or more errors occur at the same time, the ones in the highest category are displayed. Within a category
normally, but not always, the lowest return code is specified (in difference to DIN 66 265).

® The precise meanings of the KDCS error codes for each KDCS call are described in the openUTM manual
~Programming Applications with KDCS”". A summary of all KCRCCC error codes can be found in the appendix in
chapter "KDCS return codes in KCRCCC".

Internal UTM error code in KCRCDC

The internal error code contains a more accurate specification of the error than the KDCS error code in KCRCCC.
Usually, this error code is set with the KDCS error codes 40Z or 70Z (system or UTM generation error). The precise
meaning can be found in the appendix in chapter "Internal return code KCRCDC.

The internal UTM error code is not part of the standardized KDCS interface.
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2.2.2 UTM messages in response to program errors

Program errors are errors in the programming of the KDCS interface (see chapter "KDCS return codes in KCRCCC
"), formatting errors or errors that lead to STXIT events. openUTM then generates messages that are output by
default to SYSOUT, SYSLST and generally also to SYSLOG (see “Destinations of UTM messages”).

Formatting errors

Whenever there are formatting errors, openUTM issues message K087 and - if the formatting system requests it -
message K153. If there are formatting errors when an asynchronous message is output, openUTM also issues
message K063. If there are formatting errors in the dialog, openUTM issues message K015 in cases where the
formatting error does not lead to abnormal termination of the service.

When errors occur in the FORMAT event exit, openUTM enters the return code FRxx in the KCRCDC field. The
FORMAT exit defines the meaning of these return codes.

If serious formatting errors occur while formatting with FHS, openUTM reports these with an internal return code
KCRCDC = FHxx, e.g. 'FHOY'. In this case, the message contains the 4-byte, printable, secondary FHS return code
described in the manual “FHS Format Handling System for openUTM, TIAM, DCAM".

These messages contain the following entries:

® KO15 Formatting error &RCDC &RCF2A - input please
contains the entries

&RCDC : internal return code in the KCRCDC field
&RCF2A : secondary FHS return code or VTISU return code

® K063 Formatting error &RCF1A &RCF2A for format &FMIN asynchronous nessage for
LTERM = &LTRM

contains the entries

&RCF1A : internal return code in the KCRCDC field
&RCF2A : secondary FHS return code

&MIN : format nane

& TRM : nane of the LTERMto which the nessage was sent

® KO87 Error in the interoperation of UM and format handling system opcode =
&0OPCD3, return code = &ERCD4 &ERCD5

contains the entries

&0OPCD3 : operation code at the interface | UTMFORM
&ERCD4 : internal return code FHxx in the KCRCDC field
&ERCD : secondary FHS return code
Example
Message

K015 Formatting error FHO1 080C - input please

means that the format is not available (see also sample dump "Sample dump K326"). In this way, an MSGTAC
service which is intended to react to a formatting error can access the secondary return code simply and
conveniently.
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Abnormal termination of a service

If a dialog service is terminated abnormally, openUTM issues message K017. If an asynchronous service is
terminated abnormally, it issues message K055.

These messages contain return codes that indicate the cause of the error:

K017 Service &TCVG ternminated by UTM (&RCCC/ &RCDC &RCF2A) - i nput pl ease

The entries in the message have the following meanings: &TCVG TAC with which the service
was started

&RCCC KDCS return code in the KCRCCC field

&RCDC internal return code in the KCRCDC field

&RCF2A secondary FHS return code

K055 Asynchronous service &ATACL term nated by UTM KCRCCC= &RCCC ; KCRCDC= &RCDC;
USER= &USER ; LTERM= &LTRM

The entries in the message have the following meanings:

&ATACL : TAC wi th which the asynchronous service was started
&RCCC KDCS return code in the KCRCCC field

&RCDC internal return code in the KCRCDC field

&USER user I D that created the asynchronous Service

<RM : LTERM partner that generated the asynchronous service

Errors in the INPUT exit

When there are errors in the INPUT exit, openUTM generally issues message K098 to the terminal. You will find
an explanation of the error codes contained in K098 in section "Messages K071 - K101".

STXIT events

When STXIT events occur, openUTM issues messages K102 and K103 and terminates the service abnormally.
The messages are described in section "Messages K071 - K101".

For a better diagnosis of STXIT events an extended STXIT logging can be activated via the administration
interface (KDCDIAG) or via start parameter STXIT-LOG.
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2.2.3 Addressing errors

openUTM overwrites the first 4 KB of the KDCROOT table module and sets up write protection for the first page of
KDCROOT to support the search for addressing errors in application programs. This reveals impermissible
accesses to the table module (address error, PEND ER). Such accesses occur, for example, as the result of
incorrectly transferred addresses (KB, SPAB, etc.) or incorrect register specifications.

Errored accesses to the address zero

If you have activated the test function described on "Testing for errors when accessing the address zero" then the
program unit is aborted by an STXIT event (STXIT with IW = 48 or 5C) if address 0 is accessed during the
operation of the application.

The program unit can then be modified.
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2.2.4 Diagnostic dump on messages/events

You can cause a diagnostic dump, known as a message dump, to be generated when a certain event occurs. The
dump ID depends on the event type.

A message dump is created by the task in which the event occurs. The UTM application is not terminated. In order
to take such a message dump, you have to activate test mode for the application and define the event at which the
message dump is to be taken. Both of these things can be done by means of start parameters or using the
administration functions.

You can specify the following events:

® the output of a specific K message
¢ the occurrence of a specific KDCS return code (CC or DC) in a program unit run

® the occurrence of a specific SIGN status when a user signs on

Activating test mode

® using the relevant start Parameter
. UTM TESTMODE = ON

® using the relevant administration command
KDCDI AG TESTMODE = ON

® using the administration program interface (e.g. via WinAdmin or WebAdmin)
In the object type KC_DIAG_AND_ACCOUNT, specify:

test node="Y' (data structure kc_diag_and_account_par_str)

Activating and resetting the message dump function

You can activate and reset the message dump function by means of a start parameter or using the administration
functions. The function is deactivated by default at application startup.

Activating the message dump function

® using the relevant start parameter
. UTM START DUMP- MESSAGE = ( event-type,event)
This causes a message dump to be created as soon as the event occurs.

You can only specify one event when you activate the function using a start parameter. It is not possible to
specify inserts for a message.

® using the relevant administration command
KDCDI AG DUMP- MESSAGE = ( event-type,event)

In the same way, you can use the parameters DUMP- MESSAGEX (where x = 1, 2, 3) to specify up to three
different events for generating a message dump. DUMP- MESSAGE is synonymous with DUMP- MESSACEL.

You can specify up to three inserts as additional constraints for the event "output of a specific K message"

(parameter | NSERTx where x = 1,2,3). For further details, see KDCDI AGin the openUTM manual "Administering

Applications”.
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using the administration program Interface

In object type KC_DIAG_AND_ACCOUNT, specify the event and the event type in the event and event_type
fields (data structure kc_diag_and_account_par_str with the corresponding substructures). You can also specify
up to three inserts as a condition. At the program interface, you can specify one event per call. For further
details, see the description of KC_DIAG_AND_ACCOUNT in the openUTM manual "Administering Applications".

using WinAdmin or WebAdmin
Open the Message Dump tab of the Application Properties dialog and select the event type and the event for the
corresponding dump event, see WinAdmin/WebAdmin online help.

event-type specifies the event type and event specifies a particular event for which the message dump is to be
generated. You can specify the following events:

Output of a specific K message (event-type = M5G)

Specify the UTM message number Knnn as the event.

A dump is generated each time the message number occurs until such time as you reset the message number.
Only one dump is generated for the message numbers K043, K061, K062. The message number is then
automatically reset.

Occurrence of a particular compatible KDCS return code (event-type = RCCC) Specify the number of the
compatible KDCS return code (KCRCCC) as the event e.g. 14Z.

If the return code occurs during a KDCS call, only one dump is generated and the parameter DUMP- MESSAGE[ X]
is reset to * NONE.

Occurrence of a particular incompatible KDCS return code (event-type = RCDC) Specify an incompatible KDCS
return code (KCRCDC) as the event, e.g. KD10. If the return code occurs during a KDCS call, only one dump is
generated and the parameter DUMP- MESSAGE] x] is reset to * NONE.

Note

In the case of all KDCS return codes >= 70Z and the associated incompatible KDCS return codes, when no
PENDER dump is written (e.g. 70Z/K316), no message dump is created.

Occurrence of a particular sign-on status (event-type = SI GN)

Specify the SIGNON status code in the form xyy as the event (e.g. U05):

© x corresponds to the value in KCRSIGN1, with U, I, A or R being possible values.
© yy corresponds to the value in KCRSIGN2

If the status code occurs during a SIGN call, only one dump is generated and the parameter DUMP- MESSAGE[ X]
is reset to * NONE. This happens regardless of whether or not a sign-on service is generated in the application.

Deactivating the message dump function

using the relevant administration command
KDCDI AG DUMP- MESSAGE = * NONE
The relevant parameter must be set to *NONE for events activated using the parameter DUMP- MESSAGEX .

using the administration program Interface
In the object type KC_DIAG_AND_ACCOUNT, reset all the events by specifying event_type=NONE for each
event.

using WinAdmin or WebAdmin
Open the Message Dump tab of the Application Properties dialog and select the event type <none> for the
corresponding dump event, see WinAdmin/WebAdmin online help.
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2.2.5 Producing error documentation

This section lists which diagnostic documentation a user should create when he/she wishes to report a system error
to the software support.

® A detailed description of the error situation and an indication as to whether and how the error can be reproduced.

® The BS2000 operating system version number with correction level.

® openUTM-specific documentation:

o

o

o

UTM dumps; you must take care to ensure that all dumps from all tasks which were active at the time the
error occurred are supplied

all available traces. When reproducing errors, TESTMODE=0ON should be activated, where KDCDEF
parameter MAX TRACEREC should be set to at least 3000 (when openUTM-D is used: at least 10000).

in the case of warm start errors, errors in the KDCUPD and if the application aborts with PMIO22, the file(s) of
the KDCFILE are required

openUTM version number with correction status

the log file of KDCDEF

linkage editor listing for the application program

the SYSLOG file(s)

user dumps for errors such as XT48, XT58..., for example
SYSLST and SYSOUT logs

® In the case of errors in UTM applications which are configured with BCAMAPPL T-PROT=(SOCKET,...,
SECURE) additonal documentation is required:

o

o

User-Dumps of the SSL-proxy processes for errors such as XT48, XT58, in this task.
SYSLST- und SYSOUT logs of the SSL-proxy process.

® Plus, for errors associated with FHS:

o

o

o

o

specification of the FHS version used, with correction status
IFG format definition (LMS element of type F)
ready-to-use format module (LMS element of type R)

user dumps and UTM dump, if available

® For errors associated with databases: Please refer to the release notices for the database systems in question.
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2.2.6 Traces

Alongside the traces in the UTM dump, you can also utilize the following traces for diagnostic purposes for
openUTM:

® Traces of KDCS-calls from C/C++ program unit runs
® BCAM trace in openUTM

* ADMI trace, i.e. trace of the administration program interface (KDCADMI)
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2.2.6.1 Logging of KDCS calls from C/C++ program units

This function can be used to log all KDCS calls from C program units. For this to be possible, the C program unit
must use the macros from the header file kcmac. h.

Enabling logging
Set the job variable link *KDCSCDB.
The job variable link is evaluated each time a UTM task is started. By default, logging is output to SYSOUT.

If logging is to be written to a different file, before including kcnmac. h you must set the preprocessor variable
KDCS_DEBUG_FP to the name of a self-defined FILE variable in every program unit in which you want to write
traces to this file, and define this FILE variable as external. You define this FILE variable in the Start-Exit and supply
its value.

Default: The calls are not logged.
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2.2.6.2 BCAM trace in openUTM

The BCAM trace function of openUTM allows logging of all connection-related activities within a openUTM
application.

Contents of the BCAM trace
The following types of trace record are written:

® Parameter block : The BCAM parameter blocks of the calls REQCON, ACCON, REJCON, DISCON and also the
BCAM parameter blocks of the calls RECLET and SENDLET which supplied a return code or the RSO
parameter blocks of the calls of the RSO interface.

®* Announcement: All connection-related announcements
® Connection letter

® Communication via TS applications of socket type: parameters blocks for the connecti on request,
connecti on response and di sconnect request functions of the socket interface.

® Message: All input/output messages

Every trace record contains the following entries in the sequence given:

Time stamp

BCAMAPPL name
PTERM/MUX/CON name
PROCESSOR name
LTERM/LPAP name
USER name

Type of the trace record (see above):

N o ok~ w N

® announcement
® parameter block
® connection letter
® TCP/IP record

® message (input/output message)

Preparatory activities

In the UTM start procedure, a trace file must be created for each task and the link name KDCBTRC assigned to this
file by means of the SET-FILE-LINK command.

Each task in a UTM application writes the trace records to a separate file. Therefore, the trace files must be created
in such a way in the start procedure that they are given different file names. To this end, the TSN of the task can be
appended to the file name for example.

Using SDF-P, this can be done in the following manner:
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| CREATE- FI LE FI LE-NAME = &(FI LEBASE//' . BTRC.'//TSN()) -
/', SUPPORT=*PUBLI C- DI SK( SPACE=* RELATI VE -

/(PRI MARY- ALLOCATI ON=<i nt eger _1. . 2147483647> -

|, SECONDARY- ALLOCATI ON=<*STD or i nteger 0. . 32767>))

/ ADD- FI LE- LI NK FI LE- NAVE = &(FI LEBASE/ /' . BTRC.'//TSN()) -
/', LINK-NAVE = KDCBTRC [, BUFFER-LEN = *STD( Sl ZE=<1. . 16>)]

Here, the procedure parameter FILEBASE should contain the base name of the UTM application.

As of a maximum trace record length of 1960, you must also specify the BUFFER-LENGTH parameter with the
corresponding number of blocks. When doing so, note that the primary allocation must be at least twice as large as
the block size and that the secondary allocation must be either zero or at least as large as the block size.

Maximum trace length = BUFFER-LENGTH=

> 1960 STD(2)
> 4008 STD(4)
> 8104 STD(8)
> 16296 STD(16)

If SDF-P is not available, the same result may be achieved by using job variables or EDT procedures.

Activating/deactivating the BCAM trace

The BCAM trace can be activated and deactivated by means of a start parameter or an administration command.
By default, the function is inactive on starting the application.
® Activation/deactivation by start parameter

.UTM START,BTRACE = { ON | ( ON, length) }

. UTM START, BTRACE = { OFF | ( OFF, length ) }

In this way, the trace function is activated (ON) or left inactive (OFF) on starting the application.

You can also specify the maximum length of the data to be recorded.
Minimum: 32

Maximum: 32624

Default value: 256

This maximum length can only be defined via start parameters.

If you use the BCAM trace for the UPIC Capture function (see openUTM manual “Using UTM Applications
on BS2000 Systems”) then it is advisable to use the maximum value.

® Activation/deactivation by administration command
KDCDI AG BTRACE=ON OFF [, LTERMEI t er m nane/ LPAP=| pap- name / USER=user-name]/ MJX=(
Mux- name, processor - nane, bcamappl ) ]
In this way, the trace function is activated/deactivated while the application is running. If anLTERM, LPAP or
MUX nameis specified, only the events associated with this connection are recorded. If an USER name is
specified, only the events associated with this user id are recorded.
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® Activation/deactivation via administration program interface (e.g. via WinAdmin or WebAdmin)
In the object type KC_DIAG_AND_ACCOUNT, specify:

bcamtrace="Y or 'N (datastructure kc_diag_and_account_par_str)

After activation of the BCAM trace function, the trace files (SAM file type) assigned through the SET-FILE-LINK
commands are opened with EXTEND.

If the BCAM trace is activated with the KDCDIAG command without assigning trace files with SET-FILE-LINK
commands, then the command will be executed successfully, but the application task will encounter a DMS error
while writing the trace information, and the BCAM trace is then deactivated as a result.

After deactivation of the BCAM trace function, the trace files are closed and can subsequently be evaluated. Since
closure of the files must be performed by all the application’s tasks, it may take a little while until all trace files have
been closed. The SHOW-FILE-ATTRIBUTES command can be used to see which files have been opened.

If a DMS error occurs for any of the trace files, then openUTM terminates the trace function.

Evaluating the BCAM trace

The trace files can be evaluated after deactivation of the BCAM trace function or after termination of the UTM
application. The tool KDCBTRC is provided for this purpose. The tool KDCBTRC can only be used to evaluate trace
files of the same openUTM version.

Before the KDCBTRC tool is called, the trace files for the individual tasks must be merged into a single file.

There is a sample procedure named BTRACE for merging the individual trace files and for evaluating the merged
file with the KDCBTRC tool. The SDF-P BTRACE procedure is shipped in the SYSPRC.UTM.070 library.

As a general rule, KDCBTRC evaluates the file having the link name KDCBTRC. The results are written to the file
having the link name LISTFILE. The control statement is read from SYSDTA.

The control statement has the following format

[argument-1, ..., argument-n]

and permits entry of optional arguments to control editing. The arguments are described in the following section.
The entire trace file is edited if you enter an ,empty*“ control statement (blank).

Arguments for the editing program

LT=ltn/ (Itn1,  One to five LTERM names can be specified with this operand. As a result, only those trace
..,Itn5) records which contain the LTERM/LPAP name are edited.
Default: all trace records are edited.

PT=ptn/ One to five PTERM names, CON names or MUX names can be specified with this operand. As a
(ptnl, ...,ptn5) result, only those trace records which contain the PTERM/MUX/CON names are edited.
Default: all trace records are edited.

BC=bcn / One to five BCAMAPPL names or ACCESS-POINT names can be specified with this operand.
(bncy, ..., Only those trace records which contain one of the specified BCAMAPPL/ACCESS-POINT
bnc5) names are edited.

Default: all trace records are edited.

PR=prn/ One to five processor names can be specified with this operand. Only those trace records that
(prnil, ...,prn5) contain one of the specified PROCESSOR names are edited.Default: all trace records are edited.
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US=usr/

(usrl, ...,usr5)

AN=Y/N

PB=Y/N

CL=Y/N

IN=Y/N

OUT=Y/N

DVC=T/P/B

SOCKET=Y/N

One to five user IDs (USER) can be specified with this operand. Only those trace records which
contain the name of one of the specified user IDs are edited.
Default: all trace records are edited.

When AN=Y is specified, those trace records which contain announcements are edited. If AN=N,
editing is suppressed.
Default: AN=N

When PB=Y is specified, those trace records which contain BCAM or RSO parameter blocks are
edited. If PB=N, editing is suppressed.
Default: PB=N

When CL=Y is specified, those trace records which contain connection letters are edited. If
CL=N, editing is suppressed.
Default: CL=Y

When IN=Y is specified, those trace records which contain input messages are specified. If
IN=N, editing is suppressed.
Default: IN=Y

When OUT=Y is specified, those trace records which contain output messages are specified. If
OUT=N, editing is suppressed.
Default: OUT=Y

The DVC operand serves to determine the format of the output file.

DVC=T: Max. line length 79 characters, no printer control characters
DVC=B: Max. line length 79 characters, with printer control characters
DVC=P: Max. line length 132 characters, with printer control characters

Default: DVC=T

When SOCKET=Y is specified, those trace records are edited which contain traces of functions
for communication using the TCP/IP protocol. When SOCKET=N is specified, editing is
suppressed.

Default: SOCKET=Y
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2.2.6.3 ADMI trace

The ADMI trace logs all calls of the KDCADMI program interface.
The following data is written prior to the call:

® Content of the data area

The following data is written after the call:

® Addresses of the parameter area, identification area, selection area and data area

® Contents of the fields in the parameter area, e.g. operation code (opcode), object type, length of the data area,
return code

® Content of the data area

The ADMI trace can be enabled via the start parameter ADMI-TRACE and enabled or disabled via WinAdmin,
WebAdmin or the administration program interface (KDCADMI).

By default, the trace is written to the file
KDC. TRC. ADM . appliname.tsn
where appliname is the name of the UTM application (MAX APPLINAME) and tsn is the number of the task.

In the UTM start procedure, you can also set up a different trace file for each task and use the SET-FILE-LINK
command to assign it the link name KDCADMI.
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3 The UTM Dump

In the event of serious errors, openUTM generates a UTM dump of all relevant data. Possible reasons for a UTM
dump are as follows:

a program unit has issued a PEND ER call

a KDCS return code KCRCCC >= 70Z occurred in an application program because of a severe error in a KDCS

call or an error during interoperation with a database or formatting system or because an STXIT event occurred.

a diagnostic dump was requested (e.g. KDCDIAG)

an error in the UTM system code or in other software components such as BS2000 system, FHS, internal
formatting routines or VTSU or an unrecoverable error in cooperation witha database system caused the
abortion of the application run.

In the last instance, the UTM dumps are written from all tasks of the application and in all other cases, only the
dump for the task concerned. All dumps are written in compressed form.

55



3.1 The files of the UTM dump

openUTM writes the dumps in a file generation group (FGG) or in a normal BS2000 file (dump file). By default, the
names of the dump files or of the FGG possess the following structure:

DUVP.UTM rrrrrr.ttttff. aaaaaaaal.iii]

If the dump was written while the application was running and the start parameter DUMP-PREFIX has been
specified then the names of the dump files or of the FGG possess the following structure:

dunp-prefix.rrrrrr.ttttff[.iii]

The letters mean:

dunp- prefi x prefix that was specified in the start parameter DUMP-PREFIX.
rerrrr ID identifying the cause of the memory dump.

tttt is the task sequence number of the task which caused the dump. In the
event of the application being aborted, tt t t is the TSN of the task that
initiated abortion.

tttt = UTIL if the dump is generated in a UTM tool (KDCDEF or KDCUPD).

ff running number of the dumps generated by a task in an application if the
dump files are not created as a file generation group (FGG); or
hexadecimal value of the counter for the number cold starts of the
application if the dump files were created as FGG files.

aaaaaaaa name of the application for which the dump is produced.

i number of the file generation

A file generation group is created if the dump is caused by the application being aborted. The name of the FGG
depends on the task that initiated abortion of the application. For the other tasks, openUTM writes the dump
information to other files of the FGG. This may not be possible in some cases. openUTM then writes the dump
information of follow-up tasks to individual files and the 'ff’ count is maintained on a task-specific basis.

In some cases, openUTM may set tttt=0000, ff=00, aaaaaaaa=NONAME and, if existent, iii=000; this means that
the relevant data is not available, e.g. at the start or end of a task.

You can specify the user ID to which openUTM writes a UTM dump by means of the start parameter DUMP-
USERID, see the openUTM manual “Using UTM Applications on BS2000 systems”. Syntax of the start parameter:

. UTM START DUMP- USERI D={ STANDARD | SYSUSER }

When STANDARD is specified (default setting), the dump files are written under the user’s own user ID (i.e. the user
ID under which the UTM application is running), and under the $SYSUSER user ID when SYSUSER is specified.
Notes

If more than one task is active for the application, in the case of an application abortion the (chronological) first
dump contains the reason indicating the reason for abortion (REASON). The other dumps contain a code
indicating that these are follow-up dumps.
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If the UTM application was started with TESTMODE=0FF, and if a PEND ER occurs with one of the following
KCRCDC codes, the UTM dump is suppressed:

FHO1, FHOZ2,
FRO1, FRO2,
K301, K302, K345, K601, K602, K603, K608,
KMD1, KMD2, KMD3, KMD4, KMD5, KMD7, KMDS8,

KRO1, KROZ2,

KT01, KT02, KTO4,
KU14,

XT80

If PGWT calls are permitted for the current TAC, and if the call where the error occurred was not a PEND call, the
program will be loaded. In the case of the KCRCDC code K316, no UTM dump is written regardless of whether or
not test mode is active.

Reducing the volume of dump information with the start parameter DUMP-CONTENT

The start parameter DUMP-CONTENT allows you to specify whether openUTM is to reduce the volume of dump
information or not. In this case, reduction means that task-independent KAA memory areas (common memory
pools) are only included in the dump of the task which caused the application to abort. Reducing the dump
information means that the diagnostic documentation in the event of abortion of an application requires far less
space. Reduction of the dump information is activated by default. The start parameter DUMP-CONTENT can be
used to deactivate or reactivate reduction of the dump information as required.

Syntax of the start parameter:
. UTM START DUMP- CONTENT={ STANDARD | EXTENDED }
STAND When UTM creates a dump file generation, task-independent memory areas are only contained in the

ARD dump for the first task (which caused abortion). This is generally sufficient for diagnostic purposes and
is set by default.

EXTENDETRxsk-independent memory areas are contained in all the dumps of a dump file generation. You should
only set this value when required to explicitly by the software support.
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3.2 The KDCDUMP tool

The dump files created by openUTM are PAM files. These files must be edited using the utility routine KDCDUMP.
KDCDUMP offers two possible methods of editing:

® |nteractive evaluation:
KDCDUMP loads a complete dump or a part of it into memory, allowing you to process it interactively at the
terminal. Interactive evaluation allows you, for example, to perform specific editing and search operations on
particular tables in an extensive dump.

® Editing of entire dump files in list form:
KDCDUMP produces complete, edited dump files or file generation groups (FGGs) which you can output to a
printer or view on the terminal by means of /SHOW-FILE, for example.

Editing of the dumps is controlled by means of statements which are entered after starting KDCDUMP. The
KDCDUMP utility can also be controlled by specifying link names.

KDCDUMP is terminated by the control statement END.

If KDCDUMP runs into an error during the evaluation of the dump, the link name KDCDUMP is not released
automatically. In this case, you should release the link name manually before KDCDUMP starts up next time and
you should try to prepare the dump without summary information (INFO=DUMP).

If KDCDUMP and the dump file do not belong to the same version of openUTM, then the dump is not output.
KDCDUMP then outputs message K719 from which you can determine which version KDCDUMP and the UTM
dump each belong to.
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3.2.1 Starting KDCDUMP

The KDCDUMP utility can be started for the interactive analysis of a dump in the dialog or to create the dump file in
the form of a list. The following sections describe how you use START-EXECUTABLE-PROGRAM to start
KDCDUMP with and without a link name.

Alternatively, you can also call KDCDUMP via the SDF command START-KDCDUMP. This command is located in
the SDF UTM application area. For more detailed information, see openUTM manual “Using UTM Applications on
BS2000 Systems” section "Calling UTM tools".

Starting without link names to evaluate the dump

| START- EXECUTABLE- PROGRAM FROM FI LE= -
/ *LI B- ELEM LI B=SYSLNK. UTM 070. UTI L, ELEM-KDCDUMP) [ , TEST- OPT=* Al D]

The TEST-OPTION=*AID only needs to be specified if a table is to be edited symbolically; see the KDCDUMP
statement TABLE. After the utility has started, the KDCDUMP statements are read from SYSDTA. If you wish to
edit dumps interactively, the link name KDCDUMP must not be assigned to a file.

Starting with link names to create the entire dump file in the form of a list

If you are using a link name, KDCDUMP can be started as follows:

/ SET- FI LE- LI NK LI NK- NAME=KDCDUWP, FI LE- NAME=dunpfil e

/ SET- FI LE- LI NK LI NK- NAME=LI STFI LE, FI LE- NAME=l i stfil e

| START- EXECUTABLE- PROGRAM FROM FI LE= -

/ *LI B- ELEM LI B=SYSLNK. UTM 070. UTI L, ELEM=KDCDUMP)

dumpfile name of the dump file

listfile name of the edited file
It is also possible to specify an FGG file as a dump file in the /SET-FILE-LINK command. After starting, KDCDUMP
executes the following statements:

FI LE * KDCDUMP
END

The FILE statement is described in section "FILE Edit single dump file". If no file is assigned the link name
LISTFILE, KDCDUMP by default generates a list file under the following name (see chapter "The files of the UTM
dump" for the meaning of the letters):

LST. UTMDWP. rrrrrr.ttttff. aaaaaaaa.
You can subsequently print the file created:

/ PRI NT- DOCUMENT FI LE- NAME=I i stfil e, LI NE- SPACI NG=* BY- EBCDI C- CONTROL

59



3.2.2 KDCDUMP statements
The following table gives an overview of all the KDCDUMP statements and their meanings:
Statement Meaning
! Interrupt KDCDUMP and execute system command
Il Execute most recently executed system command again
AFIND Find address in UTM dump

scrolling statements | Position cursor in work area

DUMP Read complete UTM dump or part of a UTM dump into memory
EDT Call editor

END Terminate KDCDUMP

FIND Find and show table entry

FGG Edit all files of an FGG (file generation group)

FILE Edit single dump file

HELP Display help for KDCDUMP statements

LIST Edit table section

REPFILE Information about REP file (only BS2000 systems)
SFIND Search for a pattern in the dump

SH | SYS Interrupt KDCDUMP and return to operating system level
SYSLST Activate/deactivate logging

TABLE Show table

If an error occurs during the execution of KDCDUMP, such as an input error or an error in the program itself, then
job switch 3 will be set to "ON" if the error is not an address error or when the dump is incomplete. The list of
KDCDUMP messages can be found in section “Messages of the UTM tool KDCDUMP”.

Job switch 3 is set to "ON" by KDCDUMP at the beginning of the program run. If no error occurs during the program
run, then the switch is set to "OFF". Switch 3 may also not be manipulated during the program run by the user. In
particular, then user may not set the switch to “OFF” using the ! statement or after the SH or SYS statement.

Entering KDCDUMP statements

KDCDUMP statements are read from SYSDTA. A statement may comprise up to 256 characters; longer inputs
result in error message K759.




Where statement names can be abbreviated, this is indicated in bold type. Thus, for example AFIND, indicates that
you can abbreviate the statement name to AF.

With certain operands, one of the three input formats "C-string", "X-string" or "decimal” must be observed:
Designation Input format / Example
C-string [C]'This is a C-string’
X-string (hexadecimal) = X'AAAF' or X'aaaf' or X'AaAf'
Decimal 12345

Only C-strings are case-sensitive. Case is not significant for the other input formats.

If indices or displacements/offsets are specified, then these are always interpreted as being positive.The sections
which follow describe the KDCDUMP statements in alphabetical order. Only the statements and operands are
described here which are used for evaluating the KDCROOQOT area (see chapter "The KDCROOT area").
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3.2.3 ! - Enter system command
This statement allows you to execute a BS2000 command during a KDCDUMP session.

! conmand

command BS2000 command. Note that some BS2000 commands cause the KDCDUMP program to terminate.
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3.2.4!! - Repeat most recently executed system command

This statement allows you to repeat the most recent BS2000 command (executed with ! or !!) during a KDCDUMP
session.
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3.2.5 AFIND - Find address in dump

This statement serves to find a memory address in the UTM dump which was a valid address for a UTM table area
while the dump was in progress.

The output displayed on the terminal is the associated table entry, either from the beginning of the entry or from the
desired location.

If the command syntax is faulty or if no dump was loaded into memory, then a corresponding error message is
output (K710 or K711 respectively). Should the specified address not represent a memory address or not even be
assignable to precisely one table entry, then also an error message is output (K712 or K713 respectively).

AFI ND | addr ess

address Desired address in memory. The address must be specified in hexadecimal form.

Example
AF X 01018000

64



3.2.6 Scrolling statements for interactive evaluation

If the required information cannot be displayed in one screen, the following statements can be used to scroll the

display:
Statement

+
Return only
(blank entry)

+n

++

>>

X

Meaning

Scroll forward one screen page.

® With table elements which cannot be displayed in their entirety in one screen page, n is added
to the start address of the information currently displayed. The result of this addition is the
address starting at which the next information is displayed.

® With tables where one element of the table can be displayed in its entirety in one screen page,
n is added to the index of the first table element currently displayed. The result of this addition
is the index of the element at which the continuation of the table display commences. If the end
of the table is exceeded, the last table element is displayed; with trace tables, division into
pages is performed automatically. n can be specified in decimal or hexadecimal form.

n is ignored for the statements HELP TABLE-NAMES and REPFILE. Scrolling continues normally.

The end of the table or of the table entry is displayed.
The trace tables are exceptions, where scrolling is performed to the chronological

end. With the statements HELP TABLE-NAMES and REPFILE a normal "+" statement is executed.

For backward scrolling, the same applies - with the opposite sign - by analogy as with forward
scrolling. Scrolling is performed in the reverse direction no further than to the beginning of the
table. When displaying the REP file, backward scrolling is not possible.

In the case of the SFIND command, "<<" takes you to the beginning of the hit list.
In the case of the SFIND command, ">>" takes you to the end of the hit list.

The table display is aborted. Alternatively, the END command may also be entered, for example.

Screen support is offered in the form of a display indicating which statements are permitted in each case, for

example

* "+/X" with the statement REPFILE,
® "+/-/X" for all other tables of the KDCROOT area.
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3.2.7 DUMP - Read UTM dump into memory

You can use this command to decompress a UTM dump file (not an FGG file) and to read it into working memory
either completely or area-by-area. You can specify the UTM dump file via either its file name or its link name.

You must submit this statement before you can edit a UTM dump interactively at the terminal (e.g. using the
TABLE, LIST statements).

Particularly in the event of large UTM dumps, where the main memory or virtual memory available is insufficient to
accommodate the entire uncompressed dump, it makes sense to read the KDCROOT area using the
DOMAIN=ROOQOT operand.

Every time a DUMP command is issued, the dump or ROOT area that had been read into main memory previously
is removed and the new dump or ROOT area is read in..

Duvw { FILE = { filenane | *SAME } | LINK = |inkname }
[ ,DOVAIN = { ALL | ROOT } ]

FILE=
filename Name of the UTM dump file
*SAME Specify FILE=*SAME in place of the file name if you wish to read a new area of the UTM dump

which has already been uncompressed using DUMP into main memory (see DOMAIN operand).

LINK=linkname Link name of a UTM dump file. The link name may consist of alphanumeric characters only.

DOMAIN= This operand specifies whether the whole dump or only the KDCROOT area of the UTM dump
is to be read into main memory.

ALL The entire UTM dump is read into memory.
Default
ROOT KDCROOT areas and DIAGAREAs (UTM Diagarea, DB Diagarea,...) are read into memory.
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3.2.8 EDT - Call editor

This statement serves to call the editor EDT as a subroutine, i.e. you can use it to read a file into the work area of
EDT.

EDT | [ filenane ]

filename Name of the file to be read in.
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3.2.9 END - Terminate KDCDUMP
This statement serves to terminate KDCDUMP normally.

END
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3.2.10 FGG - Edit all files of an FGG

The FGG statement serves to edit all the files of an FGG jointly in a single output file. The name of the output file is
specified with the OUTFILE operand. In command mode, the user is free to issue any number of FGG commands.

FGG {fgg-nane| *linkprefix }

[,EDIT = { PRINTER | TERM NAL } ]

[, 1 NFO

{ LONG| DUWP | SHORT } 1

[, QUTFILE = fil enanme ]

fgg-name

*linkprefix

EDIT=

INFO=

OUTFILE=

Name of a file generation group (FGG) which contains the UTM dump. openUTM creates a separate
file generation for each task in the application.

Link name prefix of the files which originate from a dump FGG, but exist only as individual files. The
prefix may consist of a maximum of three alphanumeric characters only. The actual link name has
the format

I i nkprefix. nunber,

where nunber is a decimal number comprising a maximum of four digits, without leading zeros,
commencing with '1', '2',... etc..

On successful execution of a command, all link names are deleted from the TFT.

This operand controls editing:

With EDIT=PRINTER (default), an output file is created which is intended for printing on the printer.
The output contains feed control characters, page headers, with a maximum line length of 132
characters. The table of contents at the end of the output relates to print pages and line numbers
(for the unprinted dump). The file can be printed out by means of the command:

/ PRI NT- DOCUMENT FI LE- NAME=l i stfile, -

/ LI NE- SPACI NG=* BY- EBCDI C- CONTRCL

With EDIT=TERMINAL, the output file is edited in such a way that it can be evaluated on screen
using an editor. The maximum line length is 80 characters. The table of contents at the end of the
output relates to line numbers.

This operand controls output of the summary information. This is an extract of the complete dump
information and contains the data frequently required for diagnosis.

INFO=LONG: editing with summary information (default).
INFO=DUMP: editing without summary information.

INFO=SHORT: KDCDUMP outputs only summary information.

This operand allows you to specify that output is to be written to a file with the name filename.If you
do not specify OUTFILE, KDCDUMP checks whether the link name LISTFILE has been assigned or
assigns the default name LST. UTMDVP. rrrrrr.ttttff. aaaaaaaa (See "The files of the UTM
dump" for a description).
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Notes

®* When the FGG control statement is entered, a UTM dump file which was read in by means of the DUMP
command is removed in its entirety from memory. Consequently, the UTM dump under examination prior to the
FGG command will no longer be available for diagnostic purposes.

® The individual file generations of the FGG are read consecutively and removed from memory again after
processing, so that after execution of this command none of the files remains in memory.

® |f the dump files are read in by means of link names (*linkprefix is specified), then after each successful editing
operation performed on a dump file the associated link name is removed from the TFT.

Example

® You want to edit all files of a dump FGG using the KDCDUMP command FGG:
FGG DUMP. UTM LKLC64. 885301. ANWL, EDI T=T
® You want to edit files of a former UTM dump FGG, which only exist as four single files.

To do this, assign a link name to the four files having the prefix UD1.:

/ SET- FI LE- LI NK LI NK- NAME=UD1. 1, FI LE- NAME=DUMP. UTM PCMWD1. 1
/ SET- FI LE- LI NK LI NK- NAMVE=UDL1. 2, FI LE- NAVE=DUMP. UTM WAl TT2. 2
/ SET- FI LE- LI NK LI NK- NAMVE=UDL1. 3, FI LE- NAME=DUMP. UTM WAI TT2. 3
/ SET- FI LE- LI NK LI NK- NAME=UD1. 4, FI LE- NAME=DUMP. UTM WAI TT2. 4

These four files are edited by means of a single KDCDUMP command:
FGG *UD1
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3.2.11 FILE - Edit single dump file

This control statement edits a single dump file or a single generation of a UTM dump FGG. The result of editing is
written to an output file. The user can define the name of the output file by means of the OUTFILE operand or a
SET-FILE-LINK command with the link name LISTFILE. If no file is specified, KDCDUMP creates a list file with the
default name.

FILE [{ dunpfile | *linknane }]
[, EDI T={ PRINTER | TERM NAL } ]
[,INFO= { LONG | DUWP | SHORT } ]

[, QUTFI LE = fil enane ]

dumpfile Name of the UTM dump file. This file may also belong to an FGG.

If the positional operand is omitted, it is assumed that a UTM dump file has already been read in
with the DUMP statement. The FILE statement is then applied to this file. In this instance, the UTM
dump file is not removed from memory.

*linkname  Link name of the UTM dump file. The link name may consist of three alphanumeric characters only.
On successful execution of the command, the link name is deleted from the TFT.

EDIT= This operand controls editing:

With EDIT=PRINTER (default), an output file is created which is intended for printing on the printer.
The output contains feed control characters, page headers, with a maximum line length of 132
characters. The table of contents at the end of the output relates to print pages and line numbers
(for the unprinted dump). The file can be printed out by means of the command:

/ PRI NT- DOCUMENT FI LE- NAME=I i stfile, -

/ LI NE- SPACI NG=* BY- EBCDI C- CONTRCL

With EDIT=TERMINAL, the output file is edited in such a way that it can be evaluated on screen
using an editor. The maximum line length is 80 characters. The table of contents at the end of the
output relates to line numbers.

INFO= This operand controls output of the summary information. This is an extract of the complete dump
information and contains the data frequently required for diagnosis.
INFO=LONG: editing with summary information (default).
INFO=DUMP: editing without summary information.
INFO=SHORT: KDCDUMP outputs only summary information.

OUTFILE= This operand allows you to specify that output is to be written to a file with the name filename.

If you do not specify OUTFILE, KDCDUMP checks whether the link name LISTFILE has been
assigned or assigns the default name
LST. UTMDWP. rrrrrr.ttttff. aaaaaaaa (see "The files of the UTM dump” for a description).

Notes

® |t should be noted that a UTM dump file which was read in by means of the DUMP command is deleted in its
entirety from memory when the FILE control statement is used with the positional operand.




® [f alink name KDCDUMP exists when KDCDUMP is started, KDCDUMP assumes that the associated file is a
UTM dump. This is then edited. KDCDUMP subsequently terminates itself automatically.

® |f the dump file is read using a link name (*linkname is specified) the link name is removed from the TFT after the
dump file is edited successfully.
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3.2.12 HELP - Help about KDCDUMP

The HELP command provides information about the operation of the KDCDUMP program. HELP also outputs
information which are only relevant for the system service and which are not described in this chapter.

This information is output to SYSOUT.

HELP' [ { ALL | command-nane | TABLE- NAMES } ]

HELP without operands simply outputs a list of all KDCDUMP statements. The operands have the following
meaning:

ALL outputs an overview of the KDCDUMP statements. Default value.

command-name
Name of a KDCDUMP statement about which brief information is output.

TABLE-NAMES

outputs all valid table names as well as additional brief information as to whether the table in question
is capable of being edited symbolically. If the table can be edited symbolically, a “D” is displayed, (if
not, an “N” is displayed).Table groups are indicated by an asterisk (*) prefixed before the name. The
individual tables of the table group are listed according to the name of the table group and indicated by
a plus sign (+) prefixed before the name.If a dump is in memory, then the number of table entries is
output (in hexadecimal form). As a consequence of negative results obtained during address validation
when taking a dump it may happen that UTM areas or tables are not contained in the dump. Since no
table entries are present in such situations, the tables are flagged as follows:UA_ERROR: It was not
possible to dump the UTM area containing the table. TA_ERROR: Only the table could not be dumped.
REPFILE is similarly listed as a table. The REP file, however, must be output via the REPFILE

statement (not via TABLE). REPFILE is followed by the number of different problem message numbers.
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3.2.13 LIST - Edit table section

This control statement can be used to have a table section written to a SAM file or to SYSLST.

LI ST { table-name | REPFILE } , { listfile | *SYSLST }

[, START-INDEX = { FIRST | start } ]

[, END-INDEX = { LAST | end } ]

[, EDIT = { TERMNAL | PRINTER } ]

table-name

REPFILE

listfile

*SYSLST

START-INDEX=

FIRST

start

END-INDEX=
LAST

end

EDIT=

Note

Name of the table from which is to be output in whole or in part. The valid names can be

ascertained by means of HELP TABLE-NAMES. You can also specify a table group name as
the table name (these are indicated by an asterisk in the output from HELP TABLE-NAMES).
In this case, all the tables belonging to the group are output (indicated by a prefixed plus sign

()
The REP file is to be output. The specification of any further operands then has no effect.

The table section is output to the file "listfile". An existing file will be overwritten without any
warning.

The table section is written to SYSLST.
listfile and SYSLST can be printed out by means of the following command:

/ PRI NT- DOCUMENT <fil e>, LI NE-SPACI NG=*BY- EBCDI C- CONTROL

Entry in the table at which the output is to commence:

First entry in the table, default value.

Table entry index at which the output is to commence. This value can be entered in either
decimal or hexadecimal form.

Last table entry which is to be output:
Output continues to the end of the table, default value.

Table entry index at which the output is to be terminated. This value can be entered in either
decimal or hexadecimal form.

Editing for printer or terminal; see description of the FGG statement on "FGG Edit all files of an
FGG".

If two or more table areas are to be written into a single file, the operand value *SYSLST is available for the second
positional operand as the following BS2000 command causes the table areas to be written consecutively to an

output file:

/ ASSI G\- SYSLST TO- FI LE=< output-file >, OUTPUT=EXTEND




3.2.14 REPFILE - Information about REP file

This statement is used to output information about the REP file read in by the UTM dump creator on the terminal
(dumps created by a UTM-T application do not contain a REP file).

REPFILE [ { *INFO| *ALL | *ONLYPMNO | pmno [, E] } 1]

*INFO

*ALL

*ONLYPMNO

pm-no

If the UTM-REP file was read in without errors, the information output comprises the name of the
REP file and the number of active corrections. Otherwise, in addition to the name of the UTM-
REP file that was incorporated as a REP file when the openUTM subsystem was started, the
DMS return code generated on reading this file is output.

Default value.
The complete REP file is displayed.

All the problem message numbers from the UTM-REP file are output in the form ppppppppsjj| .
where:

PPPPPPPP Number of the problem message

Status ("-" means active, "*" means deactivated)

S

Julian calendar REP date.

Ji

Eight-character problem message number (same as pppppppp) in the form of a C-string.
KDCDUMP outputs the associated REP records from the REP file (if present) on the terminal.

This causes all REP records to be output, starting with that belonging to "pm-no".

This operand must always be specified in conjunction with a problem message number,
otherwise it will be ignored.
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3.2.15 SFIND - Search for a string

This statement allows you to search for a string in the UTM dump and output it on the terminal. However, you can
only search for strings that are part of the user information in the dump. Information created by KCSDUMP in order
to prepare the dump is not compared with the search string.

In some tables (Program Table, ...), the information found is output in an edited form. In other words, if the table
contains the string you are searching for, the table is displayed in a specially prepared way. Consequently, the
string that has been found cannot always be seen immediately.

i In case of large dumps hits may be displayed belonging to an area that is not described here and which
therefore are only relevant for the service staff.

SFI ND search
[, ALIGN={ 1] 2|4 | 8 }]
[, HHTS = {ALL | nr_max_hits}]

[, DOVAIN = { ALL | ROOT } ]

search The positional operand stands for the string you are searching for, which cannot be longer than
190 bytes. It can be specified as a C-string or an X-string.

ALIGN = You can use this to specify the alignment limit of the search string.

1 Single-byte alignment

This is the default.

2 2-byte alignment
4 4-byte alignment
8 8-byte alignment
HITS = You can use HITS to specify the number of hits after which the search is terminated.
ALL The entire dump is searched.

This is the default.

nr_max_hits The search is terminated after nr_max_hits. nr_max_hits can be any value from 0 to 32767. 0
has the same effect as ALL.

DOMAIN This allows you to specify whether the whole dump or only the KDCROOT area of the UTM
dump are to be searched.

ALL The whole dump is searched.
This is the default.

ROOT KDCROOT area and DIAGAREAs (UTM Diagarea, DB Diagarea,...) are searched.
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3.2.16 SH and SYS - Interrupt KDCDUMP

The SH or SYS statement interrupts KDCDUMP and allows you to enter BS2000 commands on operating system
level.

{ SH| SYS}

You can return to the KDCDUMP program with the BS2000 command RESUME-PROGRAM.

Please note that some BS2000 commands terminate any loaded program, making it impossible to return to
KDCDUMP.
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3.2.17 SYSLST - Activate/deactivate logging

This statement serves to output the results of the statements AFIND, FIND, HELP TABLE-NAMES , REPFILE,
TABLE via SYSLST..

The maximum length of an output line is 80 characters. No messages are written to SYSLST.

SYSLST { ON| OFF }
ON  The output is directed to SYSLST.

OFF No output to SYSLST. “SYSLST OFF” applies when KDCDUMP starts.

Output to the terminal is never suppressed.
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3.2.18 TABLE - Show table

The TABLE statement serves to output part or all of a table from the currently processed UTM dump. The output
can be in dump format or in symbolic form.

TABLE

table-name

start-index

t abl e- name

[, start-index

[,

{ END-INDEX = { SAME | LAST } |

DI SPL = di spl acenent |
SDI = { *YES | struct-par }

[, QUTFILE = { filename | *SYSLST}

[, DB = db-no ]

Name of the table to be output.
You can use the HELP TABLE-NAMES command to display a list of all table names.

The table names can be abbreviated as long as they remain unique. The following rules
apply:

® There must be at least one character at the beginning and after a hyphen. This
character must be the first character of the name.

® The individual name parts which begin with a hyphen and are delimited by the next
hyphen or by the end can be omitted if the following name part - where one was
present - is also removed.

Example The table name HLL-USER-ARE can be abbreviated as HL-U or HL-US or H-U-
A etc.

This positional operand specifies the number of the entry at which the output is to
commence.

The default value is 0.

If the operand is given the value 0, the entire table is output and all other operands have
no effect.Notes

® In the case of the trace tables, with a null specification the current entry is displayed as
the last item on the screen page.

® For bit tables and tables whose entries are always two bytes in length, it is generally
not possible to position precisely to the desired entry. But the entry is then contained in
first line output with table information.
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END-INDEX= This operand can be used to specify whether, apart from the entry specified under "start-
index", any other table entries are to be displayed.

SAME Only the entry specified with "start-index" is displayed.
LAST The entire table is displayed starting with the entry "start-index".

DISPL=displacement This facility can be utilized in order to output the table entry specified in the second
positional operand with a displacement from the beginning of the table entry. This
capability is supported only for tables in normal dump format, i.e. in hexadecimal
representation.

The input format is decimal or hexadecimal (see example).
SDI = The operand SDI (Symbolic Dump Information) serves to output the table entries which have been
edited using AID.
Not all tables can be edited symbolically. Those tables which can be edited symbolically are
flagged by a "D" following the table name in the output produced by the command HELP TABLE-

NAMES. If symbolic editing is not possible, this is flagged by means of an "N".
Moreover, the KDCDUMP utility must have been started with the operand TEST-OPTION=AID.

*YES The table element is output with symbolic editing.

struct-par  Fully-qualified name of a structure element without a structure name (see examples below) which
is to be edited symbolically.
The maximum length of "structure-parameter” is 121 characters. The name must be specified as a
C-string.
OUTFILE=  When symbolic editing is employed, this operand can be used to direct the output to a file.

flename  Name of the file to which the edited information is to be written. In this case, the AID link name FO
of the AID command %OUTFILE is destroyed.

If the specified file already exists, it will be extended by the output.

*SYSLST The output is directed to SYSLST.

The default value applies for the optional operands END-INDEX, DISPL and SDI: END-INDEX = SAME.

Notes

® If the selected table information does not fit in one screen page, scrolling statements (see relevant section) can
be used to make further data visible (does not apply to symbolic editing).

® |f a substructure element is incorrectly specified for symbolic editing, AID will issue an error message. In this
case, message K746 is not output and job switch 3 is not set.
Examples

1. T KB, 1, S=*YES
Outputs the KB header and the KB return area.
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2. T KB, 1, S=' KCRFELD
Outputs the substructure KB.KCRFELD.

3. T KB, 1, D=116

Outputs the KB program area as of displacement 116.

4. T UTM D, X' 2EB'
Outputs the trace entry 2EB of the UTM Diagarea.
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3.2.19 Messages of KDCDUMP

KDCDUMP issues messages in the format K7nn. You will find the message texts and additional information on the
messages later on in this document.
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3.3 Contents of the UTM dump

A UTM dump edited with KDCDUMP normally contains the following information:

® KDCROOT with the KDCROOT tables and the DIAGAREAs UTM Diagarea, DB Diagarea, ...).
® A summary (Summary information).

® A table of contents.

In some cases the dump may contain addition areas which only can be evaluated by the system service and which
therefore are not described in this manual (exception: CONS-ENTRIES table). This ares should be provided to the
system service if necessary, see section “Producing error documentation”.

If the dump was produced due to a PEND ER (either programmed by the user or produced internally after KCRCCC
>=70Z), then the dump only contains the KDCROOT area.To make finding the table easier, the prepared dump
contains a list of tables with page numbers at the end of the dump. Each of these prepared tables has a header that
identifies the prepared table.

The header starts with the corresponding storage area dumped (e.g. KDCROOT) and the name of the table.

Only those tables are described in the following which you can find in a PENDER dump. In addition, the
CONS_ENTRIES table is listed which is created in case of dumps with other reasons and which provides useful
information for the user.
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3.3.1 The CONS_ENTRIES table

The table CONS_ENTRIES shows the history of the KDCFILE. It contains a maximum of 10 entries. The entries are
sorted in descending order of the generation time, i.e. the most recent entry comes first. If 10 entries have not yet
been created for the KDCFILE, the first entries in the table are blank.

Entries are written in the table when the following events occur:

* when a KDCDEF generation is executed
* when KDCUPD is called

® each time the UTM application is started
A table entry has the following format:

type r1 r2 f1 i1 i2 i3 f2 yymmdd hhmmss @ tttt
4 1 1 2 11 1 1 6 6 4 Byte

type 'DEF ' for KDCDEF run
'UPD ' for KDCUPD run
'STRT’ for application start.

rl and r2 designate the correction status of KDCDEF, KDCUPD and UTM system code (e.g. '00’ for V7.0A00).

ri,r2 'nm’ two digits for the source correction character
'00’ space for the first release of a version.

f1, f2 Filler.

For type 'STRT' and 'DEF’: i1,i2, i3 and ttt contain additional information.

For type = STRT:

i1 'C’ for UTM cold start, 'W’ for UTM warm start
i2 'P’ for production for type = STRT

i3 'B’ for batch process, 'D’ for dialog process
tttt TSN of the UTM process for type = STRT.

For type = DEF:

i2 -’ when the KDCFILE was created successfully for type e= DEF
"W when the KDCFILE was created with errors.

yymmdd Date (year, month, day)

hhmmss Time (hours, minutes, seconds).
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3.3.2 The KDCROOT area

The tables and areas of the KDCROOT can be used in many cases to diagnose user errors. In the case of PEND
ER dumps, this is the only data that is available.

More precisely, the prepared dump contains the following individual KDCROOT areas, the name which has to be
specified with the KDCDUMP statement TABLE is in brackets:

Context Area (CONTEXT-AREA)

The current register set at the time of the STXIT is output here with PC=Program-Counter, IW=Interrupt-
Weight and the register contents of registers RO to R15, ILC , PM and CC.

Program Table (PROGRAM-TABL)
An entry contains, among other things, the program name and the start address of a program unit.
Load Module Table (LOAD-MODULE)
Area with information on load modules.
Load Context Table (LOAD-CONTEXT)
Load context table.
Area Table (AREA)
Area containing information on the generated areas.
Exit Table (EXIT)
Area containing information on the exits.
Library Table (LIB)
Library table.
Memory Pool Table (MEMORY-POOL)

Area containing information on the memory pools. If UTM generation is performed without load modules,
this area simply contains information from the UTM generation and additional information (e.g. the
address of the memory pool) can be found in the User Root area.

Message Mod Table (MSG-MODULE)

Area containing information on the message modules.
UTM Diagarea (UTM-DIAGAREA)

Area with diagnostic information on all KDCS and FHS calls.
KB (KB)

Communication area, consisting of a KB header, KB return information and KBPROG in the generated
length.

SPAB (SPAB)
Standard primary working area.

MPUT Buffer (MPUT-BUFFER)

85



Intermediate storage for MPUT messages.
FORMUSER Buffer (FORMUSER-BUF)
Buffer area with logical I/O messages.
RESTART Buffer (RESTART-BUFF)
Restart area for screen formatting.
|0 Buffer (I0-BUFFER)
Buffer area with physical /O messages.
ROOTDATA (ROOTDATA)
Communication areas between KDCROOT and the UTM system modules.
ROOT Trace (ROOT-TRACE)
Area with trace records for ROOT execution.
FORM USER Area (FORM-USER-AR)
Output of the IUTMFORM interface parameters
HLL User Area (HLL-USER-ARE)
Parameter list of IUTMHLL.
VGM Area (VGM-AREA)
Area for the service memory for a connected database.
Root gen by user (USER-ROOT)
Area contains data from user-own ROOT module.
XA Area (XA-AREA)
Database area.
TCB-ENTRY (COB1) (TCB-ENTRY)
Area for TCB entries, if generated.
Table Descriptors (TABDESC-AREA)
Area containing data on the edited root tables (contains name, address, number of entries and length).
Administration DIAGAREA (ADMI-DIAGAREA)
Area containing trace records for all calls to the administration program interface from the program units.
Administration USERAREA (ADMI-USERAREA)

Area containing a trace record for the data passed from the program unit through the administration
program interface.

ETPNDS-TU-LIST (ETPNDS-TU-LIST)

Part list of the components linked in KDCROOT with their ETPNDs.




ENTER-PROC (ENTER-PROC)

The accumulated input from the UTM start parameters ENTER-PROC-INPUT
STRT-PAR-AREA (STRT-PAR)

Area containing the start parameters specified when the application was started.
Accounting Area (ACCOUNTING-A)

Area for accounting data.
TAM (TAM)

Transaction storage for a connected database.
TSKM (TSKM)

Task-specific storage for database communication.

DB Diagarea (DB-DIAGAREA)

Area containing diagnostic information for all database calls (only if a database has been generated).

DB User Area (DB-USER-AREA)

IUTMDB parameter list (only if DB generated.)
DB Info Program Unit (DB-INF-PROG)

Area which contains data relating to the current program unit.
DB Info Application (DB-INF-APPL)

Area which contains data relating to the application.
DB Summary Info (DB-SUMMARY)

Area containing general information on the generated databases (e.g. number etc.).
DB Table (DB-TABLE)

Table of generated databases
Code conversion tables

KDCEA1

KDCAE1

KDCEA2

KDCAE2

KDCEA3

KDCAE3

KDCEA4

KDCAE4

HTTP-REQLINE

87



Area containing the HTTP request line
HTTP-STATLINE

Area containing the HTTP status line
HTTP-REQHDR

Area containing the HTTP request headers
HTTP-RESPHDR

Area containing the HTTP response headers
HTTP-USR-BUFF

Area containing the HTTP user buffer
HTTP-SYS-BUFF

Area containing the HTTP system buffer
SSL-USER-P

Area containing call parameters for the SSL proxy (ENTER command)

In addition, the contents of the REP file $userid. SYSREP.UTM.070 are output provided the file existed and was
accessible during the application run.
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3.3.2.1 Program table

The entries have the following structure and meaning:

Entry Bytes
(hexadec.)

1 -

2 24
3 49
4 48
5 4C
6 44
7 4E
8 46

Meaning

Index of the entry in the ROOT program table
Program name

Language type of program as specified in statement PROGRAM... COMP= .

Possible values!:
X'00' = ASSEMB

X'01' = COB1 X06'=C
X02 = SPLa X08' = FOR1

- X'0B' = ILCS
X'04' = PLI/1

X'05' = Pascal-XT

Load mode of program as specified in statement PROGRAM .. LOAD=. If the application is
generated with load modules, this output corresponds to the value specified in the LOAD-
MODULE statement (LOAD-MODE parameter).

Meaning of values?:
STATIC = X'00" Program linked statically to application
STARTUP = X'01": Program is dynamically loaded on starting application
ONCALL =X'02":  Program is loaded when first called (call through TAC)

POOL = X'03": Program is loaded into a memory pool

Exchange mode of program, dependent on load mode.

Meaning of values?:

NOTCH = X'00": Program not exchangeable

LLMSI = X'01": Program in an exchangeable load module

LLMGR = X'02":(not currently used)

APPLI = X'03": Program in a load module which is loaded in a local pool

Hexadecimal index of the load module (LMOD) into which this program is linked as per
UTM generation.

Hexadecimal index of the next program in the same load module

Hexadecimal index of the library from which the program or the load module was
dynamically loaded
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9 4D Load status of program. Meaning of values?:
NOT_LOADABLE = X'00": Program cannot be loaded
LOADED = X'01": Program loaded
LOAD_ONCALL = X'02": Program is loaded on being called
RELOAD_ONCALL = X'03": (not currently used)

10 X'58’ Program address

1Hexadecimal values are relevant for a CDUMP
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3.3.2.2 Load Module table

The entries have the following meaning:

Bytes
(hex.)

0-23
24-43

44

45

46

47-5E
5F-77
78-79
7A-7B
7C-7D
84-85
88-89
8A-8B
8C-A3

A4

Meaning

(not relevant)
Load module name

Load mode of load module, possible values:

X'00'= Load module linked statically to application

X'01'= Load module is dynamically loaded on starting application
X'02'=  Load module is loaded when first called

X'03'=  Load module is loaded into a memory pool

Autolink function of load module (ALTLIB), possible values:
X'00'= No searching in ALTLIB for resolving external references
X'01'=  Searching in ALTLIB for resolving external references

Exchange mode of load module, possible values:

X'00'= Load module not exchangeable

X'01'= Load module individually exchangeable

X'02'= (not currently used)

X'03'= Load module exchangeable only with entire application because loaded into local pool

Generated version of load module

Version of the load module to be loaded (on exchanging)

Index of the context to which this load module belongs

Index of the memory pool (MPOOL) into which this load module is loaded
Index of the library (LIB) from which this load module was loaded

Index of the first program of this load module

Index of the next load module in the same context

Index of the first AREA in this load module

Version of the current (=last loaded) load module

Load status of load module:

X'00'=  Load module not loaded
X'01'=  Load module loaded
X'02'=  Load module when a program which is linked into this load module is loaded.

X'03'= (not currently used)
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If the generated version = version of the load module to be loaded, this means that this load module has not been
exchanged since the last KDCDEF run.
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3.3.2.3 UTM Diagarea

The UTM Diagarea is a task-specific trace area in which all events are logged. This area thus contains all the
events that occurred immediately before a service or application aborted.

The UTM Diagarea is written cyclically. Two cycles are separated by a dividing line comprising '=' characters and
blanks. The newest entry is above the dividing line and the oldest entry is below the dividing line. Every entry is
136 long. The total number of entries that can be accommodated by the UTM Diagarea depends on the UTM
generation parameter MAX TRACEREC.

The following types of entries are written to the UTM Diagarea:

® UTM records (type KDCS)
UTM records of type KDCS are written when the following events occur:
© a KDCS call in a program unit or
© an internal call to the UTM system code or
© a call to the administration programming interface or

© an internal PEND ER call by openUTM (system PEND ER) in response to a serious error.

Additional trace information is written for calls from the administration interface (KDCS-opcode=ADMI), see section
“Administration DIAGAREA”".

If a PEND ER is issued by the system, then the entry in bytes 22- 57 contains an error text.

®* UTM records when starting and terminating user-specific event exits:
© FORMAT exit program (types FOXS and FOXE)
© INPUT exit program (types INXS and INXE)
© START exit program (types STXS and STXE)
© VORGANG exit program (types VGXS and VGXE)
O HTTP exit program (Typ HTXS und HTXE)
® UTM records to identify the service (type VG D)

A VGID record is written to the UTM Diagarea every time a program unit is started and when a PGWT call
returns.

® FORM records (type FHCL)
A FORM record is written on a call to a formatting system.

® UTM records when HTTP functions are called (type HTTP )
A HTTP record is written when a HTTP function is called.

Header for the records in the UTM Diagarea
Every record starts with a header containing the following information:
Byte Meaning
dec. hexadec.

0-1 00-01 Count of the current entries in the DIAGAREAs (UTM and DB)
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2-5 02-05
6-7 06-07
8-15 08-0F

HTXE, HTTP, FOXS, FOXE, FHCL)

Structure of the header

Currently not used (preset to '= =)

Time stamp

As of byte 16, the content of the records depends on the record type.

Structure of the UTM Diagarea for a KDCS call from a program unit

dec.

16-19

20-21

22-23

24-25

26-33

34-41

42-43

44

45-47

Byte

hexadec.

10-13

14-15

16-17

18-19

1A-21

22-29

2A-2B

2C

2D-2F

Field name and meaning

Kcop:!
internal operation code: see "table KCOP"
KCOM: operation modification

KCLA: area length or queue level (in the case of QCRE) or
KCLKBPRG: length of KB program area with INIT

KCLM: message length or
KCLPAB: length of standard primary work area with INIT
KCWTIME: wait time in seconds in the case of DGET

KCRN: reference name

KCMF:format name or edit profile name

KCLT: LTERM name of the LTERM partner or

KCUS: user ID or

KCPA: name of the partner application (with APRO call)

KCDF: screen function, see "table KCDF"

DPUT DGET QCRE PADM
/DADM
KCMOD: KCQTYP: | KCQMODE: @ KCACT:
mode destination | mode ("S"/ action
“A"I"R""_") | type "W"/bin.
( =) yp o (ON/OFF
'urmQr/ zero)
" /CON/DIS)
)
KCTAG:
days

user operation code: INIT, MGET, MPUT, etc.

APRO

KCPI:
service ID

Type identifications (KDCS, VGID, INXS, INXE, STXS, STXE, VGXS, VGXE, ITRC, HTXS ,

MCOM call

KCPOS:
destination
of positive
confirmation
job

KCNEG:
Destination
of negative
confirmation
job
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48-49

50-51

52-53

54

55-57
58-89

92-95
(32-Bit)
96-103
(64-Bit)2

96-99
(32-Bit)
104-111
(64-Bit) 2

100-103
(32-Bit)
112-119
(64-Bit) 2

104-111
(32-Bit)
120-127
(64-Bit) 2

112-119
(32-Bit)
128-135
(64-Bit) 2

30-31

32-33

34-35

36

37-39
3A-59

5C-5F

(32-Bit)
60-67

(64-Bit)?

60-63
(32-Bit)
68-6F
(64-Bit) 2

64-67
(32-Bit)
70-77
(64-Bit) 2

68-6F
(32-Bit)
80-87

(64-Bit) 2

70-77
(32-Bit)
88-8F
(64-Bit) 2

KCSTD:
hours empty

KCMIN:
minutes

KCSEC:
seconds

KCQTYP:
destination
type
(v

/bin. zero)

empty

KCADRLT:
empty new LTERM
name of the
printer KCCOMID:
complex ID
KCOF:
OSI TP
functions
empty

KCRFELD in KCKBC: KB return information areasee "table KCDF"

Return address to the program unit (the address points to a position after the KDCS

call in the program unit)

Address of the user data area (2nd parameter of the KDCS call)

Service index

KCLOGTER in KCKBC: LTERM name

KCBENID in KCKBC: name of the current user ID

Structure of an entry of the UTM Diagarea for a KDCS call

Lif KCOP=INFO (bytes 16-19) and in the event of operation modification KCOM=CK (bytes 20-21), the message
area of the logged call is written to the next entry of the UTM Diagarea at a length KCPAC. This information is of
interest for diagnostic purposes, as it logs the call to be checked.

2 The 64 bit specifications only apply to Unix, Linux and Windows systems.
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The following entries are possible in the KCDF field (bytes 42-43; screen function):

Contents KCDF, = Symbolic Meaning

hexad

0000

0001

0001

0002

0004

0008

name
ecimal
----- no screen function
KCREPL clear screen and output format
KCRESTRT | screen restart after PEND RS
KCERAS erase unprotected fields
KCALARM | BEL function
KCREPR local printer output

For internal calls from openUTM, the following codes are entered in the KCOP field:

KCOP Situation in which this entry was written

contents

STRT Start of UTM application program, beginning of start handling in
the UTM system code

WAIT UTM process is waiting in the system code for the next request

CONT Continuation in UTM system code after execution of formatting

or a DB action via KDCROOT or after the INPUT exit is called

NOOP Buffer area of MESSAREA must be emptied (only possible

ADMI

Struct

dec.

58-59

when event monitor is switched on)

UTM administration action

ure of KCRFELD
Byte Field name and meaning
hexadec.

3A-3B KCRDF: screen function return
KCRWVG: number of waiting services with DGET

Entries in subsequent fields

No entry

No entry

KCRCCC, KCRCKZ and
KCRCDC only. for INPUT exit;
parameters, see table "UTM
Diagarea after a call of the INPUT
exit"

UTM internal interface
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60-61

62

63

64

65

66-68

69

70-73

74-81

82-89

3C-3D

3E

3F

40

41

42-44

45

46-49

4A-51

52-59

KCRLM: actual length of the message

INFO CK call MGET call SIGN ON call

KCRINFCC: KCVGST: KCRSIGN1:

KDCS return code service status primary code

of the KDCS

call checked KCTAST: KCRSIGN2:
transaction status secondary code
empty

empty KCRMGT: message type

KCRCCC: KCDS return code

KCRCKZ: identifier: P (productive or live operation application),
KCRCDOC: internal return code

KCRMF: return of the format identifier , edit profile or the abstract syntax

KCRPI: service identification return
KCRUS: user ID in the case of SIGN ST or creator of the message with DGET
KCRQN: name assigned by openUTM to the temporary queue in the case of QCRE NN

UTM Diagarea after a call of the INPUT exit

After the INPUT exit is called, openUTM enters the most important parameters that the exit receives or sets
(KCPAC) in the KDCS record:

dec.

16-19

20-25

26-33

34-35

36-37

38-39

40-41

42-49

50-51

52

Byte
hexadec.
10-13
14-19
1A-21
22-23
24-25
26-27
28-29
2A-31
32-33

34

Field name and meaning

KCOP: "CONT" is entered here

empty

KCIFCH: first 8 characters of input

KCICVST: service status: "ES"/"ET"/"RS"/"EC

KCIFKEY: value of F key: 1,...,24

KCIKKEY: value of K key: 1,...,14

KCICFINF: information about control fields: "UN"/"NO"/"ON"/*"MO"
KCINTAC/KCINCMD: next TAC to be started or next user command
KCICCD: code for effect of input: "ER"/"CC"/"SC"/"ST"/"CD"

KCICUT: truncate TAC: "Y"/"N"
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53 35
54-57 36-39 KCIERRCD: error info for data display terminal

58-... 3A-... the following is not relevant for diagnostics

Structure of an UTM Diagarea entry after a call of the INPUT exit

Error texts in UTM Diagarea after SYSTEM PEND ER

To allow more rapid diagnosis in the event of a SYSTEM-PEND ER, the corresponding line of the UTM Diagarea
contains a printable error text in bytes 22-57.

The following table contains a list of all error texts, plus the relevant cause of the error, the module where the PEND
ER occurred and the type of error involved (system error or user error).

The error texts marked with *) appear only on BS2000 systems and the values marked with **) appear only on Unix,
Linux and Windows systems.

Error text Cause, module Error
type
APPL. PROGRAM DOES NOT EXIST No indicator (KCRARA) for a System

program unit existed when program error
unit started (70Z with KRO1).

APPL. PROGRAM WITHOUT PEND Program unit run was not terminated = User
with PEND. (842) error
ASYNC. PROGRAM NOT FOUND Asynchronous program no longer User

available (program may have been error
exchanged). PEND ER dump
follows with 70Z and KRO2.

ERROR IN "START-TP" OF LGCON The language connection module System
supplied an incorrect return code error
when program unit was started.

KB END LABEL OVERWRITTEN The KB in the application program is = User
greater than specified in the UTM error
generation (70Z with KRO4).

Action: change KB= operand in the
MAX statement or adjust program
unit.

SPAB END LABEL OVERWRITTEN The SPAB in the application User
program is greater than specified in error
UTM generation (70Z with KRO5).
Action: change SPAB= operand in
MAX statement




KCRCCC >=70Z AFTER UTM SVC

ROOTDATA CODE INVALID **)

ERROR ROUTINE XT... ENTERED **)

ERROR ROUTINE EXIT ENTERED **)

ERR IN STXIT-ROUTINE OF LGCON *)

STXIT WITH XT.. ENTERED *)

DB ERRORCODE = TA_CHAIN_RSET

KDCS CALL IN VORGANG EXIT

VORGANGEXIT PROGRAM NOT LOADED

KDCS CALL IN FORMAT EXIT *)

UTM SVC set KCRCCC in KB
header to >= 70Z

UTM SVC set ROOTDATA CODE
to an invalid value

A signal with the number ...(in
KDCRTDI) occurred.

An illegal exit() call (COBOL: STOP
RUN statement) was recognized
while a program unit was running;
see also under return code
KCRCDC= EXIT.

During STXIT handling, an faulty
return code was supplied by the
Language Connection Module.

A STXIT with weight .. occurred.

The database connection module
supplied return code'
TA_CHAIN_RSET".

If this return code was issued by
one of the messages K210, K211 or
K216 with XAER_DUPID, the cause
could be that the previous
application run was terminated
abnormally, and left a transaction in
the database and that a new
KDCFILE was generated in this
state.

Action in this event: shut down and
restart the database.

An illegal KDCS call was made in
the VORGANG exit program.

The VORGANG exit program is not
loaded.

An illegal KDCS call was made in
the FORMAT EXIT program.

User
/system
error

System
error

User
/system
error

User
error

User
/system
error

System
error

System
error

User
error

User
error

User
error
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DATABASE DOWN AT USER DB CALL

ILLEGAL RTCODE FROM DBCON

NO DB CALL ALLOWED IN SIGN-ON

PROGRAM INDEX = 0 INVALID **)

DYNAM. PROGRAM LOADING FAILED *)

Error texts in UTM Diagarea after SYSTEM PEND ER

The database was no longer
connected at the time of the CALL
to the database from the application
program unit.

The database connection module
supplied an illegal error code.

The sign-on service has issued an
illegal DB-USER-CALL

UTM SVC set an invalid program
index.

An error occurred when loading a
program.
PEND ER dump with 70Z and KR09

Service identification entry (type VGID)

Byte 32-Bit
dec. hexadec.

16 10

17 11
18-19 12-13
20-23 14-17
24-27 18-1B
28-31 1C-1F
32-35 20-23
36-115 24-73
116-117 74-75
118-119 76-77
120-127 78-7F
128-135  80-87

Structure of the service identification entry

Byte: 64-Bit *¥)

dec.

16

17

18-19

24-31

32-39

40-47

48-55

56-137

138-139

140-141

142-149

150-157

hexadec.

10

11

12-13

18-1F

20-27

28-2F

30-37

38-89

8A-8B

8C-8D

8E-95

96-9D

Meaning

Service ID

Session counter

Transaction counter in the service

Service counter

Sum of USED and ERROR for the current TAC
Length of the global transaction identifier (GTRID) of the XID
Length of the branch qualifier (BQUAL) of the XID
The first 80 bytes of the XID data ”

Index to the program table

Index of the service exit in the program table

Name of the transaction code that started the service

Name of the current transaction code

*) For details on XID, GRTID and BQUAL, please refer to the corresponding XA specification
**) only valid for Unix, Linux and Windows systems

User/
system
error

System
error

User
error

System
error

User
/system
error
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VORGANG exit entry (types VGXS and VGXE)
Byte 32-Bit Byte: 64-Bit **) Meaning
dec. hexadec. dec. hexadec.
16 10 16 10 Service ID
17 11 17 11 Session counter
18-19 12-13 18-19 12-13 Transaction counter in the service
20-23 14-17 24-31 18-1F Service counter
24-27 18-1B 32-39 20-27 Sum of USED and ERROR for the current TAC
28-31 1C-1F 40-47 28-2F Length of the global transaction identifier (GTRID) of the XID
32-35 20-23 48-55 30-37 Length of the branch qualifier (BQUAL) of the XID
36-115 = 24-73  56-137 = 38-89  The first 80 bytes of the XID data ”
116-117 74-75 138-139 | 8A-8B | Index to the program table
118-119 76-77 140-141 | 8C-8D | Index of the service exit in the program table
120-127 78-7F 142-149  8E-95 Name of the transaction code that started the service

128-135 80-87 150-157 | 96-9D Name of the SERVICE exit program

Structure of the SERVICE exit entry

*) For details on XID, GRTID and BQUAL, please refer to the corresponding XA specification
**) only valid for Unix, Linux and Windows systems

FORMAT exit entry (types FOXS and FOXE)

Byte Meaning
dec. | hexadec.
16-31 10-1F String FORMATEXIT
32-39 20-27 Program name of the FORMAT exit
40-47 28-2F Format name

48-63 30-3F Type of formatting as a character string (e.g. OUTPUTFORMATTING)

Structure of the FORMAT exit entry
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INPUT exit entry (types INXS and INXE)

Byte Meaning

dec. hexadec.

16-31 10-1F String INPUT-EXIT-FORM or INPUT-EXIT-USER or INPUT-EXIT-LINE

32-39 20-27 Program name of the INPUT exit
40-47 28-2F The first 8 characters of the input message
48-55 30-37 Format name
56-63 38-3F TAC name
64-65 40-41 Status
66-67 42-43 F key
68-69 44-45 K key
70-71 46-47 Control field
72-79 48-4F Lterm name
80-87 50-57 User name
88-119  58-77  (Not used)
120-127 78-7TF Next TAC or command
128-129 80-81 Continuation code
130 82 CUT TAC
131 83 (Not used)

132-135 84-87 Error code

Structure of the INPUT exit entry

START exit entry (types STXS and STXE)
Byte Meaning
dec. | hexadec.

16-31 10-1F String START-EXIT-#
(# =1 - 8 stands for the number of the START exit.)

32-39 20-27 Program name of the START exit
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40-47 28-2F String STARTUP (fixed name of the TAC)

48-63 30-3F Indicator, if the first process or the follow-up process is the string

Structure of the START exit entry

HTTP exit entry (Typ HTXS und HTXE)
Byte 32-Bit Byte 64-Bit **) | Meaning

dez. hexadez.| dez. hexadez.

16 10 16 10 Opcode: HTTP_GET_EXIT =1, HTTP_PUT_EXIT =2
17 11 17 11 Returncode: OK = 0; ROOT_INT_PEND_ER =1

18 12 18 12 Returncode of the HTTP exit

19 13 19 13 InOut indicator: 1/0

20-23 14-17 24-31 18-1F | Pointer to KDCS parameter area

24-27 18-1B 32-35 20-23 | KDCS operation code

28-29 1C-1D = 36-37 24-25 | Counter for successfully read MGET message parts

30-31 1E-1F 36-39 26-27 | Length of remaining message part (hach RCCC=022)

32-33 20-21 40-41 28-29 | Index of HTTP exit program

34-35 22-23 42-43 2A-2B

36-51 24-33 44-59 2C-3B | HTTP info structure (see INIT PU)

52-55 34-37 64-71 40-47 | Pointer to MGET structure information

56-59 38-3B 72-79 48-4F | Number of message parts from the MGET structure information

60-63 3C-3F 80-87 50-57 | Pointer to current message part

Structure of the HTTP exit entry

**) only valid for Unix, Linux and Windows systems

HTTP function entry (Typ HTTP)

The structure of the HTTP record depends on the called function. Each record starts with the following structure.

Byte 32-Bit Byte 64-Bit **) = Meaning
dez. hexadez. dez. hexadez.
16-47 10-2F 16-47 10-2F | Alphanumeric n ame of the HTTP function, e.g. kcHttpGetHeaderByName
48-95  30-5F  48-95  30-5F | Alphanumeric return code of the HTTP function, e.g. KC_HTTP_OK (0)

96-99 60-63 96-99 60-63 Sedecimal return code of the HTTP function
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**) only valid for Unix, Linux and Windows systems

The HTTP record of function kcHttpGetHeaderCount contains the following additional information.

Byte 32-Bit Byte 64-Bit **) Meaning
dez. hexadez. dez. hexadez.

100-103 64-67 104-111 68-6F Number of HTTP header fields of the HTTP request

**) only valid for Unix, Linux and Windows systems

The HTTP record of function kcHttpGetHeaderBylndex contains the following additional information.

Byte 32-Bit Byte 64-Bit **) Meaning

dez. hexadez. dez. hexadez.
100-103 64-67 104-111 68-6F Number of HTTP header fields of the HTTP request
104-107 68-6B | 112-119 70-77 Index of the requested HTTP header field
108-111 6C-6F | 120-127  78-7F | Address of the buffer for the name of the HTTP header
112-115 70-73 128-135 80-87 Length of the buffer for the name of the HTTP header
116-119 74-77 136-143  88-8F Length of the name of the HTTP header
120-123  78-7B 144-151 90-97 Address of the buffer for the value of the HTTP header
124-127  7C-7F | 152-159 98-9F Length of the buffer for the the value of the HTTP header

128-131 80-83 160-167  AO0-A7 | Length of the value of the HTTP header

**) only valid for Unix, Linux and Windows systems

The HTTP record of function kcHttpGetHeaderByName contains the following additional information.

Byte 32-Bit Byte 64-Bit **) Meaning
dez. hexadez. dez. hexadez.
100-103  64-67 | 104-111 | 68-6F | Address of the name of the HTTP header
104-107 68-6B 112-119 70-77 Length of the name of the HTTP header
108-111  6C-6F | 120-127 | 78-7F | Address of the buffer for the value of the HTTP header
112-115 70-73 128-135 80-87 Length of the buffer for the value of the HTTP header
116-119 74-77 136-143  88-8F Length of the value of the HTTP header

**) only valid for Unix, Linux and Windows systems
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The HTTP record of functions kcHttpGetMethod, kcHttpGetPath, kcHttpGetScheme, kcHttpGetVersion, and
kcHttpGetQuery contain the following additional information.

Byte 32-Bit Byte 64-Bit **) Meaning
dez. hexadez. dez. hexadez.
100-103 64-67 104-111 68-6F  Address of the buffer for the return value of the fu nction
104-107 68-6B = 112-119 70-77 Length of the buffer for the return value of the function

108-111  6C-6F @ 120-127 78-7F Length of the return value of the function , e.g. of the HTTP path

**) only valid for Unix, Linux and Windows systems

The HTTP record of function kcHttpGetMsg contains the following additional information.

Byte 32-Bit Byte 64-Bit **) Meaning
dez. hexadez. dez. hexadez.
100-103 64-67 104-111 68-6F | Addresse of the address of the HTTP message body
104-107 68-6B @ 112-119 70-77  Address of the HTTP message body

108-111  6C-6F @ 120-127 78-7F Length of the HTTP message body

**) only valid for Unix, Linux and Windows systems

The HTTP record of function kcHttpPutHeader contains the following additional information.

Byte 32-Bit Byte 64-Bit **) Meaning
dez. hexadez. dez. hexadez.
100-103 64-67 104-111 68-6F  Address of the name of the HTTP header
104-107 68-6B | 112-119 70-77 | Address of the value of the HTTP header
108-121  6C-79 | 120-127 | 78-7F | First 14 characters of the name of the HTTP header

122-135 7A-87 128-135 80-87 First 14 characters of the value of the HTTP header

**) only valid for Unix, Linux and Windows systems

Der HTTP-Record der Funktion kcHttpPutStatus contains the following additional information.

Byte 32-Bit Byte 64-Bit **) Meaning
dez. hexadez. dez. hexadez.

100-103 64-67 104-111 68-6F status code
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104-107

108-135

68-6B

6C-87

112-119

120-147

70-77

78-93

Address of the reason phrase

First 28 characters of the reason phrase

**) only valid for Unix, Linux and Windows systems

The HTTP record of function kcHttpPutMsg contains the following additional information.

Byte 32-Bit
dez. hexadez.
100-103 = 64-67
104-107 68-6B
108-111 6C-6F
112-115 70-73
116-119 74-77
120-123 78-7B
124-127 7C-TF

Byte 64-Bit **)

dez.
104-111
112-119
120-127
128-135
136-143
144-151

152-159

hexadez.

68-6F
70-77
78-7F
80-87
88-8F
90-97

98-9F

Meaning

Address of the given message fragment

Length of the given message fragment

Address of the address for the accumulated HTTP message body
Address for the length of the accumulated HTTP message body
Address of the accumulated HTTP message body

Length of the accumulated HTTP message body

Size of the buffer for the accumulated HTTP message body

**) only valid for Unix, Linux and Windows systems

The HTTP record of function kcHttpPercentDecode contains the following additional information.

Byte 32-Bit
dez. hexadez.
100-103 = 64-67
104-107 68-6B
108-111 6C-6F
112-115 70-73
116-119 74-77
120-122 78-7A

Byte 64-Bit **)

dez.
104-111
112-119
120-123
124-131
132-135

136-139

hexadez.

68-6F
70-77
78-7B
7C-83
84-87

88-8B

Meaning

Requested type of normalization

Address of the message to be normalized

Length of the message to be normalized

Address for the length of the normalized message
Length of the normalized message

in case of error: erroneous characters

**) only valid for Unix, Linux and Windows systems

FORM-Record in the UTM Diagarea

Each time a call is issued to the format handling system via the IUTMFORM interface, a record is written to the
UTM Diagarea.
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dec.

16

17

18-21

22-24

25

26-27

28-29

30-31

32-39

40-41

42-43

44-47

48-55

56-63

64-71

72-79

80-83

84-87

Byte
hexadec.
10
11
12-15
16-18
19
1A-1B
1C-1D
1E-1F
20-27
28-29
2A-2B
2C-2F
30-37
38-3F
40-47
48-4F
50-53

54-57

Meaning

IUTMFORM operation code

IUTMFORM return code

IUTMFORM info return code

Status information following IUTMFORM call
Format type

Blanks (reserved for extensions)

Device feature prior to IUTMFORM call (see KCDF)
Printer acknowledge bytes

Terminal characteristics (see TSTAT macro)
Maximum length of (last) passed message

Actual length of (last) message supplied following call
Language ID and territory ID

Name of character set for USER or LTERM

Name of character set for format

Name of (last) transferred format

Name of (last) supplied format

Address of (last) transferred message area

Address of (last) transferred cursor

Structure of the FORM record in the UTM Diagarea

107



3.3.2.4 DB Diagarea

Each time a user call is issued to the DB system, a DB record is written to the DB Diagarea. In the same way as
UTM Diagarea, this area is cyclically written with trace records.

Two cycles are separated by a dividing line comprising '=' characters. The record above the line is the most recent
and the one below the line the oldest.

Byte 32-Bit

dec. hexadec.
0-1 00-01
2-5 02-05
6-7 06-07
8-15 08-0F
16- 10-13

19

20- 14-17

23

24 18

25 19

26 1A

27 1B
28- 1C-1F

31

32- 20-3F

63

64- 40-43

67

68- 44-47

71

72- 48-49

73

74 4A

75 4A

Byte: 64-Bit **)

dec.

0-1

2-5

6-7

8-15

16-19

20-23

24

25

26

27

28-31

32-63

64-67

68-71

72-73

74

75

hexadec.

00-01

02-05

06-07

08-0F

10-13

14-17

18

19

1A

1B

1C-1F

20-3F

40-43

44-47

48-49

4A

4A

Meaning

Counter for the current entries in the DIAGAREAs (UTM and DB)
"DBCL"= ID for DB record

Unused at present (preset to '= =')

Timestamp

Status of DB transaction® prior to DB call, see table "Status of the
database transaction”

Status of DB transaction® following DB call, see table "Status of the
database transaction"

DB operation code, see table "DB operation codes"
DB secondary opcode
DB error code, see table "DB error codes”

DB type(hex): 01=UDS, 02=SESAM, 03=LEASY, 06=CIS, 07=generic DB
system (type=DB), 09=XA in BS2000

DB trace information (for contents and meaning see DB system)
In the case of XA, on BS2000 systems: DB trace information of last XA
call: 28: RM number, 29-30: XA function code, 31: XA return code

Secondary DB trace information (see DB system)

Combined status info TAM
(further diagnostic information, relevant onlywhen a multi-DB function is
used)

combined status info VGM
(further diagnostic informationen, relevant only when using the multi-DB
functionality)

Transaction counter within the service

Number of the UTM application run (starts at 1 after KDCDEF generation)

Code for table index, =' T
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76- 4C-4D 76-77 4C-4D UTM table index that caused the database call
77

78- 4E-4F 78-79 4E-4F Action index within this table
79

80- 50-53 80-87 50-57 Service counter (unique within the UTM application run)
83

84- 54-57 88-95 58-5F | Address used internally
87

88- 58-5B 96-103 60-67 Return address in the program unit.
91 The address points to a location after the CALL-DB-SYSTEM call.

92 5C 104 68 * to draw attention to the end of the diagnostics record

DB record in the DB Diagarea
IFor operation codes which refer to DB conversations the status of the VGM is shown here.

**) only valid for Unix, Linux and Windows systems

If the database system is connected to openUTM via the XA interface and a "dynamic XA switch" is included (for
Oracle, for example, the module "oraswd"), the following diagnostic record is written when a common transaction
signs on or off :

Byte Meaning
dec. hexadec.

16-23 10-17 Printable "ax_reg" when the transaction signs on
Printable "ax_unreg" when the transaction signs off

24-27 18-1B Number of the RM instance

28-31 1C-1F not used

32-47 20-2F Printable return code for the call
48 30 Internal status of the transaction
49 31 Internal status of the sign-on/sign-off

50-51 32-33 not used

52-54 34-36 Is the call within an openUTM transaction? (printable, "yes" or "no")
55 37 not used

56 38 * to draw attention to the end of the diagnostics record

Diagnostic record
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Status of the database transaction:

Contents
(hex)

04
08
10
20

40

80

Meaning of the DB status

DB transaction was set to the preliminary end of transaction (PTC)

Updates were made within a DB transaction

DB transaction has been rolled back

DB transaction was closed

The program unit run issued a call CLOSE DB transaction;
DB transaction is terminated from viewpoint of program unit run

DB transaction is open

Status of the DB transaction. These values can also occur in combination, e.g. "88".

DB operation codes:

Contents

(hex)

00

04

08

10

14

18

1C

20

DB op.

codes

STPA

CONC

DCON

USRC

FITA

CATA

BKTA

COTA

Meaning

DB connection module is to check DB-specific start parameters. The call takes place at
start of UTM application program

Connection setup between UTM task and connection module of DB system. Takes place

at start of UTM application program

Connection cleardown between UTM task and DB system. Call takes place in end
handling of openUTM application program

Execute DB call of application program (user call).

Terminate DB transaction. openUTM issues this call at the end of a joint DB/DC
transaction

Terminate DB transaction abnormally, i.e. the DB transaction is rolled back to the last
synchronization point

The call is used with PEND KP or PEND PA/PR with task switch (due to TAC classes);
the UTM task breaks off from DB/DC transaction processing.

The call takes place whenever a multi-step transaction is continued, i.e. following a
PEND KP or PEND PA/PR with task switch (due to TAC classes)
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24

28

2C

30

34

38

3C

40

44

STAT

PETA

EDVG

BKVG

COVG

RSVG

CNFPTC

STRT

PEND

DB operation codes

DB error codes:

Contents
(hex)

00

04

08
0oC
10
14

18

1C
20

24

DB error codes

Display status of a DB transaction or delete all DB states. The DB system maintains
status information on DB transactions as a means for coordinated restarts in openUTM
and the DB system.

Request preliminary end of DB transaction
End of UTM conversation; DB conversation still open
Interrupt of an open DB conversation

Continuation of an interrupted DB conversation following BKVG

openUTM indicates a UTM conversation restart to the DB system if a DB service is open.

DB connection module confirms the status of the precommitted transactions to the DB
system via the XA interface and deletes these from the internal list.

DB connection module notifies the DB system of the start of a DB transaction via the XA
interface.

DB connection module notifies the DB system of the preliminary end of the transaction
via the XA interface and initiates the first commitment phase.

Meaning of the DB error codes

Job performed

DB transaction had to be rolled back. openUTM then also rolls back the UTM transaction. With a DB
call (user call), control is restored to the application program unit

Causes conversation to abort with PEND ER when openUTM is used

DB system is not available, not activated

DB system not available for another reason

Job not carried out, retry later!

A (possibly) recoverable system error occurred. openUTM creates a task dump and tries to terminate

the open DB transaction

An unrecoverable error occurred. Any further work with the DB system is pointless in this DB session

DB system detected a user error, e.g. during checking of the DB start parameters

DB system detected an interface error
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3.3.2.5 Administration DIAGAREA

The Administration DIAGAREA is a task-specific trace area in KDCROOT. Trace records are written to this area
cyclically in the same way as to UTM Diagarea. A record is written to this area each time the administration
program interface is called.

The area is large enough for 71 records, each record being 112 bytes in length. The area is written cyclically. A
boundary consisting of "=" characters separates two cycles. The entry above the boundary is the most recent and
the one below it the oldest. One record is written for every administration call.

Records have the following structure:

The column marked with **) is valid only on Unix, Linux and Windows systems.

Byte 32-Bit
dec. hexadec.
0-1 00-01
2-3 02-03
4-5 04-05
6-7 06-07
8-11 08-0B
12-15 0C-0F
16-19 10-13
20-23 14-17
24-79  18-4F
80-111  50-6F

Structure of Administration DIAGAREA

**) valid only on Unix, Linux and Windows systems.

Byte: 64-Bit **)

dec.

0-1

2-3

6-7

8-15

16-23

24-31

32-39

40-95

96-127

hexadec.

00-01

02-03

04-05

06-07

08-0F

10-17

18-1F

20-27

28-5F

60-7F

Meaning

Counter for the current entry in the Administration DIAGAREA

Counter for the corresponding entry (opcode "ADMI") in the UTM
Diagarea

Printable abbreviation for opcode (see table below)

Printable abbreviation for object type or subopcodel, depending on the
opcode specified (see table below)

Address of parameter area
Address of identification area
Address of selection area
Address of data area
Parameter area

Name of the administered object in the length specified for the object
type (2-32) from the identification area or from the data area

The entry counter and the addresses of the areas are also logged before the UTM system code is called. The
remaining data is logged after control has returned from the UTM system code and before branching back to the
program unit. For this reason, the parameter area also contains return values - including the return code. The
contents of the identification area are only logged if the area was used during the administration call. The name
from the data area is only logged for KC_CREATE_OBJECT.

If the administration call is terminated with PEND ER because the address of the parameter area cannot be
accessed or is not aligned on a word boundary, this log shows the address specified.

The following abbreviations are used:
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Abb.
opcode

CA

CD
CS

EN

0]
PE

LO

upP

CR
DL

GT
MD

Opcode

KC_CHANGE_APPLICATION

KC_CREATE_DUMP
KC_CREATE_STATEMENTS

KC_ENCRYPT

KC_ONLINE_IMPORT
KC_PTC_TA

KC_LOCK_MGMT

KC_UPDATE_IPADDR

KC_CREATE_OBJECT
KC_DELETE_OBJECT
KC_GET_OBJECT

KC_MODIFY_OBJECT

Abb.
subopcodel/
object type

N

S

UF

us

UA

AB

AA

AP

AB

AC

AP

BC

CL

CH

CN

Subopcodel or object type

KC_NEW
KC_SAME

KC_OLD

KC_ACTIVATE_KEY
KC_CREATE_KEY
KC_DELETE_KEY
KC_READ_ACTIV_PUBLIC_KEY
KC_READ_NEW_PUBLIC_KEY
KC_ALL

KC_ROLLBACK
KC_UNLOCK_USF
KC_SIGNOFF_SINGLE
KC_SIGNOFF_ALL
KC_ABORT_BOUND_SERVICE
KC_ABORT_ALL_BOUND_SERVICE
KC_ABORT_PTC_SERVICE
KC_ALL

KC_PARTNER
KC_ABSTRACT_SYNTAX
KC_ACCESS_POINT
KC_APPLICATION_CONTEXT
KC_BCAMAPPL

KC_TACCLASS
KC_CHARACTER_SET

KC_CLUSTER_NODE
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CcC

CoO

CP

Cu

DA

D

DP

EC

ED

GB

HD

KS

LC

LM

LP

LS

LT

MM

MP

MS

MX

OA

ocC

oL

PE

PO

PP

PR

PT

KC_CLUSTER_PAR
KC_CON
KC_CURR_PAR
KC_CLUSTER_CURR_PAR
KC_DIAG_AND_ACCOUNT_PAR
KC_DB_INFO
KC_DYN_PAR
KC_ENCRYPTION
KC_EDIT

KC_GSSB
KC_HTTP_DESCRPTOR
KC_KSET

KC_LTAC
KC_LOAD_MODULE
KC_LPAP

KC_LSES

KC_LTERM
KC_MESSAGE_MODULE
KC_MAX_PAR
KC_MSG_DEST_PAR
KC_MUX
KC_OSI_ASSOCIATION
KC_OSI_CON
KC_OSI_LPAP

KC_PTC

KC_TPOOL
KC_PAGEPOOL
KC_PROGRAM

KC_PTERM
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SH KC_SHUTDOWN
SL KC_SYSLOG

SM KC_SEND_MESSAGE
SP KC_SPOOLOUT

uL KC_USLOG

Abbreviations for opcode and subopcodel or object type

QP
QU
S
SF
SP
SN
TA
TC
T
TR
uP
us
UF
U1

u2

SC
SW

wWB

SW

KC_QUEUE_PAR
KC_QUEUE
KC_SIGNON

KC_SFUNC
KC_SYSTEM_PAR
KC_SUBNET
KC_TASKS_PAR
KC_TAC
KC_TIMER_PAR
KC_TRANSFER_SYNTAX
KC_UTMD_PAR
KC_USER
KC_USER_FIX
KC_USER_DYN1
KC_USER_DYN2
KC_KILL

KC_NORMAL

KC_WARN
KC_GRACEFUL
KC_INFO

KC_CHANGE_SIZE

KC_SWITCH_AND_CHANGE

KC_SWITCH

KC_WRITE_BUFFER

KC_SWITCH
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3.3.2.6 Administration USERAREA

The Administration USERAREA is a task-specific trace area in KDCROOT.
This area is used to log the data passed from the program unit to openUTM at the program interface.

Since a large volume of data can be passed, only the data for one call is stored in the area. The area thus
comprises a single record and covers 4140 bytes. The area is only written for those calls which pass data to
openUTM. The contents of the data area or the selection area are logged, depending on the area used for the call.
If this area is needed for diagnostic purposes, you must make sure that the call is the last call for which data is
logged, otherwise the area will be overwritten by a subsequent call.

If a password for a user is passed in the data area, it is not logged, but is overwritten with binary zeros.

A record has the following structure:

Byte Meaning
dec. hexadec.
0-1 00-01 Counter for the corresponding entry in Administration DIAGAREA
2-3 02-03 Irrelevant
4-59 04-3B Parameter area

60-4139 3C-102B | Contents of the data area or the selection area in the length passed

Structure of Administration USERAREA

The contents of the parameter area and the data passed are logged in the UTM system code. The parameter area
is logged as it is passed by the program unit, i.e. without return values. The subreturn code is set to zero.

The entry counter is logged after control has returned from the UTM system code and before branching back to the
program unit.
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3.3.2.7 The Communication Area KB

The communication area (KB) consists of the KB header, the KB return area and the KB program area of the

generated length.

dec.

0-7

8-15

16-17

18-19

20-21

22-24

25-26

27-28

29-30

31

32-39

40-41

42-43

44-45

Byte
hexadec.

00-07

08-0F

10-11

12-13

14-15

16-18

19-1A

1B-1C

1D-1E

1F

20-27

28-29

2A-2B

2C-2D

Field names (COBOL and C++) and contents

KCBENID
kcuserid

KCTACVG
kcev_tac

KCTAGVG:
kccv_day

KCMONVG
kccv_mon

KCJHRVG
kccv_year

KCTJHVG
kccv_doy

KCSTDVG
kcev_hour

KCMINVG
kcev_minute

KCSEKVG
kcev_second

KCKNzZVG
kccv_status

KCTACAL
kcpr_tac

KCTACAL
kcpr_hour

KCMINAL
kcpr_minute

KCSEKAL
kcpr_second

UTM login name

TAC used to start this conversation.

day Date of the start of conversation

month

year

working day

hour Time of the start of conversation

minute

second

service indicator

TAC used to address the program

hour Time of the program start

minute

second
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46

47

48-55

56-57

58-59

60-61

62

63

64

65

66

67

68-71

2E

2F

30-37

38-39

3A-3B

3C-3D

3E

3F

40

41

42

43

44-47

KCAUSWEIS
kccard

KCTAIND
kctaind

KCLOGTER
kclogter

KCTERMN
kctermn

KCLKBPB
kclpa

KCHSTA:
kchsta

KCDSTA
kcdsta

KCPRIND
keprind

KCOF1
kcofl

KCCP
keep

KCTARB
kctarb

KCYEARVG
kccv_year

card ID: A (ID card in reader) or blanks.

transaction ID: F (first) or N (follow-up transaction)

name of the LPAP partner (sender)

type of terminal or printer, see table for PTERM statement

maximum length of the KB program area as generated

number of stacked services from the point of view of the current service.

change in the number of stacked services

empty

Program ID.
"A" = program unit run in an asynchronous service
"D" = program unit run in a synchronous service

Permitted OSI-TP functions

"B" = basic functions

"H" = basic functions + handshake functions

"C" = basic and commit functions with chained transactions
"Q" = other combination

blank if service was not started via OSI-TP

UTM client protocol
"0" = asynchronous service

"1" =LU6.1

"2"=0SI TP

"3"=UPIC

"4" =TIAM

"5" = APPLI

"6" = SOCKET (USP)

7" =HTTP

"8" = SOCKET (USP) SECURE
"9" = HTTPS

TA is marked for rollback.

4-digit year specification for the start of the service
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72-83

84-
115

84-85

86-87

88

89

90-91

92-94

95

96-99

100-

107

108-
115

116-

48-53

54-73

54-55

56-57

58

59

5A-5B

5C-5E

5F

60-63

64-6B

6C-73

74- ...

empty (FILLER)

KCRFELD KB return area

KCRDF return area for screen functions

kerdf

KCRWVG number of waiting services in the case of DGET

kcrwvg

KCRLM return actual length of the message

kerim

INFO CK call MGET call SIGN ON call

KCRINFCC/ kcrinfcc: KCVGST/ kcpev_state: KCRSIGN1/kersignl:

KDCS return code service status primary code

of checked

KDCS call KCTAST/ kcpta_state: KCRSIGNZ2:
transaction status secondary code
empty

KCRCCC KCDS return code

kcrcce

KCRCKZ identifiers: P (production application)

kcrcid

KCRCDC internal return code

kcredc

KCRMF return of the format identifier, edit profile or the abstract syntax

kerfn

KCRPI KCRPI: service ID return

kerpi

KCRUS KCRUS: user ID in the case of SIGN ST or creator of message with DGET

kcrus

KCRQN KCRQN: name assigned by openUTM to the temporary queue in the case of

kergn QCRE NN

KB program area

KDCS communication area
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3.3.3 Summary Information

The dump is concluded with the summary (Summary information area), a table of contents and a message section
that contains the messages that are output while preparing the UTM dump.

The summary information is an extract of all dump information. It contains the data frequently required for
diagnosis. This saves you time looking through the dump, especially in the preliminary diagnosis stage and when
looking for duplicates.

The summary information contains significant UTM generation parameters of the application, version number and
correction status of the operating system and openUTM, start parameters of the application, the most important
current table entries and the last records of UTM Diagarea.

If the dump was produced by KDCUPD, then only the first page of the summary information is written.

Some UTM dumps will not contain all tables, e.g. the PEND ER dump. Some data will therefore be missing in the
summary of such dumps during analysis.

The INFO operand in the FILE and FGG statements serves to control the output of summary information and of the
dump.
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3.4 Sample dumps

In the following you will find two examples of a UTM dump.
General procedure: Look for the KCRCCC and KCRCDC return codes in the dump and refer to section “KDCS
return codes in KCRCCC” and section “Internal returncode KCRCDC” for the meanings of the return codes.
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3.4.1 Sample dump K326

1. Look up UTM Diagarea --> last call: PEND ER
The return codes are found in the preceding entry of the UTM Diagarea or in the KB

2. Look up KB -->
® Contents KCRCCC (bytes 92-94): 70Z
® Contents KCRCDC (bytes 96-99): K326

UTM Diagarea
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KDCROOT
0001 02500000
02500010
02500020
02500030
= 02500070
02500080
O03EF 02521670
02521680
02521690
025216A0
025216B0
025216C0
02521600
025216E0
025216F0
025216F8
02521708
02521718
02521728
02521738
02521748
02521758
02521768
02521778
02521780
02521790
025217A0
025217B0
025217C0
02521700
025217E0
025217F0
02521800
02521808
02521818
02521828
02521838
02521848
02521858
02521868
02521878
02521888
03F3 02521890
= 02521900
02521910

03F0

03F1

03F2

UM Di

agar ea

0000
0010
0020
0030
0070
0080

0000
0010
0020
0030
0040
0050
0060
0070
0080
0000
0010
0020
0030
0040
0050
0060
0070
0080
0000
0010
0020
0030
0040
0050
0060
0070
0080
0000
0010
0020
0030
0040
0050
0060
0070
0080
0000
0070
0080

0000C9E3
D9C1CID5
00007D00
TETETETE
7TETETETE
7TETEVETE

0494D2C4
E2C7C5ES
C6F94040
00000000
40DAF1F4
40404040
03204010
C5E4DOD6
TETETETE
0495D2C4
D4D7E4ES
40404040
00000000
40D4AFOFO
40404040
03204010
C5E4DOD6
7TETETETE
0496D2C4
D7C5D5C4
D6D40000
00000000
40DAFT7F4
40404040
03204010
C5E4D9D6
TETEVETE
0497D2C4
D7C5D5C4
406E7E40
D440E2ES5
40404040
40404040
00000000
CSE4ADOD6
TETEVETE
TETETETE
TETETETE
TETEVETE

Extract from the Summary information

Sunmary | nfornmation

KDCDEF rel ated i nfornmation

UTM node: S

DOC37E7E
C5D94040
7TETETETE
7TETETETE
TETETETE
7TETE7TETE

C3E27E7E
Cr7C20004
40404040
00000000
E9E3FOFO
40404040
0000003B
40404040
TETETETE
C3E27ETE
D5E30000
40404040
00000000
FOE3FOFO
40404040
0000003B
40404040
TETETETE
C3E27ETE
D2D70000
00000000
00000000
E9E3D2F3
40404040
0000003B
40404040
TE7TE7TETE
C3E27ETE
C5D97A40
F7FOE940
C340405A
40404040
40404040
0000003B
40404040
TETETETE
TETETETE
7TETETETE
TE7TE7TETE

D6535F32
40C3C1E2
TETEVETE
7TETETETE
7TETETETE

D6537155
0000C7E2
40400000
00000000
FOF04040
40407E7E
C1D5E8F9
TETEVETE

D6537155
00334040
40400000
00000000
FOF04040
40407E7E
C1D5E8F9
7TETETETE

D6537163
0000C1D7
00000000
00000000
F2F64040
40407E7E
C1D5E8F9
TETETETE

D6537163
4040D2C3
C1C6E3C5
5A404040
40404040
40407E7E
C1D5E8F9
TETEVETE

TETETETE
7TETETETE

7D666900
C57A40F1
7TETETETE
TETETETE
TETETETE

D8F2E100
E2C2D6C6
00000000
0000D6C3
40404040
810F90C2
F7F6F3F1
TETETETE

D9B25100
40404040
00000000
0000D6C3
40404040
810F90C2
F7F6F3F1
TETETETE

65CAFDO0
C5D5C4C3
00000000
0000D6C3
40404040
810F90C2
F7F6F3F1
TETETETE

667DAD0O0
D9C3C3C3
DO940E4E3
40404040
40404040
810F90C2
F7F6F3F1
TETE7TETE

TETETETE
TETETETE

I TRC==0..."...
CASE: 1

ML4ZTO000
==a..B
..... ANY97631

.............. oC
MDOOTOO00
==a..B
e ANY97631
EURO —=======

M 4ZTK326
==a..B
..... ANY97631

. pKDCS==0...."..
PENDER.  KCRCCC
>= 70Z AFTER UT
MSVC !!

==a..B
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Col dstart and first task: YES

Number of asynchron tasks: 10
Accounting generated: YES
UTM D. YES

Fi | ebase nane: RAI T700

Maxi mum val ues gener at ed

KBPROG 32767
SPAB: 32767
MPUT | engt h: 32764

FORM O | engt h: 65532

FORMAREA | engt h: 32764

Restart buffer |ength: 65536
CPU-ti me: 120000 nsec

System i nformation
BS2000 version: 2190
Har dware type: XS31
Host nane: BS2HOST1

Settings at start tine

KDCMON:  OFF

Ver si on nunber of KDCDATA: VO07.0A00
Number of tasks: 10

Number of asynchron tasks: 10

Formatting system FHS

Dat abase rel ated i nformation

1. Type: XA (BS2) Entry: TPXASWD
2. Type: UDS Entry: DML
3. Type: UDS Entry: $UNI BASE

I nformati on on REP' s

KDCRTST:

Information on exits

| nput exit: YES
Format input exit: YES
Format exit: YES
Li ne input exit: YES
USERFORM i nput exit: YES
Start exit: YES
Shut exit: YES
SI GNON conversation: YES
MSGTAC: YES
BADTAC: YES

Active exits: NO EXIT ACTI VE

Current state

Current TAC: GETGSSB

Program nanme: KCSTPRG

FGG nunber of program 0

Term nal type: APPLI

Kind of terminal: DI ALOG

Programmi ng | anguage of current TAC
Actual length of KBPROG 2048
Actual |ength of SPAB: 2048

I LCS
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Di agnostic information

Dunp reason: PENDER

Dunp created: 19-06-25 14:32:50
KCRCCC. 74Z

KCRCDC: K326

FHS secondary returncode: 0000
Formatti ng node: | NPUT FORMATTI NG

Last ROOT action: CALL WAIT
Action index: 2
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3.4.2 Sample Dump STXIT

1.

Look up UTM Diagarea --> last call: PEND ER
The return codes are found in the plain text of the PENDER entry or in the KB.

Look up KB
® Transaction code: (bytes 32-39): STXITPI
® Contents KCRCCC (bytes 92-94): 70Z
® Contents KCRCDC (bytes 96-99): XT5C
Meaning:
© XT: The STXIT routine was called
© 5C: Interrupt weight 5C: address error

Analyze registers (CONTXT-AREA)
The problem occurs in module STXITPI at distance x'4A2‘. For a more detailed diagnosis, the user dump and
module STXITPI must be analyzed.

Example

KDCROOT UTM Di agar ea

003B 01BC2EDO 0000 003DE5C7 C9CATEYE DOD3102E 33BE4DO0O ..VAD==.L....(.
01BC2EEO 0010 C6040001 00000003 00000000 00000020 Fooo
01BC2EFO 0020 00000030 CAFOF1F6 E9CS5FOF9 E2E3D9C2 ....D016ZEO9STRB
01BC2F00 0030 D3E24040 0A010204 00010000 00000003 LS ... ..
01BC2F10 0040 00000002 CAFOF1F6 E9CS5FOF9 E2E3DOC2 ....DO16ZEO9STRB
01BC2F20 0050 D3E24040 0A010204 00010000 00000003 LS ...
01BC2F30 0060 00000002 00000000 OO00OOF1FO F2FOF5F5  .......... 102055
01BC2F40 0070 000249E6 00190000 E2E3E7C9 E3D7C940 .. WL .. STXI TP
01BC2F50 0080 E2E3E7CO E3D7C940 STXI TP

003C  01BC2F58 0000 003ED2C4 C3E27E7E DOD3102E 33C3DEOO .. KDCS==.L...C
01BC2F68 0010 COD5C9E3 00000074 00000000 00000000 INNT. ... oo
01BC2F78 0020 00000000 00000000 00000000 00000000  ................
01BC2F88 0030 00000000 00000000 00004040 00004040 ..........

01BC2F98 0040  4040FOF0 FOE3FOFO FOF04040 40404040 000P0O000
01BC2FA8 0050 40404040 40404040 40407EVE 81592158 ==a..
01BC2FB8 0060 40404040 00000003 E3D7F6FO0 FOFOFOF1 ....TP600001

01BC2FC8 0070 D2D3C1lE4 E2404040 7E7E7TE7E 7EVE7/E7TE  KLAUS  ========
01BC2FD8 0080 7TETEVETE TEVETETE ========

003D  01BC2FEO 0000 003FD2C4 C3E27E7E DOD3102E 33C5A600 .. KDCS==. L. .. Ew.
01BC2FFO0 0010 D4C7C5E3 00000050 00000000 00000000 MET. . . & .......
01BC3000 0020 00004040 40404040 40400000 00000000 e

01BC3010 0030 00000000 00000000 00000000 0004D6C3  .............. oC
01BC3020 0040  40DAFOFO FOE3FOFO FOF04040 40404040 MDOOPOOOO
01BC3030 0050 40404040 40404040 40407E7VE 815921DC ==a..
01BC3040 0060 01592D32 00000003 E3D7F6FO FOFOFOFL  ........ TP600001

01BC3050 0070 D2D3C1E4 E2404040 7E7E7VE7E 7EVE/E7TE  KLAUS  ========
01BC3060 0080 TETETETE TEVETETE ========

003E  01BC3068 0000 0040D2C4 C3E27E7E DOD31036 6605FEQO . KDCS==.L......
01BC3078 0010 D7C5D5C4 C5D97A4A0 404040E2 E3E7COE3 PENDER: STXIT
01BC3088 0020  40E6CO9E3 CB40E7E3 F5C340C5 D5E3C5D9 W TH XT5C ENTER
01BC3098 0030 C5C44040 4040405A 5A404040 40404040 ED '
01BC30A8 0040 40404040 40404040 40404040 40404040
01BC30B8 0050 40404040 40404040 40407E7E 815921DC ==a. .
01BC30C8 0060 00000000 00000003 E3D7F6FO0 FOFOFOF1L  ........ TP600001
01BC30D8 0070 D2D3C1E4 E2404040 7E7EVE7E 7TEVETE7TE  KLAUS  ========
01BC30E8 0080 7TETETETE TEVETETE ========
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003F

KDCROOT

KDCROOT

01BC30F0
01BC3160
01BC3170

KB
01009E40
01009E50
01009E60
01009E70
01009E80
01009E90
01009EAO
01009EBO
01009ECO
01011EAO0
01011EBO

0000
0070
0080

0000
0010
0020
0030
0040
0050
0060
0070
0080
8060
8070

7TETE7ETE 7TEVETETE 7TEVEVEVE
7TETETETE 7TEVETETE 7EVEVEVE
TETEVETE TEVETETE

TETETETE ===
TETETETE ===

PC=01592532

ROO 00000002
R04 01592790
R08 01BF2708
R12 01AD8B08

Cont ext Area

RO1 01BODAEO
RO5 01B5948C
R09 00000050
R13 01B0D480

R02 01592790
R06 01016000
R10 01592090
R14 815921DC

RO3 010241C0
RO7 01015000
R11 0107BF80
R15 0102D000

D2D3CLE4 E2404040 E2E3E7C9 E3D7C940  KLAUS — STXI TP
F3F1FOF5 F1F6F1F5 F2F1FOF2 FOFS5F506  310516152102055F
E2E3E7C9 E3D7C940 F1FOF2F0 F5F54006  STXI TPl 102055 F
E3D7F6F0 FOFOFOF1 CB6C57FFF 0000F000  TP600001FE"~. . 0.
C440F440 F2FOF1F6 00004040 40404040 D 4 2016.
40404040 00000000 D6C340D4 F7FOE9E3 ....0C Mr0zP
E7E3F5C3 40404040 40404040 40404040  XT5C
40404040 FFFFFFFF FFFFFFFF FFFFFFFF  ~~~~~mmeemee
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFF ~~~

| W5C 1 LC=40 PMEOC CC=00 AMODE=31 STXITPI + 000004A2
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4 UTM Message Concept

When a UTM application executes, openUTM generates messages that provide you with information on particular

events.

A UTM message consists of a message number, a fixed message text and variable parts referred to as inserts.

These inserts are dynamically assigned current values when the respective message is output. Examples of
inserts are the name of the application or of the communication partner, counters, return codes, etc.

Each message is associated with an identifier - a message number. UTM message numbers always consists of
the letter K or P followed by a three-digit number, e.g. K008; this is then followed by the actual message text.

UTM messages serve different purposes and can be sent to different recipients (message destinations). Within
certain limits you can define message destinations yourself on an application-specific basis.

Some explanations and examples for UTM messages are listed below:

® A user can be informed of a certain event at the terminal by means of a message and can be requested to make

an input if necessary.
Example

During the sign-on check the password was found to be invalid. openUTM requests that the user repeat the
KDCSIGN input at the terminal.

®* An eventin the UTM application is logged by means of a message in the UTM log file SYSLOG. In this way, data

is collected for monitoring the application run and for diagnostic purposes.

Example
A message informs you that a user has signed on to the application.

® |f certain UTM messages are generated and you have defined the message destination MSGTAC for them,

openUTM calls an event-driven program unit in the application (see section on "MSGTAC event service" in the

openUTM manual ,Programming Applications with KDCS"). This event service can, for example, issue

asynchronous calls to the administrator using FPUT. This makes it possible to use programmed administration to

react to events for which openUTM generates messages.

Example

If the event "service abort" occurs, message K017 or KO55 is generated. The MSGTAC service can act on this

message by locking the TAC, for example, and sending a message to the administrator.

In order to output a message, openUTM utilizes a message module specific to openUTM. This contains the
properties and texts of all UTM messages.

You can, to a certain extent, structure the output of UTM messages for specific applications, see "section “Modifying

message output”.
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4.1 Message Module, Message Definition File

When outputting a message, openUTM accesses the UTM message modules. These contain the following, among
other things, for each message.

® the message number Knnn or Pnnn

® the message text

® the message destinations

® the place holders for the inserts

The message definition file SYSMSH.UTM.070.MSGFILE and the following two system message modules are
supplied with openUTM.

KCSMSGS (German message texts)
KCSMSGSE (English message texts)

The system message modules contain default settings for the message destinations and German or English
message texts. The message definition file is used as the basis if the user wishes to change the UTM messages. It
contains message texts in both English and German.

CAUTION!

You may only use the UTM tools KDCMTXT and KDCMMOD to process the message definition file! Any
other write access, such as with an editor will destroy this file!

The message definition file can be expanded with message texts in other languages (see "Messages in other
languages - the KDCMTXT tool"). From the message definition file you can use the KDCMMOD tool (see
"Generating a user-specific message module with KDCMMOD") to create your own message modules.

A certain type of message output is defined in the standard message modules. If you wish to change this, you must
generate one or more of your own message modules.
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4.2 Message Destinations

Each message that openUTM generates while an application is running can be issued to one or more of the
following destinations:

SYSLST

SYSOUT

STATION

SYSLINE

CONSOLE

PARTNER

SYSLOG

MSGTAC

Output to SYSLST.
Output to SYSOUT.
Output to clients connected via a PTERM or a TPOOL with PTYPE! =APPLI, SOCKET or UPIC.

Output to the system line of the terminal; user screen formats are maintained. If a message is to be
output to the system line, both SYSLINE and STATION must be specified as destinations

Output to the console of the system operator; the application name is also output

Output to clients connected via a PTERM or a TPOOL with PTYPE=APPLI or SOCKET (except
HTTP clients).

Output to the system log file (see section "UTM log file SYSLOG").

Output to the MSGTAC program unit (see section “MSGTAC event service” in the openUTM manual
~Programming Applications with KDCS”).

USER-DEST-1 to USER-DEST-4

Output to user-specific message destinations to which you can assign a USER queue, a TAC
gueue, an asynchronous TAC or an LTERM partner as concrete message destinations at
generation time.

Either cyclically or when requested by the user, WinAdmin and WebAdmin can retrieve messages
from these UTM queues, output these in lists and save them in the configuration database if
required. For details, see online help for WinAdmin/WebAdmin, keyword ,message collectors".

The assignment between USER-DEST-1..4 and the concrete destination is defined by means of the
KDCDEF statement MSG-DEST.
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4.2.1 Output Format of the Messages

Depending on the message definition, openUTM outputs the messages in different formats:

® to SYSLOG and MSGTAC:
the message header without the message text and the current values of all inserts, as described in the section
“Structure of UTM system messages”

® to CONSOLE:
the application name, the message number and the message text with the inserts contained in the text

® to USER-DEST-1...USER-DEST-4:

© the message header without the message text and the current values of all inserts as described in the section
“Structure of UTM system messages”, if USER-DEST-n is generated with MSG-FORMAT=FILE

© the date/time followed by the message number, message text and all inserts if USER-DEST-n is generated
with MSG-FORMAT=PRINT

® to all other destinations:
the message number and the message text with the inserts contained in the text. In certain error situations
during an application run (abnormal termination of an application, program or task) openUTM may only output a
message to SYSOUT, SYSLST or CONSOLE, even though the message was meant for other destinations (e.g.
SYSLOG). This is done to prevent any further errors that might result.
For the same reason, in certain error situations openUTM does not take the message text from the message
module that can be modified by the user, but from the system message module.

Header with date and time for messages to SYSLST / SYSOUT

When outputting messages to the message destinations SYSLST and SYSOUT, by default openUTM precedes the
messages with a header containing the date and time. One benefit of this is that it allows errors to be diagnosed
more easily.

The header has the following format:
yyyy-mm-dd hh:mm:ss

Messages K038 and K044 are always output without this header. You can use the start parameter UTM-MSG-
DATE=NO to suppress the output of this header for all other messages as well.
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4.2.2 UTM messages to the BS2000 console

If UTM messages are to be output to the BS2000 console (message destination = CONSOLE), the BS2000
message file must contain the UTM message UTM0100.

openUTM uses this message as a “container” for the appropriate current UTM message. openUTM enters the
application name in addition to the message text in messages that are to be output to the BS2000 console.
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4.2.3 UTM messages to a TS application

If UTM messages are intended for a transport system application of the type PTYPE=APPLI or SOCKET (message
destination = PARTNER), you must ensure that the application recognizes the messages and responds
accordingly. If it does not, it can happen, for example, when two UTM applications are linked as TS applications,
that the applications keep sending each other messages such as

KO09 Transacti on code KOO09 is invalid.

In this case the UTM application could, for example, define a TAC K009, and assign a program to this which is to
respond to this message.
USP header in the case of UTM messages to a socket USP application

For UTM messages to a socket application (PTYPE=SOCKET, message destination = PARTNER), you can specify
at UTM generation whether openUTM is to precede the message with a USP header (openUTM Socket Protocol
header). One of the purposes of the USP header is to output the length of the received messages to the socket
partner.

To do this, specify the following at KDCDEF generation in the USP-HDR= operand of the PTERM or TPOOL
statement:

USP- HDR = MSG or USP- HDR = ALL

If you generate USP- HDR = NO (default setting), a USP header is not created.

You will find a description of the USP header in the openUTM manual ,Programming Applications with KDCS”".
UTM messages to HTTP clients

UTM does not send K-messages to HTTP clients, not even then, if the K-message is configured with message
destination PARTNER.

Exception:
The messages K017 and K034 are always sent to HTTP clients, even then, if the message destination PARTNER
is not set for these messages.
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4.2.4 UTM messages to user-specific message destinations

When a message occurs for which USER-DEST-1 ...USER-DEST-4 has been defined as the message destination,
UTM creates an asynchronous job to this message destination internally. This asynchronous job is assigned the
user KDCMSGUS and the LTERM partner KDCMSGLT as the originator. If the asynchronous job is rejected
because, for example, the message destination is locked (STATUS=0FF), the message is lost to the message
destination. If a message is created for this message destination again, UTM tries to create an asynchronous job
again.

If an asynchronous TAC is generated as the message destination, UTM starts the program assigned to the TAC
every time the relevant message is created (i.e., different to MSGTAC programs — only one message can be read
with FGET in a program run).
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4.2.5 UTM messages to MSGTAC

MSGTAC is a special asynchronous program unit, that users can program themselves, (see the openUTM manual
.Programming Applications with KDCS”").

If there is an MSGTAC program, and a message occurs for which MSGTAC was defined as the message
destination, the asynchronous service MSGTAC is started. The MSGTAC program can read a nhumber of messages
in a single program unit run.

The MSGTAC program unit runs under the internal UTM user ID KDCMSGUS with KSET=MASTER and
PERMIT=ADMIN. It must be defined in a TAC statement with TAC KDCMSGTC, PROGRAME-. . .
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4.3 Modifying message output

The message definition file defines the way in which openUTM issues standard messages, i.e. which text is used,
which destination it is sent to, etc., together with constraints as to the extent to which they can be modified. If you
wish to change these default characteristics, you must generate your own message module and link it to the UTM
application.

The following changes may be made:

® Adding or omitting message destinations (with KDCMMOD) such as issuing further messages to SYSOUT or
entering the destination MSGTAC as a requirement for using an MSGTAC program, for example.

® Translating message texts into a different language and transferring them in the message definition file with the
KDCMTXT tool ("Messages in other languages - the KDCMTXT tool").

® Changing message texts with the KDCMMOD tool ("Generating a user-specific message module with
KDCMMOD"), such as adding or removing (permitted) inserts to/from a message text, converting texts into
lowercase/uppercase letters, etc.

® Defining text constants. These can be used in many message texts. Control characters are also included here.

However, individually designed message output is only possible for UTM applications that have been
linked with the modified message module. It will have no effect on other UTM applications in the same
computer and do not require any changes to the BS2000 system.

You can also create a number of your own message modules and link them into the application. This gives you the
option of tailoring the output of messages to your users, e.g. by issuing them in different languages.

The message destinations are taken from an application-specific standard message module (see "Generating a
user-specific message module with KDCMMOD").

Users may only perform modifications to the message definition file with the aid of the tools KDCMTXT.

The KDCMTXT tool must be used when translating all message texts into another language (see "Messages in
other languages - the KDCMTXT tool"). If only a few texts are modified for a language contained in the message
definition file, the KDCMMOD tool can be used.

Message output exceptions

When UTM messages are output, openUTM takes the message text and the current message destinations from the

system message module, or the message destinations from the standard message module and the message texts
from the standard message module or from a user-defined message module (if one or more user-defined message
modules have been generated). However, the following exceptions to this exist:

® For some messages output by ROOT modules (e.g. for KO78), English message texts are programmed in, and
the output for these messages thus cannot be changed.

® |n the start and end handling of the tasks, for technical reasons openUTM cannot access the application’s
message module(s). In these cases, openUTM takes the message text and the message destinations from the
KCSMSGS message module, which contains German message texts. When the UTM subsystem starts up,
KCSMSGS is loaded as part of the UTM system code.

If you want openUTM to use the english system message module in an English-language application, proceed as
follows:
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1. Before the UTM subsystem starts up, delete the KCSMSGS message module from the SYSLNK.UTM.070.TPR
library.

2. Copy the KCSMSGSE module from SYSLNK.UTM.070 there instead, and rename the entry from KCSMSGSE
to KCSMSGS.
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4.3.1 Messages in other languages - the KDCMTXT tool

The message definition file SYSMSH.UTM.070.MSGFILE supplied with openUTM contains the texts of the UTM
messages in German and English. If openUTM is to output messages in another language, users can translate the

UTM message texts into this language and incorporate them in the message definition file by using the KDCMTXT
tool.

CAUTION!

You can only make modifications and extensions to the message definition file using the KDCMTXT
utility. Other methods of write access, e.g. using an editor will destroy the file!

The texts must be passed to KDCMTXT in the form of special control statements. On the basis of this extended
message definition file, KDCMMOD can then be used to create the ASSEMBLER source program for a new
message module, containing the messages in the desired language. KDCMMOD is described starting on
"Generating a user-specific message module with KDCMMOD". After it has been assembled, this message module
can be linked into the user’s application in place of the system message module.

Note

When defining message text, the inserts allowed for the corresponding message may only be used once.
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4.3.1.1 Inputs and outputs

Message definition file

l

Control statements with

new message texts via
SYSDTA

l

KDCMTXT tool

Extended
message definition
file

KDCMMOD

ASSEMBLER source
code for a new
message module

Output log
(SYSLST and SYSOUT)

Creating messages in other languages with KDCMTXT
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4.3.1.2 Calling KDCMTXT

The KDCMTXT tool is started as follows:
| START- EXECUTABLE- PROGRAM FROM FI LE=* LI B- ELEM LI B=SYSLNK. UTM 070. UTI L, ELEM=KDCMTXT)
KDCMTXT reads the control statements from SYSDTA.

You can also start KDCMTXT using the SDF START-KDCMTXT command, see also openUTM manual

“Using UTM Applications on BS2000 Systems”, section, "Starting UTM tools via separate SDF
commands".
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4.3.1.3 Control statements for KDCMTXT
KDCMTXT recognizes the following control statements:

OPTION Specify name of message definition file
FU Define function unit and national language

MSGBASE @ Select message group for FU SYS:
UTM (K messages) or XAPTP (P messages)

STDTXT Define start of standard message text
ENDTXT Define end of standard message text

END Define end of input of control statements

The following rules apply to the input of statements:
® Comment lines are marked by means of an asterisk (*) in column 1.

® |f aline ends with a comma, KDCMTXT then interprets the following line as a continuation line of the statement.

It is expedient to write the control statements for KDCMTXT to a file. When the control statement file KDCMTXT is
created, the file SYSDAT.UTM.070.MTXTIN which is supplied with openUTM may be of assistance. This file
contains the German and English standard message texts in the syntax of the KDCMTXT control statements. This
file may be used as a template for the user’s own input file.

OPTION statement
OPTION can be used to specify the name of the message definition file which is to be modified by KDCMTXT.

The OPTION statement must, if specified, be the first control statement; otherwise a syntax error will be reported. If
no OPTION statement is specified, KDCMTXT uses the message definition file SYSMSH.UTM.070.MSGFILE
supplied as standard with openUTM.

For safety reasons it is advisable to copy the message definition file and work on the copy with KDCMTXT.
Operation = Operands
OPTI ON MSGFI LE=f i | enane

filename Name of the message definition file which is to be extended.
Default: SYSMSH.UTM.070.MSGFILE

FU statement

This statement can be used to define the function unit and the natural language.

Operation = Operands

FU [function-unit][,][LANG=I anguage-i d]

141



function-unit  Function unit for which the new natural language is to be entered. At present, the only value
permitted is SYS. SYS represents the transaction monitor.

SYS K messages (K001-K399) or P messages (P001 - P049)

Default: SYS
LANG=language-id

The language ID can consist of a maximum of 3 characters. It can be freely assigned, but it must
be unique within a message definition file.

You can use the language IDs found on cars or the language IDs defined in ISO I1S/R639, for
example.

Country IDs on cars 1SO IS/R639 Language

DK Da Danish

D De German

GB En English

E Es Spanish

FI Fi Finnish

F Fr French

GR Gr Greek

I It Italian

NL NI Dutch

N No Norwegian

P Pt Portuguese

S Sv Sweden
Default: GB

It is only necessary to specify the comma if both function-unit and LANG=language-id are specified., e.g. FU SYS,
LANG=DK.

The LANG= option is only used to identify the texts in the message definition file and bears no relation to the
language identifier for a user generated with the KDCDEF parameter LOCALE.

For any given functional unit, all the message texts for one language must be specified so that the message texts
for this language and functional unit are transferred in the message definition file.

After the FU statement has been processed, the MSGBASE UTM statement is executed implicitly.

142



CAUTION!

The message definition file supplied already contains the German and English message texts with
language identifiers D and GB. If one of these identifiers is specified, KDCMTXT overwrites the
corresponding standard message texts in the message definition file with the new message texts.

MSGBASE statement (only for FU SYS)

openUTM makes a distinction between two message groups within FU SYS: Messages of the UTM group, which
start with the letter K, and messages of the XAPTP group, which start with the letter P.

The MSGBASE statement allows you to select the message group to which subsequent STDTXT statements are to
apply until the next MSGBASE or FU statement is issued.

Operation = Operands
MBGBASE { UTM | XAPTP }
UTM Select the UTM message group (K messages).

XAPTP Select the XAPTP message group (P messages).

STDTXT and ENDTXT statements

The control statement STDTXT introduces the definition of the standard text of a message. The subsequent input
lines describe the standard text.

ENDTXT terminates the definition of the message text. The translated message text is passed to KDCMTXT as

follows:

Operation = Operands

STDTXT nsg- no
t ext

ENDTXT

msg-no  Message number for which the standard text is intended.

msg-no specifies the K or P message that is to be modified. The message number must lie within the
message number range of the specified functional unit. The message number must be specified as
three digits without the prefixed K or P.

Mandatory operand.

text The message text must be specified here; the syntax is the same as with the KDCMMOD utility (see
"Control statements for KDCMMOD"). The same length restrictions similarly apply.

The control statements STDTXT and ENDTXT and also the message text must each begin in a new line.
The STDTXT / ENDTXT statements for a single functional unit and a single language must all be located after the
FU statement for this functional unit and must precede the next FU statement.
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KDCMTXT will only transfer the message texts for an additional language in the message definition file if the input
data contain all the message texts for this language and if all message texts are error-free.

If the message texts for a language are already present in the message definition file, KDCMTXT will then also
accept individual messages. Existing message texts with the same message number and the same language
identifier are then overwritten.

END statement

This statement terminates the input of control statements to KDCMTXT. END has no operands.

144



4.3.1.4 KDCMTXT log

After the KDCMTXT tool has processed all the modifications and created a new message definition file, it outputs
an edited list of all messages to SYSLST and SYSOUT as a log (output log). The list contains the message texts
edited in the form in which they would be output to a data display terminal. Here, the inserts are filled to the
appropriate length as follows, depending on type:

® CHAR with @ characters

® INT with # characters

® HEXA with X characters
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4.3.2 Generating a user-specific message module with KDCMMOD

The KDCMMOD tool is available for generating a user-own message module. From the message definition file and
a user-generated modification definition it creates an ASSEMBLER source program from which, after compilation,
the application-specific message module is generated. This is linked to the program units present in an application.

An application-specific module is checked for validity by openUTM in the start phase and is then used additionally
with the system message module.

In cases where the application-specific module cannot be accessed, the system message module is accessed
instead (e.g. when terminating a UTM task). The system message module is present in the UTM system code.

Users can also create a number of their own message modules and link them into the application, but only one
module can be the application-specific message module. The message module that acts as the application-specific
message module is specified by means of the LOCALE parameter in the KDCDEF MESSAGE statement during
UTM generation. This application-specific message module is also referred to as the standard message module. All
other message modules are user-specific message modules. The message destinations are always taken from the
standard message module.

You will find more information on this topic, e.g. how to link your own message modules with the application
program, in the openUTM manual “Using UTM Applications on BS2000 Systems”.

The KDCMMOD tool stores the generated ASSEMBLER source program in the file
SRC.ASSEMB.object-module-name, where object-module-name denotes the name of the message module
specified in the GEN statement.

The following can be specified or modified:

® the natural language in which the messages are to be generated
® the fixed message texts

* the message destinations

® message attributes

® control characters.

There is considerable scope for modifying the message texts but the length restrictions must be observed; see
"Control statements for KDCMMOD". The available inserts are listed on section "Message inserts". It is possible to
remove inserts from the message text that were specified in the standard text or include inserts in a message that
were not specified in the standard text. In addition, it is possible to alter the sequence of the inserts within the

text. Each insert may only appear a maximum of once in the message. The message numbers can also be moved
to another place in the message text or even removed altogether. However, this should only be done in certain
exceptional cases since it can make diagnoses on the basis of the messages more difficult.

The message destinations can be modified within certain limits (see section “Destinations of UTM messages”). You
should also note that different destinations may be required or prohibited for each message.
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4.3.2.1 KDCMMOD inputs and outputs

Message definition file User-defined
modifications
A r
KDCMMOD tool
v v
ASSEMBLER source program Output log
X
Assembly
A
New
message module

Sequence for creating a user-specific message module

Once the KDCMMOD tool has processed all the changes, it writes an edited log of all messages to SYSOUT. In

addition, the program creates an overview of the message definitions (insert list, destinations, compression) derived
from the framework definitions and modifications.

In the output list, the defined standard texts are edited in the form in which they were output to a terminal, with the
inserts being filled as follows to the appropriate length depending on the type:

® CHAR with @ characters
® INT with # characters
* HEXA with X characters

The messages for KDCMMOD will be found on "Messages of the UTM tools KDCMMOD / KDCMTXT".
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4.3.2.2 Starting and terminating KDCMMOD

The KDCMMOD tool is started as follows:
| START- EXECUTABLE- PROGRAM FROM FI LE=* LI B- ELEM LI B=SYSLNK. UTM 070. UTI L, ELEM=KDCVMOD)
You can also start KDCMMOD using the SDF START-KDCMMOD command, see also openUTM manual

“Using UTM Applications on BS2000 Systems”, section, "Starting UTM tools via separate SDF
commands".

KDCMMOD reads the statements of the modification description from the system file SYSDTA. Individual lines are
read, whereby

® acomment line is marked by a “*” character (asterisk) in the first column

® for lines that have a comma as the last character the next line is interpreted as a continuation line.

All other lines are analyzed individually by the program.

The program run of KDCMMOD is terminated with the control statement END.
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4.3.2.3 Control statements for KDCMMOD
KDCMMOD recognizes the following control statements:

CONSTANT | Define constants

END Terminate input of control statements
ENDMSG Terminate message definition

GEN Generate messages for a function unit
MODMSG Modify messages

MSGBASE @ Select message group:
UTM (K messages) or XAPTP (P messages)

OPTION Specify name of the message definition file

Observe the following rules regarding sequence of KDCMMOD control statements:

1. If used, the OPTION statement must be the first control statement.
2. The CONSTANT statement must be in the input file before a text definition can refer to it.

3. The GEN statement must appear in the input file before any associated MODMSG/ENDMSG control
statements.

4. The MSGBASE statement affects all subsequent MODMSG statements.

5. The END statement must be at the end of the input file.

If an error occurs in a statement for KDCMMOD, the incorrect statement is ignored following output of a
corresponding error message (K6xx). This does not terminate the program run.

CONSTANT statement

The CONSTANT statement defines a constant which then can be used in the text definitions of messages.

Operation Operands
CONSTANT const ant - nane, const ant-val ue

constant-name Denotes the name of a constant and can be up to 8 characters long.
If a constant with the same name already exists, the CONSTANT statement is rejected with an
error message.

Mandatory operand.

constant-value Assigns a value to a constant. The value must be specified either in the hexadecimal format
(X'......) or in the printable format '...". The maximum length is 50 characters.

Mandatory operand.

Several constants are already contained in the message definition file (see also "Constants of the standard
message definition file"). You can find further logical control characters in the VTCSET macro.
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END statement
The statements for KDCMMOD are terminated with the END statement. END must be entered as the last statement.
Operation = Operands

END

Without operands.

ENDMSG statement

A message text definition must be terminated with the ENDMSG statement.

Operation = Operands

ENDVEG

Without operands.

The ENDMSG statement must always be on a separate line.

GEN statement

The GEN statement specifies the functional unit for which the messages are to be generated as well as the
language in which they are to be generated. The GEN statement may be given only once per program run and
must appear before any MODMSG statements.

Operation = Operands

GEN [function-unit]
[, LANG=I anguage-i d]
, MODULE=0bj ect - nodul e- nanme

function-unit Name of the function unit for which the messages are to be generated.
Default: SYS

LANG=language-id

notes the natural language for which the message texts are to be generated. A language identifier
must be specified for which message texts are contained in the message file.

Default: GB

MODULE=object-module-name

Denotes the name of the message module. It corresponds to the MODULE name in the
MESSAGE statement of the KDCDEF tool (see openUTM manual “Generating Applications”).

Mandatory operand.
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MODMSG statement

You use the MODMSG statement to modify a message in the functional unit that was specified in the GEN
statement. The modifications can be made to the text, the insert and the message destinations. Only those
modifications which are permitted under the general framework definition are possible (see section “Destinations of
UTM messages”).

Operation

MODMVBG

Operands

msg- NO

[,BEL={YES | NO}] 1
[, COVPRESSI ON={ YES | NO}]
[,EXTEND= { Y ES| N O] [,CONSOLES{ Y ES| N O]

[, MBGTAC= { YES
[, PARTNER={ YES
[, STATI ON={ YES
[, SYSLI NE={ YES
[, SYSLOG= { YES
[, SYSLST= {YES
[, SYSOUT= { YES
[, USER DEST- 2=
[, USER- DEST- 3=
[, USER- DEST- 4=

[text] 3

| NG

| NG

| NG

| NG

| NG

| NG

| NO] [,USER-DEST-1= {YES | NO]
{YES | NO]

{YES | NO]

{YES | NO]

1The operands of the MODMSG statement must be separated by commas. If there are continuation lines in a
MODMSG statement, the comma must always appear as the last character in the preceding line (as the
continuation character).

3The line prior to [text] must not be terminated by a comma.

msg-no

BEL=

YES

NO

Indicates which K or P message is to be modified. The message number must be in the message
number range of the function unit specified in the GEN command. The message number must be
given without the K or P prefix.

Mandatory operand.

Indicates whether an audible signal is given when the message is output to the destination
STATION or SYSLINE.

an acoustic signal is triggered.

no acoustic signal is triggered.

Default: NO

COMPRESSION=
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EXTEND=

YES

NO

YES

NO

Superfluous blanks are removed from the message.YES only takes effect for message outputs that
issue message texts.

Superfluous blanks remain in the message.The default value varies for the different messages. To
find out the value set

as the default for the individual messages, refer to section “Destinations of UTM messages”.

Default: framework definition

The message text is to be output in extended line mode. YES only makes sense for messages that
the message destination STATION or SYSLINE is assigned to.

The message text is not to be output in extended line mode.

Default: framework definition in SYSMSH.UTM.070.MSGFILE.

The default value varies for the different messages. To find out the value set as the default for the
individual messages, refer to section “Destinations of UTM messages”.

Message destinations CONSOLE, MSGTAC etc.

text

denotes the message destination to which the message is to be sent (YES) or not sent (NO). Only
destinations that are 'permitted’ (+) or declared 'Default’ (D) in the framework definitions may be
specified (see table in chapter Destinations of UTM messages. The basic definitions apply to all
message destinations that are not specified in the MODMSG command.

To assign the user-specific message destinations USER-DEST-1,..., USER-DEST-4 to the concrete
message destination, you have to use the KDCDEF statement MSG-DEST.

You will find detailed descriptions of the various message destinations on "Message module,
message definition file".

In the MODMSG statement, a new message text can be defined. If no new text is defined, then the
text as described in the chapter “UTM messages” applies.

A new message text is defined in one or more lines. It consists of a series of text elements
separated either by commas or end-of-line characters. Text = text-element,text-element,.....
text-element,.....

The first text element must always occur in a new line.
Length restrictions

The message text, including the message number and any inserts which may be present, must not
exceed 512 characters in length. For the lengths of the inserts, refer to the table "Message inserts".
If the text is longer than 512 characters, KDCMMOD rejects it with message K686. The message
definition is not then updated. Message texts having the message destination SYSLINE
(=systemline) must not exceed 80 characters in length. If the text is longer than 80 characters,
KDCMMOD gives a warning with message K687. On output, longer messages are limited

to 80 characters and the excess is truncated.
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The following text elements can be used:

Literal A literal is a character string enclosed in single quotes. Double quotes in a literal are used to
designate a single quote in the literal.

Insert The text element insert is the name of a field (insert) in the message text that is preceded by the "&"
character. Only field names (inserts) that are specified in the framework definition of the
corresponding message may be used in the text. These field names are listed in section “Destinations
of UTM messages”.

Insert fields are parts of the message texts into which actual values are inserted before the message
is output.

Constant The text element constant is the name of a constant which is preceded by the "#" character.
Built-in function

The text element built-in function is a function that is executed at the point in question. The following
built-in function is available:

MSGID
To simplify diagnosis, all message texts should start with MSGID.

This function returns the character string for the message identifier which corresponds to the message
number.

Each MODMSG command must be terminated with an ENDMSG statement.

MSGBASE statement (only for FU SYS)

openUTM makes a distinction between two message groups within FU SYS: Messages of the UTM group, which
start with the letter K, and messages of the XAPTP group, which start with the letter P.

The MSGBASE statement allows you to select the message group to which subsequent MODMSG statements are
to apply within the SYS functional unit.

Operation = Operands
MBGBASE { UTM | XAPTP }
UTM Default; select the UTM message group (K messages).

XAPTP Select the XAPTP message group (P messages).

OPTION statement

The OPTION statement is used to define the name of the message definition file which the KDCMMOD tool is to
process.

Operation = Operands

OPTI ON MSGFI LE=f i | enane
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filename Name of the message definition file to be processed.

If the OPTION statement is omitted, the file SYSMSH.UTM.070.MSGFILE in used.

Example 1

The user wishes to assign the destination MSGTAC for message K006 but otherwise retain the unchanged
messages with English texts.

The following procedure provides the ASSEMBLER source file for the desired user-specific message module where

the message definition file is called SYSMSH.UTM.070.MSGFILE and the KDCMMOD is contained in the SYSLNK.

UTM.070.UTIL library:

/ BEG N- PROCEDURE LOGG NG=N

/ ASSI GN- SYSDTA TO=* SYSCMVD

/ ASSI G\- SYSLST TO=LI ST. KDCMMOD

| START- EXECUTABLE- PROGRAM FROMt FI LE=* LI B- ELEM LI B=SYSLNK. UTM 070. UTI L, ELEM=KDCMVOD)
OPTI ON M5GFI LE=SYSMSH. UTM 070. M5GFI LE
GEN SYS, LANG=D, MODUL E=KCSM5GSD
MODMVBG 6, MSGTAC=YES

ENDVSG

END

/ ASSI GN- SYSDTA TO=* PRI MARY

/ ASSI GN- SYSLST TO=* PRI VARY

/ END- PROCEDURE

As a result of the procedure, the KDCMMOD tool generates the ASSEMBLER source file SRC.ASSEMB.
KCSMSGSD. This file must be assembled, the result of the assembly being an object module with the name
KCSMSGSD, which contains the user-specific messages.

In order for a user-specific message module to be used, the statement MESSAGE MODULE=KCSMSGSD, LIB=...

must be included in the generation with KDCDEF-.

Example 2

In the example below the message destination, a message property, and the message text of message K070 are
modified.

GEN SYS, LANG=GB, MCDUL E=KCSMSGSD

MODMSG 070,

COVPRESSI ON = NO,

SYSQUT = YES

MsAd D, ' User signed off: ', &ISER, ', CPU-tine: ', &CPTM
ENDVSG

END
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4.4 UTM log file SYSLOG

openUTM maintains a log file for every UTM application. This file is called the SYSLOG file. openUTM records all
messages intended for the SYSLOG message destination in this file. You can - within certain limits - specify which
messages these are to be (see section “Destinations of UTM messages”).

You can create the system log file SYSLOG as:

® a simple file with the name filebase.SLOG or a file with the link name SYSLOG. filebase is the base name of the
KDCFILE from the MAX statement.

® afile generation group SYSLOG-FGG (File Generation Group)
It is sufficient to create a file generation group; the individual generations of the FGG are created by openUTM
for you.
If you have generated automatic monitoring of the size of the SYSLOG file, then the SYSLOG must be created
as an FGG.

The openUTM manual “Using UTM Applications” describes in detail in chapter 8 how to create the system log file
SYSLOG.

Events occurring during the execution of the application which could be useful for monitoring purposes or for
making checks later are logged in the SYSLOG file in the form of UTM messages (e.g. K033, KO70). In particular,
the SYSLOG file contains important information for diagnostics.

Each time the application is started subsequently, the SYSLOG file is overwritten by openUTM. The logging
information from the previous run is lost. Therefore, you should analyze the contents, or copy the file if necessary
when the application terminates.
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4.4.1 Evaluating the SYSLOG file

openUTM creates the SYSLOG file in PAM format.To print it out in a readable form or edit it using a program, you
must process the file.

openUTM offers the following editing tools for this purpose:

KDCCSYSL
Converts the PAM file into a SAM file. KDCCSYSL is provided in the
SYSLNK.UTM.070.UTIL library.

KDCPSYSL

From the SAM file created with KDCCSYSL KDCPSYSL creates another SAM file which also contains the
message texts. KDCPSYSL is provided in the

SYSLNK.UTM.070.UTIL library.

To make it easier to evaluate the SYSLOG file, the following sample procedures are supplied with openUTM:

SYSPRC.UTM.070(SYSLOG)

This procedure allows you to evaluate an individual SYSLOG file or an individual file generation of a SYSLOG-
FGG. <filebase>.SYSLOG is expected as the input file.

SYSPRC.UTM.070(SLOG-FGG)

This procedure allows you to evaluate an individual or all file generations of a SYSLOG-FGG. In one loop, the

procedure calls the two tools KDCCSYSL and KDCPSYSL for the individual file generations. The evaluation can
also be made while the application is running.
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4.4.1.1 The KDCCSYSL tool - converting the SYSLOG file to SAM format

The KDCCSYSL tool (convert SYSLOG) converts the system log file created by openUTM as a PAM file into a SAM
file. For each UTM message, KDCCSYSL creates a record of variable length. The structure is described by KCMSG
x data structures, which are available for all programming languages and are supported by openUTM, for example
KCMSGC for COBOL.

Calling KDCCSYSL

/ SET- FI LE- LI NK FI LE- NAME=file_in, LI NK- NAME=SLOGPAM[ , SUPPORT=DI SC( SHARED- UPDATE=YES) ]

| CREATE- FI LE FI LE- NAVE=file_out

[ SET- FI LE- LI NK FI LE- NAMVE=file_out, LI NK- NAME=SLOGSAM ACCESS- METHCOD=SAM

| START- EXECUTABLE- PROGRAM FROM FI LE=* LI B- ELEM LI B=SYSLNK. UTM 070. UTI L, ELEM=KDCCSYSL)

You can also start KDCCSYSL using the SDF START-KDCCSYSL command, see also openUTM manual
“Using UTM Applications on BS2000 Systems”, section, "Starting UTM tools via separate SDF
commands".

Meaning of parameters:

file_in ~ Name of the SYSLOG file

file_out Name to be assigned to the SAM file

SHARED-UPDATE=YES must be specified in the SET-FILE-LINK command if the SYSLOG file is to be edited
while the application is running. In this case, however, note that openUTM buffers SYSLOG records, i.e. does not
write them directly to the PAM file.

If the SYSLOG file is to be evaluated while the application is running, it is advisable to issue the administration
command KDCDIAG SYSLOG=WRITE beforehand. This means that SYSLOG UTM messages that are still
buffered in the virtual memory will be written to the SYSLOG file by openUTM.
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4.4.1.2 The KDCPSYSL tool - inserting message texts

The editing tool KDCPSYSL reads the SAM file created with KDCCSYSL and from it creates a SAM file which
contains the message number and message text with current inserts for each UTM message.

The date and time are inserted at the start of the UTM message. The inserts that are not contained in the message
text are added at the end. Inserts that provide hexadecimal information are prepared in printable form (e.g. BCAM
info word in UTM message KO065).

You can also edit the SYSLOG file with message texts from your own message module. In this case, enter the
name of your message module after the UTM message:

K608 Pl ease enter nane of user nmessage nodul e, a blank, or /ECF.

If a user-specific module library was assigned beforehand with /SET-TASKLIB LIBRARY=, then KDCPSYSL
searches for the specified module in this library.

If a blank or “/EOF” is entered in response to the UTM message or if the module is not found in the TASKLIB, then
KDCPSYSL edits the UTM messages using the standard message module of openUTM.

The file created with KDCPSYSL is a SAM file, which contains one or more print lines for each UTM message. This
file can be printed out using the PRINT-FILE command:

/ PRI NT- FI LE FI LE- NAVE=file_out, LAYOUT- CONTROL=PARAMETERS( CONTRCOL- CHARACTERS=EBCDI C)

Calling KDCPSYSL

[ SET- FI LE- LI NK FI LE- NAME=file_in, LI NK- NAME=SL OGSAM

| CREATE- FI LE FI LE- NAMVE=file_out,

/ SET- FI LE- LI NK FI LE- NAME=file_out, L1 NK- NAME=SLOGEDI T, ACCESS- METHOD=SAM

[/ SET- TASKLI B LI BRARY=0mIname]

| START- EXECUTABLE- PROGRAM FROM+ FI LE=* LI B- ELEM LI B=SYSLNK. UTM 070. UTI L, ELEM=KDCPSYSL)

You can also start KDCPSYSL using the SDF START-KDCPSYSL command, see also openUTM manual
“Using UTM Applications on BS2000 Systems”, section, Starting UTM tools via separate SDF commands".

KDCPSYSL responds with the UTM message:
K608 Pl ease enter nane of user nmessage nodul e, a blank, or /ECF.

Enter the following:

'BLANK' or
K2 and / EOF and / R or

message_module_name

The effect of these entries is illustrated in the text above.

Meaning of parameters:
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file_in Name of the output file of KDCCSYSL (=input file of KDCPSYSL)
file_out Name of the output file of KDCPSYSL

omlname Name of the library (OML) containing the user-specific message module

message_module_name

Name of the user-specific message module
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4.4.1.3 KDCCSYSL and KDCPSYSL messages

The editing tools KDCCSYSL and KDCPSYSL write their messages to SYSOUT (see section "Messages of the
UTM tools KDCCSYSL and KDCPSYSL").
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4.5 Structure of UTM system messages
Structure of messages sent to SYSLOG or MSGTAC:

Message header Message data, layout depending on message number

1 28 29

Structure of the messages:

Bytes Format Meaning
1 X'40' Blank
2-5 C'Kxxx' Message number
6 X'40 Blank

7-17 C'mm/dd/yyijjj Date, where mm=month, dd=day of month, yy=year, jjj=day of year

18 X'40 Blank
19-24  C'hhmmss Time of day, where hh=hour, mm=minute, ss=second
25-28  Clyyyy' 4-digit year specification
29 & up Message data

This message header corresponds to the following data structure in the COBOL COPY element KCMSGC:

05 MBGKOPF
* MESSAGE HEADER *
07  FILLER 1 PIC X
* FI LLER *
07  MBGAR PIC X(4).
* MESSAGE NUMBER *
07  FILLER 2 PIC X
* FI LLER *
07  MBGDATE Pl C X(11).
* DATE OF ORI G N *
07  FILLER 3 PIC X
* FI LLER *
07  MBGTIME PIC X(6).
* TIME OF ORIG N *
07  MBGYEAR PIC X(4).
* YEAR OF ORIGI N *
EIE R I S I I S S I S I SR I S R I S S S S S R I S S S S I S S
* | NSERTS OF MESSAGES *

R R o bk S R R R R S S kb I S Rk ko S R IR I kS

05 KXXX Pl C X(152).
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5 UTM Messages

The following lists contain all the messages which can be issued by openUTM. The messages of the UTM tools are
included in these lists. "Additional information” has been added to the descriptions to explain the responses to the
messages.

A "&" character precedes the name of an insert. UTM messages may contain more inserts than are contained in the
standard messages. The meanings of the inserts and their assignment to the individual messages are given in the
tables in section “Message inserts” and section “Destinations of UTM messages”.

If a UTM application employs a sign-on service, messages K001, K002, KO04, K005, K006, K007, K008, K030,
K031, K097, K109, K110, K120, K123, K125 and K145 are not generated.
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5.1 Messages of the Transaction Monitor

® Messages K001 - K048
® Messages K049 - KO70
® Messages KO71 - K101
® Messages K102 - K103
® Messages K104 - K146
® Messages K147 - K189
® Messages K191 - K320
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5.1.1 Messages K001 - K048

K001

K002

K003

K004

K005

K006

K007

K008

K009

K010

K011

K012

K013

Connected to application &APPL - input please
Connected to application &APPL - please sign on
Command &CMD is not permitted at this time
Invalid access authorization - please sign on

This message additionally contains the following insert:;

&REA7 Reason why the sign-on failed. The values in &REA7 are described at message K147, see
"Messages K147 - K189" .

User identification &USER is locked - please sigh on

Invalid access authorization - please sign on

i When output on a terminal, the text of this message contains the message number KO04
instead of KO0O6. The message number K006 is only visible when the message is output to other
message destinations.

User &USER already signed on - please sign on

This message additionally contains the following insert:;

&REA7 Reason why the sign-on failed. The values in &REA7 are described at message K147, see
"Messages K147 - K189".

Sign-on accepted.

Last successful sign-on on &SGNT - input please

i The first time a user signs on after a KDCDEF run, the insert &SGNT may contain question
marks as no time of the last sign on is available.

Transaction code &TAC is invalid (&RCDC) - input please

The &RCDC insert contains the internal return code KCRCDC, see section “Internal return code
KCRCDC”.

Transaction code &TAC is locked - input please
Transaction &ATAC1 accepted - input please

&NUMMSGS asynchronous messages present

Error in &CMD - input please
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K014

K015

K016

K017

K018

K019

K020

K021

K022

K023

K024

No base format defined - input please

Formatting error & RCDC/&RCF2A - input please

Application shutdown pending - please sign off
Service &TCVG terminated by UTM (&RCCC /&RCDC &RCF2A) - input please
This message informs a user of the abnormal termination of the service started by this user.

The complete message K017 in the SYSLOG file contains the following inserts:

PTRM Name of the PTERM from which the terminated service was started.
PRNM Name of the processor to which the terminal is connected.

BCAP Name of the BCAM application to which the user has signed on.
LTRM Name of the LTERM from which the service was started.

USER Name of the user who started the service.

TCVG Name of the service TAC of the service.

RCCC Value of the compatible KCRCCC return code.

RCDC Value of the incompatible KCRCDC return code.

&RCF2A *) = Secondary FHS or VTSU return code (if any).

TAC Only for RCDC=KMxx return codes:
Name of the TAC that caused the service to terminate. In all other cases this insert
contains a blank.

*) on BS2000 systems only

Sign-off for application &APPL accepted - please sign on

Sign-off for application &APPL accepted

No message(s) present

No input within the specified period

The following message from &BCAP may have already been sent.

&OMSG2

The message is called by the administration commandKDCSEND orKDCSHUT WARN or the
corresponding call to the administrator interface.

Input message lost - please repeat
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K025

K026

K027

K029

K030

K031

K032

Message from application &BCAP to LTERM &LTRM was truncated
A message to an LTERM partner could not be transmitted completely, and was output in truncated form.
The following error recovery action is possible:

® increase the length specification in the TRMSGLTH operand for KDCDEF if this length is smaller than
the maximum packet length for BCAM,;

® increase the maximum packet length for BCAM if it is smaller than TRMSGLTH or

® insert "new line" (X'15’) control character in output in line mode (in order to make fragmentation by
VTSU possible).

Broadcast to &LTRM accepted - input please

Terminal &LTRM is locked - contact administrator or sign off
Please insert card

Card reader required - please sign on

Wrong card - please sign on

UTM-D connection message: &CON/&PRNM/&BCAP/&LPAP/&USER; reasonl: &RCF1B; reason2:
&RCF2B

In the following description of the return codes &RCF1B and &RCF2B, PLU (Primary Logical Unit) is the
application in which SESCHA PLU=NO was generated, and SLU (Secondary Logical Unit) is the
application in which PLU=YES was specified.

The &USER insert contains the UTM session name of the connection (LSES name).

&RCF1B | Meaning

co1 BIND_REJECTED | The BIND request or the BIND response has been rejected. No
session can be set up.

C02 BIND_CHANGED | The BIND parameters have been modified. The BIND request may be
modified by the SLU; while PLU can reject but not modify the BIND
response.

If the BIND response cannot be accepted by PLU, no session is set

up.

Co03 CONNECTION/ A connection or session cannot be set up.
SESSION FAILED

Co4 SESSION_FAILED @ Session warm start could not be carried out.

CO05 STSN_CHANGED @ SLU cannot accept the proposed orientation point.
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&RCF2B | Meaning and possible action

CROO

CRO1

CRO2

CRO03

CRO4

CRO5

CRO6

CRO7

CRO8

CRO0O9
CR10
CR11
CR12

CR13

CR14

CR15
CR16
CR19
CR21

Session and connection do no belong to the same LPAP.
Response: check the KDCDEF generation.

The sessions were not able to agree on a valid restart point at session warm start. The
applications were probably started with different KDCDEF states.
Response: check whether either of the applications has been regenerated.

SLU has suggested a new restart point. If the session cannot be set up, the applications
were probably started with different KDCDEF states.
Response: check whether either of the applications has been regenerated.

Quiet command entered.

No suitable session available; reasons:

® more connections generated than sessions
® KDCLSES command entered with ACT = QUIET

® session not yet cleared down.

Connection setup request from TRANSIT-CD or partner application generated for this
connection (NEA logs)

Connection setup in progress.

Inconsistency with respect to PLU specification in the connection message from the partner
and in the UTM generation. Both partners were possibly generated as PLU.
Response: check the generations of both partners.

Inconsistency with respect to PLU specification in the connection message from the partner
and in the UTM generation. Both partners were possibly generated as SLU.
Response: check the generations of both partners.

Incorrect structure of a connection message.

Resource bottleneck: no slot available for dynamic tables.

The name of the PLU session in the connection message is incorrect.
Response: check the generations of both partners.

Session is still set up.
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CR17
CR18
CR20

SCO00

sco1l

sco2!

sco3?

scoal

scost

sco7!
scost
scoot
sciot
sci11!
sci12!
sci13?t
sci14!
scist

SC16

SC17

scisl

No suitable session available; reasons:

® more connections generated than sessions
® KDCLSES command entered with ACT = QUIET

® session not yet cleared down.

No reason given.

The partner is responding with an invalid FM profile.
UTM supports FM profile 18 only.

The partner is responding with an invalid TS profile.
UTM supports TS profile 4 only.

UTM can process a message in small units (request units). For this reason,
PLU must support "multiple RU chains".

A request cannot be sent off until a previously requested response, if any, has arrived. PLU
therefore has to operate in "immediate request mode".

Depending on the message type, openUTM either requests all types of acknowledgment or
only a negative acknowledgment. PLU must therefore accept both definite and exception
response.

Data compression is not supported for message transmission.
PLU must always be able to close a bracket.

Corresponds to reason SC03, but for SLU.

Corresponds to reason SC04, but for SLU.

Corresponds to reason SCO05, but for SLU.

openUTM does not support 2-phase commit.

Corresponds to reason SC07, but for SLU.

Corresponds to reason SC08, but for SLU.

FM headers must be permitted.

The home session is insisting on a session warm start although the partner considers a
session cold start to be sufficient.

The partner has indicated that the session has not terminated ("in bracket") without
requesting a warm start.
The session is assumed to have terminated (BETB).

A service is not terminated until indicated as such by both partners. This means that
openUTM makes use of the "Bracket Termination Rule 1".
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SC19

sc23!

sc241

SC25

SC26

SC27

scesl

SC29

sc3o?

sc31!

SC32

SC33

sc3al
scast
sc3el

SC37

SC38

The user data in BIND is not correct. The partner is probably sending an faulty BIND. The
UTM BCAM trace is needed for diagnostics.

In distributed processing, "half-duplex flip-flop" send or receive mode is used. This means
that only one partner is authorized to send at any given time.

Both partners must be responsible for a session restart, if applicable.

BIND and KDCDEF generation are inconsistent with respect to the contention winner.
Response: check the specification of the contention winner in both generations (KDCDEF
control statement SESCHA CONTWIN=Y/N).

PLU is requesting a send authorization at session warm start. If the session is not set up,
the applications were probably started with different KDCDEF states.
Response: check whether one of the applications has been regenerated.

SLU is requesting a send authorization at session warm start. If the session is not set up,
the applications were probably started with different KDCDEF states.
Response: check whether one of the applications has been regenerated.

UTM supports "two-stage pacing".

Inconsistent pacing counts,

Response: check the pacing count (= window size) in both generations.
(KDCDEF control statement SESCHA PACCNT=)

SLU is suggesting an illegal value for "maximum length of message segments from PLU" in
the BIND response.

SLU is suggesting an illegal value for "maximum length of message segments from SLU" in
the BIND response.

PLU is suggesting an illegal value for "maximum length of message segments from SLU" in
the BIND request.

PLU is suggesting a value for "maximum length of message segments from PLU" in the
BIND request which is modified by SLU.

Presentation Service (PS) usage field format must be defined as "basic format".
LU session type 6 is the only permissible session type.
Message coding is not supported.

Incorrect name of PLU session in BIND response.
Response: check association of LSES and RSES in both generations (KDCDEF control
statement LSES RSES=name)

Incorrect name of PLU session in BIND request.
Response: see reason SC37
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SC39

SC40

sca1!

SY01

SY02

SY03

SY04

SY05

SY06

SYO07

Incorrect name of SLU session in BIND response.
Response: see reason SC37

Incorrect name of SLU session in BIND request.
Response: see reason SC37

User Request Correlation (URC) is not supported UTM-D.

Session termination pending.
Session cleardown has not yet been completed.

PET no send request
The session is in the PTC status and there is no message for this partner.

PEND RS pending.
PEND RS handling has not yet been completed.

Job-submitting conversation active.
The job-submitting service is active.

Job submitter not available.
The job submitted is not signed on or the job-submitting service is queued.

RESTART_VIA_SEND_RQ.

The session is in the IN_BRACKET status and there is no message for this partner.

Session active
The session is already active.

1 Only in the case of heterogeneous links
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K033 USER/LSES active : &PTRM/&PRNM/&BCAP/&LTRM/&USER &REST, &GLOBALSG
The K033 message is output:

® following successful connection setup when working without USERs
¢ following successful KDCSIGN when working with USERS

® following successful linkage of a session in a LU6.1 connection.

&REST | Meaning
Y Service restart
N No service restart

U Undefined, with UTM-D only

If a user signs on via an OSI-TP connection, the inserts have the following contents:
Insert | Contents
&PTRM | OSI-CON name
&PRNM | 8 blanks
&BCAP  ACCESS-POINT name

&LTRM @ OSI-LPAP name

A value is only entered for the insert &GLOBALSG 'Cluster Global Sign' in UTM cluster applications on
Unix, Linux or Windows systems. The insert can have the following values:

&GLOBALSG Meaning

Y Global sign-on at the cluster
N Local sign on at the node
A The user was already signed on globally to the cluster at this node.

Sign-on for an LUG6.1 session user or a connection user.

K034 Transaction has been reset
K035 Service restart in progress

K036 Connection setup: &PTRM, &PRNM, &BCAP, &LTRM, &RSLT, &REA1
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&RSLT  Meaning
Y Connection set up

N Connection was not set up; the cause is given in &REAL.

&REA1 Meaning

X'00' Connection already set up

X'01' PTERM/CON name unknown

X'02' Processor name unknown

X'03' PTYPE not accepted

X'04' No LTERM assigned

X'05' Incorrect connection password

X'06' STATUS=0OFF for this PTERM/CON
X'07' STATUS=0FF for this LTERM/LPAP
X'08' Resource bottleneck

X'0A' Application shutdown

X'0B' Partner already connected
X'oC' Connection cleardown being executed
X'0D' Negative BCAM return code; see corresponding K065 message

X'OE' Partner generated at another BCAM application

X'OF' UTM-D connection request rejected, e.g. due to UTM generation error or QUIET command
X'10' PTERM name unknown and no LTERM pool available for this processor name

X171 No LTERM pool available for PTYPE and PTERM name unknown

X'12' No further free entry available in terminal pool

X'13' Partner already connected to LTERM pool

X'14' Connection rejected due to insufficient characteristics of the transport connection (GROS)

X'15'*)  MUX connection rejected
More detailed description in BIND response

X'16' User is already connected
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X117

X'18'

X'1B*

X‘1F*

X'20°

X221

X222

X'23

X‘24

X'25°

X'26°

X271

X'29'

X2A'

X'2B'

")

")

)

X'2C' %)

X'2D' ¥)

X'2E'

X'44'

X'45'

X'46'

X'48'

X'55'

X'58'

")

The connection request has been rejected due to contention. The partner himself has
initiated a connection setup.

BCAM letter length too small

On application start, it was not possible to determine the IP address of the partner computer.
LPAP is set to quiet

There is no suitable session available

The session is already active

The session is currently being terminated

The local page is in PTC and does not have an output message for this session; it is
necessary to wait for the restart of the local service to establish the session.

PEND RS is being processed

The job-submitting service is active

The job-submitting user is not available

It is necessary to wait for the restart of the local service to establish the session
Terminal pool is generated at another BCAM application

Connection request from VTSU rejected, for instance because of unsupported PTYPE or
incorrect connection letter

The connection request for an LTERM partner generated with PTYPE = *ANY is rejected
because the type of the calling terminal or printer is not supported.

Connection request of a printer for a PTERM partner generated with PTYPE = *ANY and
USAGE=D is rejected.

An invalid MUX protocol version is suggested on setting up the MUX connection.

The connection has not yet been completely cleared down, or the MUX session is still in
"RELEASE-PENDING" status.

Connection request refused by RSO, for instance because the printer is not known to RSO

A connection cancel request occurred while waiting for confirmation of the establishment of a
connection

PTERM/CON was deleted by the administration
A PTERM with the name of the multipool LTERM has already been generated.
Rejected socket connection setup.

Rejected confirmation of connection setup since the connection was interrupted in the interim.
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K037

K038

K039

K040

K041

K042

X'5B'*) = Error in calling up the ICO function for converting the computer names (see K037).
X'60'*) | The SSL proxy used an invalid address to connect to the UTM application.

X'61'*) | A connection request from the SSL proxy is rejected by UTM because of a shortage of
resources

The values indicated by *) only applies on BS2000 systems
This message, which is normally output to SYSLOG, helps to detect problems arising at connection setup.

For message output, the &REAL1 insert is edited in printable form while at the program interface with
MSGTAC / SYSLOG it appears in hexadecimal form.

Host name mapping: &HST1 to &HST2

UTM uses this message to provide information about the assignment of real to local computer names or
vice versa. The message is output every time the name is converted.

The complete message K037 in the SYSLOG file has the following inserts:

&HST1 Long or short computer name for which the assigned name is to be determined

&HST2  Short or long computer name that is assigned to the name in &HST1.

If equals signs are returned in &HST?2 instead of a computer name, this means that the name
conversion call was unsuccessful.

&RSLT Indicates whether or not the name conversion was successful:
Y: The name conversion was successful

N: The name conversion was not successful

&RCHX If &RSLT has the value ‘N’, a 4-byte long return code for the system function is output in this
insert.

The following values are important:

X'00 01 81 08' means that a BCAM version less than V24 is being used. However, name
conversion is only supported from BCAM V24 onwards.

X'00 01 03 55' means DNS name not found

X'00 01 08 55' means DNS/FQDN name not found

Syntax error &SYN

Startparameters &STRTPAR1 and &STRTPAR2 are mutually exclusive
Warning level &WLEV for &PGPOOL no longer exceeded

Warning level &WLEV for &PGPOOL exceeded

Error reading start parameters from SYSDTA
This message is also output if no 2nd END command was specified.
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K043 DMS error &DMSE for file &FNAM

The DMS error code is output in insert DMSE.

K044 Please enter start parameters

K045 --- No message text ---

The only destination permitted for this message is MSGTAC; therefore no message text is defined for this
message.

The message is output when a message output in acknowledgment mode is terminated with a positive
print acknowledgment.

No default destination is defined for this message.

K046 Print error: &PALTRM / &CID / &DPID / &ERPRT

The message is output only for printers that are assigned to a printer control terminal. It is primarily
intended for programmed error handling with the help of the MSGTAC program unit.

Further inserts of this message are: &PTRM, &PRNM, &BCAP, &LTERM, &IMSG2, &GNDATE, &GNTIME
The message is output in the following cases:

® termination of a printout with negative print acknowledgment
® repetition of a printout (in addition to the K022 message)

® connection setup to a printer is rejected by BCAM (negative COMPLETION announcement).

No default destination is defined for this message.

The &ERPRT insert provides information on the error. Independent of this, the &IMSG2 insert gives
further information.

&ERPRT Meaning and contents of &IMSG2

A Negative print acknowledgment. If the printer sends a logical print acknowledgment (return
message), &IMSG2 contains the first 32 bytes of this acknowledgment (possibly padded
with spaces).

The exact structure of this print acknowledgment is described in the appropriate equipment

user guides.
R Repetition of a printout. &IMSG2 has no meaning.
C Connection setup is rejected by BCAM (negative COMPL announcement). &IMSG2

contains BCAM INFOWORD and BCAM USERREASON.

K047
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Invalid SVC 134 call (SVC for UTM): opcode = &OPCD1, RC = &RTCD

UTM outputs the message K047, if UTM SVC (SVC 134) cannot be processed successfully. The
message contains the inserts &OPCD1 and &RTCD.

The insert &OPCD1 contains the KDCS operation code, which is 4 bytes long and can be printed. It is
known by the KDCS calls. There are also internal UTM operation codes, e.g. 'STRT’ (see description of
UTM Diagarea).

Insert &RTCD is the edited return code (8 characters, hexadecimal representation). The return code is set
by UTM or by DSSM.

UTM SVC (SVC 134) return codes

UTM is the source of return codes with a value 000000nn. These codes have the following meaning:
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nn  Meaning
04 | lllegal ROOTDATA address (UTM errorl).

08  lllegal ROOTDATA version. Possible cause:
Modules which do not suit the openUTM version in the UTM macro library were linked to the
application from SYSLNK.UTM.070.

0C | Invalid parameter list address (UTM error).

10 | Invalid KDCS parameter area address UTM error. If the include files made available by openUTM
for the KDCS parameter areas are used, this is a UTM
error. If user-defined areas are used in the program unit for the KDCS parameter area, this is a
user error.
Action: check the alignment and address of the parameter area

14 | lllegal KTA address in ROOTDATA, possibly due to:

® UTM error

® KDCS call in START-EXIT program unit
® KDCS call in SHUT-EXIT program unit
® KDCS call after UTM Term Application

18 | lllegal contents in KTA header.
Possible causes:

® UTM error
® KDCS call in START-EXIT program unit
® KDCS call in SHUT-EXIT program unit

1C  Application names in ROOTDATA and KAA do not match, or illegal KAA header (UTM error).
20 | Application names in ROOTDATA and KTA do not match (UTM error).
24 | Parameter list address not aligned with word boundary (UTM error).

28 | KDCS parameter area not aligned. If the include files made available by openUTM for the KDCS
parameter areas are used, this is a UTM error. If user-defined areas are used in the program unit
for the KDCS parameter area, this is a user error (alignment with halfword boundary).

Action: check the alignment and address of the parameter area.

2C | Field SVC return code is not preset with X’FFFFFFFF’ (UTM error).
*)

FF | SVC call could not be passed to the UTM subsystem.
*) | Cause: UTM was not defined or loaded as a subsystem.

L 1n the case of return codes of the UTM error type notify Software Support.
*) on BS2000 systems only
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00mmFFFF return codes:

This return code is set by either UTM or the BS2000 DSSM (see the "Executive Macros" manual,
standard header). Possible values and reasons:

mm Meaning

01

03

04

41

82

For UTM SVC an incorrect value was specified for UNIT or FUNCTION in the standard header
(UTM errorl).

Interface version in the standard header is not supported by the operating system. Action: Check
subsystem definition.

Parameter list, specified with SVC call is not aligned with word boundary (UTM error).

UTM has not yet been loaded as a subsystem (CREATIM=ONCREA), or the load library for UTM
does not contain the complete system code of UTM V7.0.

When a new application or a new application task is started, it is discovered that the system
administrator has put the UTM subsystem into DELETE or HOLD status.

Ln the case of return codes of the UTM error type notify Software Support.

K048 No additional UTM task can be created
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5.1.2 Messages K049 - KO70

K049 Error &RCCC2 during application startup

UTM issues message K049 whenever the start of a UTM task is aborted due to an error, and the error
code &RCCC2 shows the cause of the error.
The table below lists the possible error codes together with error causes and possible error recovery

actions.

Start error codes

Code

2

8 %)

9%

10

11

12

Error cause

There is not enough space available for the ROOTDATA area.

The ROOTDATA area is not allocated or the string
,ROOTDATA!' is not available.

KDCROOT and the UTM system modules are of different
versions.

Application cannot be signed on to Name Manager.

The start of a follow-up task is aborted due to abortion of the
start of the first task.

The user‘s message module is not consistent with the
message module of the UTM system code (e.g. incorrect
number of inserts).

An attempt has been made to start UTM tasks both in dialog
and in batch mode.

Insufficient space for the fixed section of KAA or for the KDCA-
FCB.

The request of a UTM task for 4K of class 6 memory has been
rejected.

Error at first OPEN call for the KDCA file of KDCFILE, possibly
due to incorrect FILEBASE name specification in start
parameters. Possible cause in UTM cluster applications: An
online import is running for the node that is to be started.

DMS error when reading first KAA page from the KDCA file.

Response

Check UTM generation
and system configuration

Reconcile openUTM
versions

Reconcile openUTM
versions

System error; please write
PR and notify Software
Support

See error code of 1st task

Correct message module
and link UTM application
again

Start follow-up tasks in the
same mode as the 1st task

System error; please write
PR and notify Software
Support

Check

BS2000 generation and
memory requirements of
the UTM application

See DMS error code

See DMS error code
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13

14

15

16

17

18

20

21

22

23

24

25

26

27

DMS error when reading first or last check page of KDCA file;
the file cannot be used.

The openUTM version in the KAA (KDC Application Area)
which is read from the KDCFILE does not match the version of
the UTM system code.

The error can occur if you attempt to run two UTM applications
having the same name in different openUTM versions in
parallel.

KDCDEF and UTM code inconsistent with respect to KAA
structure.

KDCDEF and UTM system modules are of different versions.

Before the start KDCFILE was processed by KDCUPD, which
terminated abnormally

The KDCFILE in a follow-up task does not have the same
generation time as the first task.

The memory pool for KAA cannot be reserved in class 5
memory by the first task of the UTM application due to
insufficient address space.

A follow-up task of a UTM application is unable to link up with
the KAA memory pool due to insufficient address space.

DMS error when reading an NSR page in KAA.

A KAA NSR page has been destroyed, the KDCA file can no
longer be used.

DMS error when reading an SR page in KAA.

A KAA SR page has been destroyed, the KDCA file can no
longer be used.

At least one program for a generated event function is missing
or an event-driven service is missing; i.e. the program is
neither linked nor can it be loaded

KCSBKAA returned a bad return code.
Error during initialization of the SYSLOG data in the KAA

Make copy or regenerate
with KDCDEF

Change name of an
application (MAX
APPLINAME-=...)

Regenerate with correct
KDCDEF

Reconcile versions

Make KDCFILE consistent
by means of either
KDCUPD or KDCDEF

Start follow-up task with
same KDCFILE file as first
task

Check attributes of the
BS2000 user name, e.g.
ADDRESS-SPACE-LIMIT,
and the MPOOL statement

As for 20

See DMS error code

Regenerate with KDCDEF

See DMS error code

Regenerate with KDCDEF

Transfer program to the
library specified at UTM
generation and relink if
necessary

Write problem report
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28

29

30

31

32

33

34

35

36

37

During a (follow-up) start of the UTM application an
inconsistency in the database generation between KDCFILE
and ROOT was detected. The error occurs when KDCFILE and
ROOT source are incompatible. UTM rejects this in order to
avoid consequent errors.

® The administration program unit (KDCADM) is missing or
® TAC KDCSHUT is not generated.

The request from a UTM task for a contiguous area for the
task-specific UTM tables (= KTA) in class 5 memory has been
rejected

An attempt has been made to start more tasks than have been
generated or set via administration..

Bad return code from KCSBKTA (KCSSLOG may not have
been able to initialize the SYSLOG data in the KTA).

UTM refuses to start more tasks for the UTM application
because the latter has already terminated (normal or abnormal
termination).

The KDCFILE in a follow-up task does not have the same KAA
size as the first task.

While dynamically loading the application program, UTM
detects that the UTM application is being aborted.

Error in Name Manager call for a follow-up task of an UTM
application.

Number of tasks to be started insufficient for PGWT processing
or for a UTM cluster application

Generate KDCFILE and
ROOT with the same start
parameters

¢ Add the KDCADM
program to the UTM
generation and add to
the UTM application

® Generate TAC
KDCSHUT

Check attributes of the
BS2000 user name, e.g.
ADDRESS-SPACE-LIMIT,
and memory
requirements; reduce KTA
by changing KDCDEF
operands (e.g. check MAX
TRACEREC=)

User error

Write problem report

Usual action

Start follow-up task with
same KDCFILE file as first
task

Usual action

System error; please notify
Software Support

Start at least 2 tasks
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38 %)

39

40

41

42 %)

43 %)

44

45

46 )

47

48

49 %)

The task has already signed on to the Name Manager but with
invalid KAA or KTA address.

This error occurs if the application start terminated with errors
(xx) and the application program is subsequently restarted with
the same task.

UTM terminates the task abnormally due to a suspected loop in
the start procedure.

When dynamically loading the application program, UTM
detected that the UTM generation has been illegally changed.

Number of entries in the program, load module or message
module tables in ROOT and in the KDCFILE do not match (see
K072 message)

A program or load module attribute in ROOT and in the
KDCFILE do not match (see KO73 message).

The task has failed to create a slot for the taskservice table
due to insufficient address space.

The slot should be created in a memory pool in the class 5
memory.

ROOT and KDCFILE do not match with regard to the
sequence of the user message modules.

The generations of KDCFILE and ROOT do not match with
regard to the maximum length of the messages to/from clients.
(KDCDEF statement MAX TRMSGLTH)

Error in KCSLKLC when setting a TAC class lock

UTM cluster application: A follow-up task was started with
different cluster filebase specifications from the first task.

The generations of KDCFILE and ROOT do not match with
respect to the use of BLS.

Error while initializing buffer management in start case 1 or 2.

The version number of the phase started in a follow-up task is
different to that of the phase of the first task.

Check start procedure

Check start procedure and
UTM generation

Generate KDCFILE and
ROOT with the same start
parameters

Generate KDCFILE and
ROOT with the same start
parameters

Check attributes of the
BS2000 user name, e.g.
ADDRESS-SPACE-
LIMIT, and memory
requirements of the
UTM application

Generate KDCFILE and
ROOT with the same start
parameters

Generate KDCFILE and
ROOT with the same start
parameters

Increase parameter MAX
RESWAIT= (...,time2)

Start first task and follow-
up task with same start
parameters

Generate KDCFILE and
ROOT with the same start
parameters

Increase the virtual
address space. If this does
not help, write problem
report.

Supply phase of first task.




50

51

52

53

54

55

56

57

58

59

60

The first UTM task is trying to set up the cache memory pool,
or a follow-up task is trying to link up to it. This is not possible
due to insufficient address space. The memory pool should be
created in the class 5 memory.

The file is not a KDCDEF file; for file name see K082
message (possible cause: KDCDEF from older version)

The file has been inadvertently replaced by another KDCFILE
file, e.g. pool file instead of KDCB file; for file name see K082
message.

The file does not match the KDCA file (e.g. different KDCDEF
time); for file name see K082 message; for details on the error
cause see the log in SYSOUT

The consistency check shows that the file has been destroyed.
Possibly a version mix. For file name see K083 message

DMS error with KDCA/KDCB file
DMS error with page pool file
DMS error with restart file

Error in conjunction with the SYSLOG file to be made available
by the user. Possible causes:

® Neither the link name SYSLOG nor a file generation group
with the name basename.SLOG exists. Message K043
is additionally output.

® Size monitoring was generated (MAX SYSLOG-SIZE), but
the SYSLOG made available is not a file generation group.

Error when opening SYSLOG file

Error during sign-on of the UTM application or follow-up task to
BCAM or socket. For exact error cases see BCAM info word in
message K065 (default destination SYSLOG) or message
K154 (default destination SYSLOG) for application name with
T-PROT=SOCKET.

User error or system error.

Check attributes of the
BS2000 user name, e.g.
ADDRESS-SPACE-
LIMIT, and memory
requirements of the UTM
application

Supply or generate correct
file

As for 51

As for 51

As for 51
Check versions

See DMS error code

Check start procedure,
SYSLOG file and UTM
generation

See DMS error code

Evaluate K065 or K154 in
the SYSLOG file; for
contents of the BCAM
word info, consult
Systems Support
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61 %)

62

63 *)

64

65

69**)

70

71%)
72
73%)

74

75
76
77

79

When signing on to BCAM or socket, a continuation application
task is informed that it is the first task; this error may occur if
the UTM application was previously terminated by a BCAM
command (e.g. BCLOSE) and a task of that UTM application
was not able to terminate, e.g. because it was processing a
long transaction or was waiting for the database to be

loaded (1st task of the UTM application).

As for 70.

The number of TCB entries in the KAA is not the same as in
ROOT.

A request from the first task of the UTM application for a work
area of 8K of memory made during warm start is rejected

As for 64 (length = task no. * 2K)

KDCFILE and ROOT do not match regarding the OSI-TP
generation.

Possible causes: a new KDCFILE was created (new: with OSI-
TP, old: without OSI-TP), the UTM application could not be
relinked or the ROOT source could not be recompiled.

The first task of the UTM application has detected inconsistent
data in KDCFILE during warm start.

As for 70.
As for 70.
As for 70.

Database problem with DB status check during restart; error
cause KU. is output, see KCRCDC error codes

As for 70.
As for 70.
A user ID for an open asynchronous service could not be found

A UTM task requests, but is not allocated class 6 memory.

Check if application tasks
are still present in the
system; load database

if necessary; then restart

As for 70.

Regenerate KDCFILE and
/or ROOT

Check system generation
and UTM generation

As for 64

Regenerate, compile
ROOT and link.

System error; please write
PR and notify Software
Support, regenerate
KDCFILE with KDCDEF

As for 70.
As for 70.
As for 70.

Correct database, restart
the UTM application

As for 70.
As for 70.
Write PR.

Check attributes of the
BS2000 user name, e.g.
ADDRESS-SPACE-LIMIT,
and memory requirements
of the UTM application.
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80

81

82

83

84

85

86

89 *)

90

91

92

93

The first task of the UTM application has detected inconsistent
data in KDCFILE when setting up the page pool map.

As for 80.

Database problem when erasing DB status information; error
cause KUxx is output, see KCRCDC codes.

Database problem when rolling back a DB transaction; error
cause KUxx is output, see KCRCDC codes.

The task attempts to create a slot for an OSI service table. This
attempt is unsuccessful due to a lack of memory space. The
slot should be located in a memory pool in class 5 memory.

The task has failed to create a slot for an open service due to
insufficient address space. The slot should be located in a
memory pool in class 5 memory.

The 1st task of the UTM application has detected unallocated
page pool pages in the cache (during warm start)

Error during name manager call for the UTM application’s first
task

Error when starting an open distributed asynchronous service

Error when starting XAP-TP.
A full description of the error can be found under message
K124.

No free NODE table was found during a restart for OSI-TP with
XAP-TP.

A user ID for a transaction which has not yet terminated was
found during a restart for OSI-TP with XAP-TP.

System error; please write
PR and notify Software
Support, regenerate
KDCFILE with KDCDEF

As for 80.

Correct database, restart
the UTM application

Correct database, restart
the UTM application

Check attributes of the
BS2000 user name, e.g.
ADDRESS-SPACE-
LIMIT, and memory
requirements of the UTM
application.

Check attributes of the
BS2000 user name, e.g.
ADDRESS-SPACE-
LIMIT, and memory
requirements of the UTM
application.

System error; please write
PR and notify Software
Support

System error; please write
PR and notify Software
Support

System error; please write
PR and notify Software
Support

System error; please write
PR and
notify Software Support

System error; please write
PR and notify Software
Support

System error; please write
PR and notify Software
Support
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94

95 **)

96 **)

97 **)

98 **)

99

100

101

102 *)

103

104

105 *)

106 *)

An inconsistent NODE table was found during a restart for OSI-
TP with XAP-TP.

DMS error while writing a UTM cluster file (start case 1)

A UTM cluster file does not correspond to the cluster
configuration file, e.g. different generation time.

File name, see K082 message.

For details on the cause of the error see the log message in
stdout .

DMS error while writing a cluster file (operation code
CL_FIRST_NODE)

The KDCFILE does not correspond to the cluster configuration
file, e.g. different generation time.

File name, see K082 message.

For details on the cause of the error see the log message in
stdout .

Database problem when starting via IUTMDB: Database
system not available.

An inconsistency was detected between KDCFILE and ROOT
while starting the UTM application in the KB length.

An inconsistency was detected between KDCFILE and ROOT
while starting a follow-up task in the KB length.

An inconsistency was detected between KDCFILE and ROOT
while restarting the application program in the KB length.

An inconsistency was detected between KDCFILE and ROOT
while starting the UTM application in the NB length.

An inconsistency was detected between KDCFILE and ROOT
while starting a follow-up task in the NB length.

An inconsistency was detected between KDCFILE and ROOT
while reloading the application program in the NB length.

An inconsistency was detected between KDCFILE and ROOT
while starting the UTM application regarding the use of the
SQL features.

System error; please write
PR and notify Software
Support

See DMS error code

Use the correct UTM
cluster file or regenerate
the UTM cluster
application.

See DMS error code

Use the correct KDCFILE
or regenerate the
KDCFILE.

Check generated
database systems

Create KDCFILE and
ROOT with the same
generation parameters

Create KDCFILE and
ROOT with the same
generation parameters

Create KDCFILE and
ROOT with the same
generation parameters

Create KDCFILE and
ROOT with the same
generation parameters.

Create KDCFILE and
ROOT with the same
generation parameters.

Create KDCFILE and
ROOT with the same
generation parameters.

Create KDCFILE and
ROOT with the same
generation parameters.
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107 *)

108 *)

109

110

111 %)

112

113 *)

115

116

117 #)

118 **)

An inconsistency was detected between KDCFILE and ROOT
while starting a follow-up task regarding the use of the SQL
features.

An inconsistency was detected between KDCFILE and ROOT
while reloading the application program regarding the use of
the SQL features.

An inconsistency was detected between KDCFILE and ROOT
while starting the UTM application in the number of databases.

An inconsistency was detected between KDCFILE and ROOT
while starting a follow-up task in the number of databases.

An inconsistency was detected between KDCFILE and ROOT
while reloading the application program in the number of
databases.

The first task in the UTM application (start case 1) detected an
inconsistency with respect to the database types (only possible
in the case of UTM-S applications and a subsequent start).

When a follow-up task was started, an inconsistency with
respect to the database types was detected (only possible in
the case of UTM-S applications and a subsequent start).

An inconsistency was detected between KDCFILE and
ROOT in the type of database or the database entries while
starting the UTM application .

An inconsistency was detected between KDCFILE and
ROOT in the type of database or the database entries while
starting a follow-up task .

An inconsistency was detected between KDCFILE and ROOT
in the type of database or the database entries while reloading
the application program.

UTM cluster application: Error reading filebase name of
KDCFILE from the cluster configuration file

Possible causes:

®* memory bottleneck

® error accessing cluster file

® invalid cluster file

® own node not found

For more details, see message K043 and K190

Create KDCFILE and
ROOT with the same
generation parameters.

Create KDCFILE and
ROOT with the same
generation parameters.

Create KDCFILE and
ROOT with the same
generation parameters.

Create KDCFILE and
ROOT with the same
generation parameters.

Create KDCFILE and
ROOT with the same
generation parameters.

Create KDCFILE and
ROOT with the same
generation parameters.

Create KDCFILE and
ROOT with the same
generation parameters.

Create KDCFILE and
ROOT with the same
generation parameters.

Create KDCFILE and
ROOT with the same
generation parameters.

Create KDCFILE and
ROOT with the same
generation parameters.

See message K043 or
K190; correct start
parameters or UTM
generation if necessary
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119 **)

120 **)

122 *)

123 **)

125 *)

127 **)

128 *)

130 **)

131 **)

132 **)

133 **)

134 **)

135 **)

136 **)

137 **)

UTM cluster application: The KDCFILE was generated as a
UTM cluster application but no CLUSTER-FILEBASE start
parameter was specified.

UTM cluster application: The KDCFILE was not generated as a
UTM cluster application but a CLUSTER-FILEBASE start
parameter was specified.

UTM cluster application: Error editing the cluster configuration
file for initialization of the KAA

UTM cluster application: Error registering node

UTM cluster application: The sequence of node names in the
KDCFILE is different from that in the cluster configuration file.

UTM cluster application: Error opening cluster user file on start
of first process in application (start case 1)

UTM cluster application: Error opening cluster user file on start
of a follow-up process in application (start case 2)

UTM cluster application: Error requesting start lock for
serialization by KCSCONS (start case 1)

UTM cluster application: Error opening administration journal
files on start of a follow-up process in application (start case 2)

UTM cluster application: Error opening cluster administration
journal files when reloading the application program after a
program replacement (start case 3)

UTM cluster application: Error creating administration journal
files on start of first process in application (start case 1)

UTM cluster application: Error writing online copy on start of
first process in application (start case 1)

UTM cluster application: Error processing online copy on start
of first process in application (start case 1)

UTM cluster application: Error editing cluster user file on start
of first process in application (start case 1)

UTM cluster application: Calling KCCCTRL with operation code
REGISTER_NODE returns an unknown return code.

Correct start parameters

Correct start parameters

See message K043 and/or
K190

See message K043 and/or
K190

Correct the UTM
generation; Regenerate
the KDCFILE and, if
necessary, the UTM
cluster files

See message K043 and/or
K190

See message K043 and/or
K190

See message K043 and
K190

See message K043 and
K190

See message K043/K190

See message K043/K190

See message K043 and/or
K190

See message K043/K190
and/or
K174

See message K043 and/or
K190

System error, please write
problem report and inform
Software Support.
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138 **)

139 **)

140 *)

141 **)

142 **)

143 **)

144 **

145 **)

146 **)

147 *)

148 **)

149 **)

150 **)

UTM cluster application: Calling KCCJCTL with operation code
WRITE_JOURNAL_PI returns an incorrect return code.

UTM cluster application: No lock was requested for start
serialization.

UTM cluster application: Error concluding registration of node
at cluster

UTM cluster application: Calling KCCJCTL with operation code
JFCT_SET_KAA_INFO returned an incorrect return code.

UTM cluster application: Calling KCCJCTL with operation code
JFCT_GET_KAA_INFO returned an incorrect return code.

UTM cluster application: Error opening administration journal
files on start of first process in application (start case 1)

UTM cluster application: Error processing administration journal

UTM cluster application: Calling KCCJCTL with operation code
JFCT_SET_KAA_INFO returned an incorrect return code.

UTM cluster application: The runtime configuration of the node
application that is to be started does not match the runtime
configuration of the running node applications.

UTM cluster application: Global administration actions should
be processed in the warm start. However, the administration
journal files cannot be opened.

UTM cluster application: Global administration actions should
be processed in the warm start.
Internal error when reading journal files.

UTM cluster application: Internal error when cleaning up node-
specific information in the journal files.

UTM cluster application: Error opening administration journal
files on start of first process in application (start case 1)

System error, please write
problem report and inform
Software Support.

System error, please write
problem report and inform
Software Support.

See message K043 or
K190

System error, please write
problem report and inform
Software Support.

System error, please write
problem report and inform
Software Support.

See message K043 and
K190

System error, please write
problem report and inform
Software Support.

System error, please write
problem report and inform
Software Support.

See message K174

Check whether the
administration journal files
exist, see message K043
/K190

System error, please write
problem report and inform
Software Support.

System error, please write
problem report and inform
Software Support.

See message K043 and
K190
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151 **)

152 *)

153 **)

154 **)

155 **)

156 **)

157 *)

158 **)

161 *)

162 *)

164 **)

165 **)

166 **)

167 *)

168 **)

169 *)

UTM cluster application: Error requesting lock for start
serialization of nodes (during warm start).

UTM cluster application: Error requesting lock for start
serialization of nodes

UTM cluster application: Cluster page pool control file defective.

UTM cluster application: Error opening the LOCK file on the
start of a follow-up process in application (start case 2)

UTM cluster application: Error opening the LOCK file on the
start of the first process in application (start case 1)

UTM cluster application: Error opening the LOCK file on the
start of a follow-up process in application (start case 2)

UTM cluster application: Error while checking the cluster GSSB
file

UTM cluster application: Error while checking the cluster ULS
file

UTM cluster application: Error while releasing the ULS locks in
the cluster ULS file

UTM cluster application: Error while releasing the GSSB locks
in the cluster GSSB file

UTM cluster application: Error while opening the LOCK file on
warm start

UTM cluster application: On the warm start of a node
application, it was not possible to lock the cluster lock file in the
generated time.

UTM cluster application: Internal error when rolling back a
transaction in PTC state during node recovery.

UTM cluster application: Internal error when outputting existing
transactions in PTC state during node recovery.

As for 167.

UTM cluster application: An attempt was made to perform a
node recovery for a node application that terminated normally.

See message K043 or
K190

See message K043 or
K190

See message K190

See message K043

See message K043

See message K043

See message K043 or
K190

See message K043 or
K190

See message K190

See message K190

See message K043

Repeat the UTM
application start operation

System error, please write
problem report and inform
Software Support.

System error, please write
problem report and inform
Software Support.

As for 167.

Check whether the
incorrect node was
specified in the start
parameter.
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K050

K051

K052

K053

K054

170 **) = UTM cluster application: Cluster page pool and KDCFILE Regenerate all the UTM

generated with different BLKSIZE. cluster files.

171 **)  UTM cluster application: A node recovery was started in a Start node recovery in
dialog. batch operation.

172 **)  UTM cluster application: Error while locking a cluster user file See messages K043 and
when starting the first process in application (start case 1) K190

173 *) | The UTM application is generated with BCAMAPPL with Catalogue the job-
TPROT=(SOCKET,...,SECURE), but no job-variable with the variable or change the
filebase name is catalogued. configuration of the UTM

application

The codes marked with *) only appear on BS2000 systems and the codes marked with **) only appear on
Unix, Linux and Windows systems.

Successful warm start for application &APPL under UTM &VERS / &0ST1

Successful cold start for application &APPL under UTM &VERS / &0ST1

The messages K050 and K051 are output after the successful startup of the application. The insert
&VERS contains the openUTM version, &OST1 the type of operating system and &BMD1 the bit mode (32
164).

Both messages have the additional inserts &AMOD, & TERM, &ATYP and &FNOD which are not
contained in the default message text; these have the following meanings:

&AMOD contains the application mode of the application:
"S" in the case of UTM-S
"F" in the case of UTM-F

&TERM contains the termination type entered in the KDCFILE at application startup; the following values
are possible:

"C": The KDCFILE was created anew with KDCDEF.

"U": The KDCFILE was updated with KDCUPD.

"N": The last application run was terminated normally.

"A": The last application run was terminated abnormally.

&ATYP contains:
"C" in the case of a UTM cluster application
"S" in the case of a standalone application

&FNOD contains:

" " (blank) in the case of a standalone application

"Y" on the startup of the first node application in a UTM cluster application

"N" on the startup of each subsequent node application in a UTM cluster application

Startup completed - task & TASK activated for application &APPL, System-Task: &STSK

&STSK specifies whether (Y) or not (N) the task is a system task.
New user log file created; old user log file contains &CNTR records.

Copies of the user log files are not identical.
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K055 Asynchronous service &ATACL1 terminated by UTM; KCRCCC=&RCCC; KCRCDC=&RCDC,;
USER=&USER; LTERM=&LTRM

K056 Task &TASK terminated

K057 Application run terminated

K058 Abnormal termination of task &TASK
K059 Abnormal termination of application run

K060 Application run aborted; reason = &TRMA

UTM creates a memory dump whenever a UTM application is aborted or a dump requested. Such a dump
is produced for eachtaskof the application (see chapter “The UTM dump”).

The insert &TRMA describes the reason (TRMA reason) for the termination. You will find this six-
character code in the file name of the dump file (see chapter “The UTM dump”).

The TRMA reasons of the individual tasks in a UTM application are generally not identical. The TRMA
reason of the task which is the first to initiate the application termination identifies the reason for the
termination of the application. The TRMA reasons of the follow-up tasks, so-called continuation dumps,
are of subsidiary importance.

A list of the termination codes, an explanation, and, if required, recommendations for changing the
application's configuration can be found in section “UTM dump error codes”.

For a more detailed diagnosis, please also see the most recent K190 messages.
K061 Dump file &FNAM created

K062 Dump file could not be created.

K063 Formatting error 8RCF1A/&RCF2A for format &FMTN, asynchronous message for LTERM = &LTRM

K064 Message with length &IMSLTH discarded: &PTRM/&PRNM/&BCAP/&LTRM &DEVC &FIL1A &FIL2A
&FIL3 &VTRC &CBRC &IMSG2 &REA1

Meaning:
1. Aninvalid or unexpected announcement was received at the work bourse. In this event, insert &REA1

has a value of X‘05‘ and insert &IMSG2 contains the announcement received.

2. A message from an LTERM partner has been received which is logically inconsistent for UTM. One of
the following reasons apply:
The message does not comply with the strict dialog, or

VTSU-B reports an error when processing a physical message from a terminal or a printer. The
message contains as inserts a 4-bytes return code which VTSU passed to UTM and the return code
which VTSU passed in the VTSUCB.

Or
a message with an invalid protocol was received from a UPIC or socket client.

3. A message which does not contain a valid transmission header was received from an LU6.1 partner.
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For diagnostic purposes, the first 32 characters of the message are output. For an invalid USP protocol the

first 12 bytes of the USP protocol are output filled with binary zero.

Note: If the message length is less than 32, parts of an earlier message may also be output. These
characters can partly be remnants of an earlier message, with length < 32 or K-key.

The standard record output to SYSLOG has the following structure:

Inserts

&IMSLTH

&DEVC

&FIL1A

&FIL2A

&FIL3

&VTRC

&CBRC

&IMSG2

Meaning
Total length of input message

Terminal or printer type; the codes can be taken from the macro DCSTA with TYPE=TCHAR.

Status of the application; possible values
X'02' = start phase

X'03' = normal run

X'04' = shut warn

X‘05' = shut grace

X'07' = fast shut

X'08' = term application

Status of the client or printer:

X'00' = Connection clearing down

X'01' = Connection not established

X'02' = UTM waiting for the completion of the a connection set up
X'03' = Connection established, user not yet signed on

X'04' = UTM waiting for a password to be entered

X'05' = UTM waiting for a password to be entered

X'06' = UTM waiting for a new password to be entered

X'07' = UTM waiting for an ID card to be inserted

X'08' = User accepted

X'09' = 2nd part of the sign-on service

X'0A' = for LTERM with USAGE=0: Printer connected, otherwise user logged on

Status of the physical terminal or printer (2 bytes), serves as a diagnostic aid in the event of
errors. The meaning of the individual bits may be found below.

VTSU return code
Return code in the VTSUCB

The first 32 characters of the message (in the case of stations the first 8 characters contain
the header of the station log)
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&REA1

Reason for K064 message:X'01' = Bad VTSU return code

X'02' = invalid function key

X'03' = no positive print acknowledgment

X'04' = bad return code from ISLP

X'05' = inconsistent input message

X'06' = LU6.1: The announcement length is shorter than the DCF in the transmission Header

X'07' = Input message for disconnected MUX connection

X'08' = inconsistent message from an LU6.1 partner

X'09' = UPIC input message with invalid protocol

X'0A' = inconsistent physical or logical acknowledgment

X'0B' = input message from a socket USP application generated as an output partner

X'0C' = unexpected GO signal received for a UPIC or socket connection
X'0D' = inconsistent message from the SSL proxy

X'OE' = message with invalid HTTP protocol received

X‘OF* = message with invalid USP protocol received

Meaning of the insert &FIL3:

byte A

Al A2 A3

byte B

Bl B2

The individual bits have the following meaning:

Bit

Al

A2

A3

Bl

B2

Value Meaning

1

0

Last output was unformatted

Last output was formatted

Waiting for transport or logical print acknowledgement
Last output was in extended line mod

Partner is a station (terminal)

Partner is an application

Partner is a dialog partner (client)

Partner is a Printer

K065 Net message: &PTRM/&PRNM/&BCAP/&LTRM &FIL1B &FIL2B
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The inserts &FIL1B and &FIL2B have the following meaning:

Inserts

&FIL1B

&FIL2B

Meaning

RSO return codecode

BCAM call or BCAM, UTM or RSO announcement type

BCAM info word, (see table "Values of the BCAM info word"), UTM announcement code or

&FIL1B is output in printable form. The values X’'EQ’, X’E2’and X'FO’ to X'FF’ indicate a UTM (timer)
announcement. The values are explained in the following table.

The values marked with *) only appear on BS2000 systems and the values marked with **) only on Unix,

Linux and Windows systems.

&FIL1B
X01 - X'4C

X'56’ *)

XEQ

XE2

X'FO’

XF1' - X'FA’

X'FB’

XFC - X
FE’

XFF’

Meaning
BCAM call or BCAM announcement 1

RSO announcement

Idle timeout for an LU6.1 session (see
KDCDEF statement SESCHA,
parameter IDLETIME)

Timeout on reception of message
fragments at a socket connection since
the message was not fully received
within the permitted period of 10
minutes (internal value)

UTM anno

UTM anno

UTM anno: Timeout waiting for an
acknowledgment from a printer or TS
application after sending a queued
message (see KDCDEF statement
MAX, parameter LOGACKWAIT)

UTM anno

UTM anno: timeout

Meaning of &FIL2B
BCAM, infoword (printable)

Asynchronous RSO return code (printable,
see K150), the value and meaning can be
found in the description of message K150 or
obtained from System Support.

no meaning

no meaning

If the first byte of &FIL2B is X'FD’, then a
shutdown announcement from MSCF was
received and the application terminates.

no meaning

no meaning

no meaning

The first byte in &FIL2B specifies the cause of

the timeout:
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1The value and meaning of the BCAM call and announcement can be obtained from the BCAM diagnostic documentation or System

Support

Values of the BCAM info word

X21

22

30’

X’
40’
to X
43

Expiry of the timer which monitors the
establishment of an LU6.1 session.
See KDCDEF statement UTMD,
parameter CONCTIME=(timel,....).

Expiry of the timer which monitors the
reception of the acknowledgment for a
queued message sent via an LU6.1
session. See KDCDEF statement
UTMD, parameter CONCTIME=(....,
time2).

Expiry of the PEND-KP timer. See
KDCDEF statement MAX, parameter
TERMWAIT or PGWTTIME.

Expiry of the PTERM idle timer. See
KDCDEF statement PTERM or
TPOOL, parameter IDLETIME or
KDCDEF statement MAX, parameter
PGWTTIME.

The table below the codes of the BCAM info word, their meaning and possible actions to recover errors.

There are two variants of BCAM info word. In the first column of the table, you find the values of the

BCAM info word (arranged in ascending order in byte 4) that are returned as the return code with a BCAM

call (&FIL1B < X'40"). In the second column you find the values of the BCAM info word (arranged in
ascending order in byte 1) that are returned in a BCAM anno (&FIL1B >= X'40").

Value
(Call)

00820004
0001xx08
00010014
00010108
00010208
00010308
00010408

00010508

Value
(Anno)

04000000

08000000

Meaning

BCAM not active

lllegal structure of parameter list:

Letter too long
CONNB not specified
NAME incorrect
APID not specified
DID not specified

NAME not specified

Actions

BCEND-DCSTART

Inform software maintenance staff
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00010608 PNAME not specified

00010708 CID not specified

00010808 LETAR not specified

00010908 TELAR not specified

00010A08 NBUFS exceeds maximum

00010B08 distribution code length=0

00010C08 distribution code length exceeds
maximum

00010D08 NGBS not specified

00010E08 GROB not specified

00010F08 distribution code not specified

00011008 distribution bourse ID not specified

00011108 APREF not specified

00011208 BLTH not specified

00011308 user buffer length = 0

00011408 TAKAR not specified

00011508 RTACK incorrect

00011608 telegram length = 0

00011708 LANNO incorrect

00011808 NBUFS not specified

00011908 EVENT incorrect

00011A08 RCCOD incorrect

00011B08 Number of routes outside

permitted limit

00011C08 OWNPN incorrect

0080000C ' 0C00000 @ Timeout Check partner

00400010 10000000 '@ No message received Create UTM BCAM trace

00010014 @ 14000000 @ Connection message too long Check structure of the connection
(letter too long) message

00010018 | 18000000 @ DISTAB error Inform software maintenance staff
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0480xx1C

0480011C

0480021C

0480031C

0480041C

0480051C

0480061C

0480071C

0480081C

0480091C

04800A1C

04800B1C

0840011C

0C40021C

1082001C

1440001C

04010020

08010020

0C010020

10010020

14400220

18400120

1C010020

1C040000

1C080000

1C0C0000

1C100000

1C140000

20000400

20000800

20000C00

20001000

20001400

20001800

20001C00

Resource bottleneck memory for
BCAM:

Data buffer

Reference

ACONCB or REQCB
APPCB

DISTAB

Name Manager
Interface flow control
Bourse

ENACB

ADDRCB-P

CID

Warning: BCAM will be terminated
BCAM will be terminated

Maximum number of predefined
applications has been reached

Waiting for GO signal

Application not yet known to
BCAM

Application known to BCAM under
another task

Application signed on to BCAM
exclusively through another task

Application already signed on with
BCAM under this task

Forced closure of the application

Forced closure of the application
with warning

Application is not active

Repeat call/enlarge memory with
BCMOD ask software maintenance staff
to examine data flow problems

If error recurs, inform software
maintenance staff

/BCMOD-MAXNPA=

Open application with BCAM

Repeat call with "correct" task

Reopen application

Reopen application

/BCACT application name
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20010010

24820020

28820020

2C010020

30010020

34010020

04010024

08010024

0C010024

10400024

14010024

18010024

1C820024

1C820124

1C820224

1C820324

30010024

20002000

20002400

20002800

20002C00

20003000

20003400

24000004

24000008

2400000C

24000010

24000014

24000018

2400001C

2400001C

2400001C

2400001C

2400002C

24000030

24000034

24000038

Application may not actively set
up connection

No further connections are
allowed for this application

No non-predefined application
allowed for this task

Application - password error
Call already issued by another task

Application may not work with
high priority

Partner has no connection
Partner already has a connection

The application has issued
another connection setup request
to a partner, but the partner has
not yet responded

Partner is already attempting to
set up connection

Connection request did not exist
or time elapsed

Partner not known

Partner processor not known

Partner processor not active
ROUTE not known
ROUTE not active

Partner does not accept the
connection request

Application may not actively set
up a connection

The partner has lost the
connection and will set it up again
immediately

Connection cleared down by the
partner

Increase number of connections with the
BCMOD command

Increase with BCMOD MAXNPT

Correct password

Repeat call with lower priority

Set up connection

Forget own connection request and
accept partner's connection request

Accept connection request within the
allotted time

Generate partner correctly

Check generation of BCIN partner
processor

/IBCACT
Check generation
/IBCACT

Generate DCM.BCAM.CON trace

Wait for connection setup
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4001xx24

40010124

40010224

40010324

40010424

00800028

0040002C

0020xx30

00800038

0001003C

O0001FFFF

0002FFFF

O0003FFFF

0004FFFF

2400003C

24000040

28000000

2C000000

30000000

34000000

38000000

3C000000

3C000000

3C000000

3C000000

3C000000

Forced closure of the application
by the operator

Inconsistent connection
parameters:

TELAR requested
telegrams not permitted

predefined connection: call
requires GROS=F or THRU=N

user data not permitted

Attempt input/output later

Message rejected after timeout

BCAM error

Inconsistent network address

Another input/output is currently
running

lllegal call

lllegal unit/function
Function not available
lllegal version

Incorrect parameter list

K066 Mandatory parameter FILEBASE not specified

Correct connection parameters

No acknowledgment for connection log:
Look for cause in destination processor,
Modify UTM parameters BRETRYNR in
KDCDEF

User problem / use more tasks with UTM

Take DUMP, create ASTRID TOTAL
dump

Re-establish connection

Repeat call/ if error recurs again turn on
DCM.BCAM.CON trace and make copy

Inform software maintenance staff
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K067 Error in interoperation with language connection module &MOD: error code = &ERCD1 &ERCD2; opcode
= &OPCD2

The inserts of the message have the following meaning:

&MOD Meaning

KDCCC Connection module for C

KDCCCOB @ Connection module for COBOL
KDCCASS @ Connection module for ASSEMBLER
KDCCFOR1 @ Connection module for FORTRAN
KDCCILC Connection module for ILCS
KDCCSPL Connection module for SPL

UTMPLIL Connection module for PL/I

UTMPAS Connection module for Pascal

&OPCD2 Meaning

INITIALISE Initialize the language environment
DEACTIVATE Release the language environment

STXIT-HANDLING ' STXIT handling via the language
S; XXXXXXXX Start the program unit " XXXXXXXX'

E; XXXXXXXX Execute the end handling routine for the program unit * XXXXXXXX'

The ERRORCODE is made up of 2 x 4 characters.

&ERCD1 Meaning and possible response
0000 Job has already been executed

0004 Job was not executed correctly
Provide error documentation and send to Software Support

0008 Error in application program

OOFF The language connection module for a generated language is not linked when the
application is started

The inserts in &ERCD2 supply additional information on errors that have occurred and are used for
diagnostic purposes.The meaning can be found in the manuals for the relevant programming languages.
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K068 Database connection module &DBCON version &DBV1 cannot interoperate with KDCDB macro version

K069

&DBV2

Disconnection : &PTRM/&PRNM/&BCAP/&LTRM/&REA4/&REA6/&COTM

The insert &REA4 indicates who initiated the connection cleardown. The insert &REA6 contains the
cause of the connection cleardown.

&REA4

B

other
&REAG6
X'00'
X'08'
X'09'
X'0A'
X'0D!
X'1A' %)

X'2A" %)

X'2F' ¥)
X'30' )
X'31'
X'32"
X'33'
X'34'
X'35'
X'36'
X'37' %)

X'38' *)

Meaning

Transport system reports connection cleardown

Connection lost for socket connection

Connection was cleared down by UTM, for reason see &REA6
Meaning

Reason not specified

Resource bottleneck

Connection cleared down

Application SHUTDOWN

Negative return code from transport system, see associated KO65 message.
Too many invalid sign-on attempts

Connection interrupted after an unencrypted message was received from the terminal on an
encrypted connection.

Closure of MUX session after the MUX transport connection had already been cleared down.

Connection cleardown by KCSMUX

Connection cleardown after KDCOFF

Connection cleardown after SIGN OF

Connection cleardown by the print administration

Connection cleardown by the administration

No messages for printer with PLEV > 0

Page pool warning level 2 exceeded on receipt of an asynchronous DTP message.
Connection cleardown after receipt of an incorrect status message from the terminal

Bad return code from VTSU-B or unencrypted message received although permanent
encryption was defined for the connection
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X'39
X'3A
X'3B"
X'3C
X'3D'
X'3E'
X'3F'
X'40
X'41"
X'42
X'43
X'44' *)
X'47

X'49'

X'4A'
X'4B'

X'4C'

X'4D'

X'4E'

X'4F'
X'50'
X'51

X'52'

X'53

Invalid function key

Connection cleardown by DTP with session not yet established
Connection cleardown by UPIC

Connection cleardown after unsuccessful sign-on attempt
Connection cleardown after unsuccessful sign-on service
Connection cleardown after timeout

Message fragment received

Negative transport or print acknowledgment

Unexpected protocol element

Inconsistent input message

Connection cleardown through new connection setup request
Connection cleared down after a negative acknowledgment from RSO.
Connection cleared down because IDLE timer timed out.

Socket - Connection cleared down because of invalid length of incoming message (negative
or >32000)

Socket - Connection cleared down because of invalid version in the protocol header
Socket - Connection cleared down because of invalid type in the protocol header

Socket - Connection cleared down after an error occurred while writing the message in the
message queue

Socket - Connection cleared down after timeout

Socket - Connection cleared down because of a length problem: The message generated is
larger than the generated maximum length (see the MAX TRMSGLTH operand in the
KDCDEF statement).

Socket - Connection cleared down because of unknown identifier in the protocol header
Socket - Connection cleared down because of invalid version minor in the protocol header
Socket - Connection cleared down because of invalid flag in the protocol header

Socket - Connection cleared down because the maximum possible number of fragments was
exceeded

Socket - Connection cleared down because of an invalid message type FRAGMENT at the
beginning of a message
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X'54'

X’56' *)

X'57'

X'59'

X'5A’

X'5C'

X'5D’

X'5F’

X'5F

X'60’ *)

X'61' *)

Socket - Connection cleared down because the last part of a fragment was missing.

Connection to RSO printer is shut down as the KDCS call FPUT/DPUT RP is not supported
by the current RSO version.

Cleardown of the connection to the client because insufficient processes are active to
continue the service normally after timeout at the PGWT bourse.

Connection cleared down by DTP while session established.

The socket connection was closed due to no longer supported USP protocol version 1.0
(minor version X'00") in the protocol header.

Inconsistency between the data length announced at the socket interface and the data length
actually received.

A message fragment of size zero was received as the first fragment on a socket connection

HTTP protocol error

As the HTTP request did not contain the header field CONNECTION: KEEP-ALIVE, the
socket connection to the HTTP client was closed by the server

A connection to the SSL proxy was closed during connection setup

The connection request for an SSL connection is rejected because no further SSL
connections can be managed.

The valus marked with *) only appear on BS2000 systems.

205



K070 USER/LSES inactive : &USER, &GLOBALSG

A value is only entered for the insert &GLOBALSG 'Cluster Global Sign' in UTM cluster applications. The
insert can have the following values:

&GLOBALSG ' Meaning

Y Global sign-off at the cluster
N Local sign-off at the node
T The global sign-off at the cluster was not successful because the cluster user file

could not be locked in the generated time.

F The global sign-off at the cluster was not successful because the user was not found
in the cluster user file.

S The global sign-off at the cluster was not successful because the user was not signed
on globally at the cluster.

0] The global sign-off at the cluster was not successful because the user was not signed
on globally at the cluster at this node.

" Sign-off for an LU6.1 session user or a connection user.
The message is output when a user signs off. The message also possesses the following inserts:

Insert Meaning
&COTM ' Number of seconds since &USER signed on at this connection

&CPTM | Elapsed CPU time in msec in the user ID &USER if only one user was currently signed on
under the user ID &USER. If multiple users have previously signed on
under &USER at different connections then the value also contains their elapsed CPU time.
The value is then reset to O.

If further users are still signed on under the user ID &USER then the value is 0.
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5.1.3 Messages K071 - K101

K071

K072

K073

K074

Internal Error in database connection &DBCON: operation=&OPCD1, error=&ERCD3, DB-trace-
info=&DBTRAC

The inserts have the following meanings:

&DBCON | Name of the connection module to the DB system
&OPCD1 DB operation code, see section “DB Diagarea”

&ERCD3 KCRCDC error code with the possible values KU04 through KU24, see section “Internal
return code KCRCDC”

&DBTRAC ' DB trace information. The possible values and their meanings are described in the
discussion of the relevant database system.
For UDS-DB system: Interpretation of DB trace information, see description of return
codes in the manual “UDS/SQL Messages”.
For the SESAM-DB system: see the manual "SESAM/SQL Database Operation", section
"Diagnostic information in the DB Diagarea of openUTM" in the chapter "Error recovery"

If the DB system is connected via the XA interface then the 4 DB trace information bytes
have the following meanings:

Byte 1 Resource Manager index (cf sequence in the start parameters)

Bytes 2 and 3 = Operation code of XA call, output hexadecimal and platform-dependent
(EBCDIC or ASCII), e.g. in the BS2000 system: (EBCDIC) X'9697' = C'op"
op = xa_open, en = xa_end etc.

Byte 4 Return code of XA call, output hexadecimal and platform-dependent e.g.
in the BS2000 system: FD = -3 = XAER_RMERR
There is a mismatch in the number of &STMT entries in ROOT and KDCFILE.

This message is output when it is recognized at the start of the application that the number of
programs and load modules in the ROOT and KDCFILE generation do not match. The start of the
application or the task is terminated with the message K049, code 40.

Response: regenerate ROOT and/or KDCFILE

The attribute &ATTR of &STMT &PROG in ROOT and KDCFILE does not match.

This message is output if when a task is started it is found that the entries of the LOAD MODULE table or
the PROGRAM table in ROOT and in the KDCFILE do not match. The first insert indicates the attribute in
which the entries differ.

The start of the application or the task is aborted with message K049, code 41.

Response: regenerate ROOT and/or KDCFILE

Program exchange completed; &CTYP &PROG &PVER

(see KO75)
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K075 Program exchange aborted by task & TASK; &CTYP &PROG &PVER

K074 or KO75 are issued after a positive or negative termination of a program exchange. The inserts give
information as to which part of the application program were exchanged or which part could not be
exchanged:

&TASK: TSN of the task for which program exchange was aborted.

&CTYP: APPL, Exchange of the entire application program
LMOD, Exchange of a load module

&PROG: Name of the load module (only when CTYP=LMOD)

&PVER: Version number of the load module (only when CTYP=LMOD)

K076 Error during asynchronous administration with transaction code &ADTC; KCRCCC=&RCCC,
KCRCDC=&RCDC

K077 Internal cluster communication with &PTRM/&PRNM/&BCAP/&LTRM successful: &CLSIGT
The message K077 is only output if test mode is active.

During internal cluster communication, a & CLSIGT message was sent to another node application.
&CLSIGT can have the following values:

&CLSIGT @ Meaning

1 Check the availability of the monitored node application (check alive request).

2 Check for changes in the cluster configuration

4 Administration job

8 Job to wake up one of the tasks waiting at a GSSB or ULS

16 Response to an availability query from the monitoring node application (check alive
response)

No action is required.

K078 &ERRNAME &ERRCODE: in &REA3

Message K078 is output by UTM in several different variants, depending on the event that has occurred.
The events can be subdivided into the following categories:

® |ICS messages

® Message on establishing connection to the DB system

® Messages when loading or exchanging programs

® STXIT messages

® Message (warning) on processing of start parameters
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IICS messages

K078 WRONG SPL-VERSION (NO ILCS)

This means that an incorrect SPL version has been linked in (<= V1.5): SPL does not establish ILCS-
compliant stacks.

Response: Link the program again with SPL version >= 2.0
K078 subcode: ERROR HANDLING IN module, RC = return code

This means that an internal error occurred when managing the ILCS stacks or on calling ILCS-internal
functions. The return code is also output if ILCS functions are called.
The subcode allows you to identify the phase in which the error occurred:

subcode = ILO1 - ILO9: Error during initialization
subcode = IL20 - IL29: Error during start/end of TP
subcode = IL30 - IL39: Error during stack management

The following table describes the errors for which subcode describes a user error. In all other cases, you
must write a problem report (PR) and contact systems support.

subcode  Modul Return | Precise meaning of &ERCD2
code
output?

ILO2 ITOINIT yes Error initializing ILCS.

User error if ILCS code is executed before UTM start code.
Response: set the ENTRY-POINT of the application to KDCRTST.

ILO8 KDCCILCI no An incorrect ILCS version was linked in. Version 1.5 or higher is
required.

K078 xxxx : UNRECOVERABLE ILCS ERROR OCCURRED - ILCS FUNCTION WITHIN NON-ILCS
PROGRAM UNIT.
Xxxx = SEUB/SELB/ASID/AHID
Meaning:

This message is output on termination of a program unit run. In a program unit with COMP=ASSEMB
/COB1, an ILCS object (source module) was compiled by an ILCS-compiler. However, the ILCS object
changes one of the fields for which xxxx stands in the central ILCS data area (ITOPCD). openUTM can
therefore no longer base itself on this data, and the application program is terminated.

Action:

You must either create an ILCS-capable program unit from your ASSEMB/COB1 program unit or adapt
the ILCS-capable object so that it does not use the ILCS.
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Message on establishing connection to the DB system

K078

K078
K078
K078

K078

K078
K078
K078

K078

Invalid DBCON-Adress in KDCRTDB:
KDCRTDB: application running in lower adress-space!Term in Start

While reloading the DBCON module, it is detected that the DBCON module was loaded in the upper
address space, the application, however, is running in the lower address space.

KDCRTDB ERROR : in SESAM : INSTALLATION-UNIT / VERSION = db-system / version
GETINSP 00400013: in KDCRTDB: error accessing pathname for logical-id yyyyyy
DCRTDB ERROR : in KDCRTDB - START OF APPLICATION WILL BE TERMINATED!

Error during dynamic loading of the DB connection module if the connection module was dynamically
loaded with LIB=LOGICAL-ID (yyyyyy) via the IMON installation path. The specified name yyyyyy is
incorrect.

Variant of the message K078 for the verification of the Oracle interface that is linked to the application
program:

"KO78 *BIND -- M SMATCH -- : in KDCRTDB:
old ORACLE I UTVMDB interface |linked in XA environnent"”
"KO78 *BIND -- M SMATCH -- : in KDCRTDB:

start of application will be ternmi nated."

Meaning:

When a UTM Oracle XA application is started, a check is performed to determine whether the old IUTMDB
interface has been linked by mistake. This check found the (old) ORADBCON connection module for the
IUTMDB interface in the application program. openUTM terminates application start.

Action:
The application program must be linked again, see also Oracle® Database User's Guide (BS2000/0OSD).

*BIND 0C010600: in KDCRTDB ENTRYNAME = entryname
*BIND ERROR---: in KDCRTDB: LOAD-LIBRARY =: library-name
*BIND ERROR---: in KDCRTDB - START OF APPLICATION WILL BE TERMINATED!

Error during dynamic loading of the DB connection module if the connection module was dynamically
loaded with LIB=LOGICAL-ID (SYSLNK) via the IMON installation path. The dynamically loadable module
is not present in the library found via LOGICAL-ID(SYSLNK).

RTIMER event AO : in KDCRTDI - event in KDCRTDB while connecting to database

The establishment of the connection to the database system is aborted during UTM application start due
to timer expiry (real-time). The task is then terminated.

The message is only output if the start parameter DB-CONNECT-TIME is set (minimum = 60 sec.,
maximum = 3600 sec.). In DB-CONNECT-TIME, you specify the timer which monitors the establishment
of the connection to the DB system during the start phase of a UTM application.

Messages when loading or exchanging programs
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KO78 xxxxxxxx yyyyyyyy: IN module-name text

This message is output when dynamically loading or exchanging individual load modules.

Meaning of the inserts:

XXXXXXXX

YYYYYyyyy

contains a short ID of the error which occurred (see table "Values for xxxxxxxx" ). For errors
with xxxxxxxx = (KDCS00,LDRTnn) the field yyyyyyyy is not output.

contains the return code of the BS2000 macro called. For further information, refer to the
BS2000 manual “Executive Macros”. This insert does not apply in the case of internal UTM
error codes.

module-name

text

XXXXXXXXX

ASHARE

BIND

contains the module name of the module, in which this error occurred (for internal
diagnostics)

contains additional information on certain errors; possible texts:

" VRONG OPCODE | N KDCRTLD: WRONG OPCODE AT CALL OF KDCRTLD '’
" LMOD: STAT ERR I N KDCRTLD: LMOD: <nane> / <version> '’
These texts refer to internal errors in UTM.

" LINK ERR OF AREAS in KDCRTLD: FOR AREA: <areanane> '’

In this case the specified area has not been linked in by the user (check UTM generation and
load module creation).

Action: Link application program correctly.

Error cause Action

Error when loading a load module into a memory See return code
pool. Further information is given by the insert '
LMOD: name / version'

) See return code.
® Error when loading a load module. Further

information is given by the insert ' LMOD: name /
version ' or

® Error when loading the linkage module to the DB
system ( see insert ' ENTRYNAME =")

® Error when dynamically loading the root table
module (see inserts &object and &lib)

® Error when dynamically loading the userspecific
message module (see inserts &object and &lib)
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CSTAT

DEQAR

DMS

ENAMP

ENQAR

ITABL

JOINFOA

KDCALME

KDCSO00

LDRTOO

LDRTO1

LDRTO8

LDRT12

The status of an MP page cannot be changed to
read only'. For further information see
supplementary insert 'PAGENUMBER =".

Error when releasing a serialization ID.

Error when interoperating with the DMS. For further
information see supplementary insert 'FILENAME =

Error when creating a memory pool. SCOPE and
NAME of the relevant memory pool are also
specified.

Error when accessing serialization ID.

Error when determining addresses of shareable

programs. May be caused by unresolved EXTRNS.

For more information see supplementary insert '
ENTRYNAME =".

Error when querying the user entry.

Not possible to provide sufficient memory on
request for KL6 memory (INSUFFICIENT
MEMORY and number of bytes output).

CALL "KDCS" in START exit, in SHUT exit or in
INPUT exit

TABLIB start parameter missing but no ROOT
module linked

The version of the UTM macro library does not
match that of the UTM modules or the message
module.

The parameter CATID was used even though the
filebase operand was specified with catid.

The root table module is to be dynamically loaded,
but no load module has been generated.

System error

See return code (pool name
possibly locked; change UTM
generation)

See DMS error code

See return code, e.g. pool name
already in use by another task;
change UTM generation

See return code (e.g. DEQAR),
change UTM generation where
necessary and increase the value
of MAX MP-WAIT.

System error

See return code

An attempt may have been made
to start the application in the lower
address space (insufficient
memory!).

Correct program unit.

Adapt start parameter or
definitively link ROOT

Regenerate ROOT, link to current
library SYSLNK.UTM.nnn or
regenerate message module.

Change start procedure

Generate the application with at
least one LOAD-MODULE.
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LINK

MINF

RELM

REQM

REQMP

SETIC
STXIT
TMODE

UNBIND

VSVI

VSVI1

$APCB

STXIT messages

Error when loading with LINK macro For further
information see supplementary insert '
ENTRYNAME ="

The memory allocation table is not available.

Error when releasing class 6 memory For further
information see supplementary insert '
PAGENUMBER ="

Error when allocating a memory pool.

Error when requesting class 6 memory.

Error code X'0C' can signify overlapping with a
memory pool allocated by DSSM and defined with
SCOPE=GLOBAL

The interval timer could not be set.
Execution of the STXIT call failed.
Error when querying task characteristics.

Error when unloading a load module

For further information see supplementary insert '
LMOD: name / version '

Error in VSVI macro

Error when determining program addresses.
For further information see insert' FOR
PROGRAM: name'

Error when transferring the TU-PC to UTM-TPR,
possible return codes:

02: $APCB is not supported in this BS2000 version

otherwise: see macro return code

Check UTM generation

System error

System error

System error

Check BS2000 generation,
possibly reduce UTM application
Release area with command:
/SET-SUBSYSTEM-OPTIONS
SUBSYSTEM-NAME=NON-
PRIVILEGED

System error
System error
System error

See return code

See return code

See return code

See return code

UTM error

See return code
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K078 STXIT 01 STXIT(ILCS_STXIT_CONTROL) started at xxxxxxxx with IW=yyyyyyyy

K078 STXIT 02 STXIT(STANDARD) started at xxxxxxxx with IW=yyyyyyyy

The messages "STXIT 01" and "STXIT 02" are output by UTM when the UTM STXIT routines start, and
they record that an STXIT event has occurred.

STXIT 01 The STXIT routine was started for ILCS.

STXIT 02 The standard STXIT routine was started.

The insert xxxxxxxx contains the address of the STXIT routine, the insert yyyyyyyy contains the interrupt
weight.

Example:
K078 STXIT 01 STXIT (ILCS_STXIT_CONTROL) started at 010A70FC with IW=00000064

An STXIT event generally causes the UTM service to abort.

STXIT events can occur that do not lead to the abortion of the service. This is the case when an STXIT
event occurs, is passed to the ILCS runtime environment and handled there either by ILCS itself or a
program unit, and the event is then not passed on to UTM.

If an STXIT event occurs due to the expiry of a timer (e.g. IW=A0), it is possible that the STXIT message
is output without any STXIT routine being started since the program unit has already been terminated in
the interim. You may therefore need to increase the timer value for this transaction code. The TAC can be
taken from the KO99 message which is subsequently output:

K099 STXIT occurred in TAC. tacnane at date: xx-XX-XX tinme: XX:XX:XX
The date and time in the KO99 message refer to the start of the program unit.

The event IW=90 (TERM) can occur when one of the application’s tasks terminates.

Action:

If the service aborts, analyze the dump created. If there is an error in UTM, store the documents and write
a PR; otherwise, correct the error in the program unit.

If the service does not abort, the message merely indicates that the interruption is being handled by the
runtime system or the program unit. There is no error.

Message (warning) on processing of start parameters

K078

K078

WARNING : in KDCRTBF! Syntax-error in SYSPROT-Parameter!
Default value used!

WARNING : in KDCRTBF! SYSPROT-Parameter: prefix too long!
Default value used!

In both cases an incorrect SYSPROT start parameter was detected and the default value is effective. You
may need to improve the SYSPROT start parameter!
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K079

K080

Accounting problem - reason: &REA2
When attempting to write accounting information, the BS2000 accounting routine reports an error.
openUTM thus deactivates the accounting for the application. The application continues to run.

The error cause is given in the insert &REA2:

&REA2  Meaning

04 BS2000 accounting is not active
08 in the BS2000 accounting the corresponding record type is not active
(record

type UTMA or UTMK)
20 Error in BS2000 accounting: Slot shortage

28 Error in BS2000 accounting write task

If &REA2=X'08", openUTM deactivates the accounting phase, the calculation phase or both, depending
on the record type.
In all other cases, openUTM deactivates both phases.

Action: Inform BS2000 system administrator.

Once the error has been rectified, the UTM administrator can reactivate the costing and/or accounting
phase with the KDCAPPL command.

KDCMON is not active.

Possible error reasons:

® The KDCMON sub system is not started

®* The KDCMON event moni