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1 Preface

The IT infrastructure of today's companies as the heart and engine of the business must meet the requirements of
the digital age. At the same time, it has to cope with increased amounts of data as well as with stricter requirements
from the environment, e.g. compliance requirements. It must also be possible to integrate additional applications at
short notice. And all this under the aspect of guaranteed security.

Thus, essential requirements for a modern IT infrastructure consist of, among others

® Flexibility and almost limitless scalability also for future requirements

® high robustness with highest availability

® absolute safety in all respects

® Adaptability to individual needs

® (Causing low costs

To meet these challenges, Fujitsu offers an extensive portfolio of innovative enterprise hardware, software, and
support services within the environment of our enterprise mainframe platforms, and is therefore your

® Reliable service provider, giving you longterm, flexible, and innovative support in running your company’s
mainframe-based core applications
® Ideal partner for working together to meet the requirements of digital transformation

® |ongterm partner, by reason of continuous adjustment of modern interfaces required by a modern IT landscape
with all its requirements.

With openUTM, Fujitsu provides you a thoroughly tried-and-tested solution from the middleware area.

openUTM is a high-end platform for transaction processing that offers a runtime environment that meets all these
requirements of modern, business-critical applications, because openUTM combines all the standards and
advantages of transaction monitor middleware platforms and message queuing systems:

® consistency of data and processing
® high availability of the applications

® high throughput even when there are large humbers of users (i.e. highly scalable)

* flexibility as regards changes to and adaptation of the IT system

A UTM application on Unix, Linux and Windows systems can be run as a standalone UTM application or
sumultanously on several different computers as a UTM cluster application.

openUTM forms part of the comprehensive openSEAS offering. In conjunction with the Oracle Fusion middleware,
openSEAS delivers all the functions required for application innovation and modern application development.
Innovative products use the sophisticated technology of openUTM in the context of the openSEAS product offering:

® BeanConnect is an adapter that conforms to the Java EE Connector Architecture (JCA) and supports
standardized connection of UTM applications to Java EE application servers. This makes it possible to integrate
tried-and-tested legacy applications in new business processes.

® Existing UTM applications can be migrated to the Web without modification. The UTM-HTTP interface and the
WebTransactions product, are two openSEAS alternatives that allows proven host applications to be used
flexibly in new business processes and modern application scenarios.
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The products BeanConnect and WebTransactions are briefly presented in the performance overview.

There are separate manuals for these products.

Wherever the term Linux system or Linux platform is used in the following, then this should be understood
to mean a Linux distribution such as SUSE or Red Hat.

Wherever the term Windows system or Windows platform is in the following, this should be understood to
mean all the variants of Windows under which openUTM runs.

Wherever the term Unix system or Unix platform is used in the following, then this should be understood
to mean a Unix-based operating system such as Solaris or HP-UX.
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1.1 Summary of contents and target group

The openUTM manual ,Programming Applications with KDCS” is intended for anyone who wants to use the KDCS
programming interface or the UTM-HTTP programming interface to program UTM applications.

The vast majority of the information presented in this manual is operating system-independent, i.e. it applies to both
Unix, Linux and Windows systems, as well as to BS2000 systems. In addition, descriptions of platform-specific
features are also provided. Any such platform-specific information is clearly indicated by means of markings in the
margins. As a result you can, if you so desire, write applications that can run on Unix and Linux systems, Windows
systems and BS2000 systems. The form of presentation used throughout this manual will also simplify matters if
you are wanting to port existing UTM(BS2000) applications to Unix systems, Linux systems or Windows systems, or
vice versa.

The chapters in this manual can be subdivided into three blocks:

® Chapter "Structure and use of UTM programs" to "Program structure in communication with transport system
applications" contain introductory information. They explain basic concepts, such as the way program units are
structured into processing step modules, message queuing functionality and distributed processing in their
respective contexts.

® Chapters "KDCS calls" to "Event functions" provide reference materials in which you can look things up. Chapter
"KDCS calls" lists the KDCS calls in alphabetical order, chapter "UTM-HTTP calls" lists the functions of UTM-
HTTP programming interface and chapter 8 (Event functions) lists the event functions.

® Chapters "Additional information for C/C++" and "Additional information for COBOL" contain programming
language-specific information - chapter "Additional information for C/C++" for C/C++, and chapter "Additional
information for COBOL" for COBOL.

The appendix includes a series of tables which provide overviews of the entries that must be made in the parameter
area for the individual KDCS calls, for example, or of the values returned to the communication area.

The detailed reference section at the back of the manual — including a glossary, abbreviations, a list of related
publications and a keyword index — is intended to help you get the most out of this manual.
i Wherever the term Unix system is used in the following, then this should be understood to mean a Unix-

based operating system such as Solaris or HP-UX.

Wherever the term Linux system is used in the following, then this should be understood to mean a Linux
distribution such as SUSE or Red Hat.

Wherever the term Windows system or Windows platform is used below, this should be understood to
mean all the variants of Windows under which openUTM runs.
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1.2 Summary of contents of the openUTM documentation

This section provides an overview of the manuals in the openUTM suite and of the various related products.
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1.2.1 openUTM documentation

The openUTM documentation consists of manuals, the online help for the graphical administration workstation
openUTM WinAdmin and the graphical administration tool WebAdmin as well as release notes.

There are manuals and release notes that are valid for all platforms, as well as manuals and release notes that are
valid for BS2000 systems and for Unix, Linux and Windows systems.

All the manuals are available on the internet at https://bs2manuals.ts.fujitsu.com. For the BS2000 platform, you will
also find the manuals on the Softbook DVD.

The following sections provide a task-oriented overview of the openUTM V7.0 documentation.

You will find a complete list of documentation for openUTM in the chapter on related publications at the back of the
manual.

Introduction and overview

The Concepts and Functions manual gives a coherent overview of the essential functions, features and areas of
application of openUTM. It contains all the information required to plan a UTM operation and to design a UTM
application. The manual explains what openUTM is, how it is used, and how it is integrated in the BS2000, Unix,
Linux and Windows based platforms.

Programming

® You will require the Programming Applications with KDCS for COBOL, C and C++ manual to create server
applications via the KDCS interface or UTM-HTTP programming interface. This manual describes the KDCS
interface as used for COBOL, C and C++. This interface provides the basic functions of the universal transaction
monitor, as well as the calls for distributed processing. The manual also describes interaction with databases.
The UTM-HTTP programming interface provides functions that may be used for communication with HTTP
clients.

® You will require the Creating Applications with X/Open Interfaces manual if you want to use the X/Open
interface. This manual contains descriptions of the openUTM-specific extensions to the X/Open program
interfaces TX, CPI-C and XATMI as well as notes on configuring and operating UTM applications which use X
/Open interfaces. In addition, you will require the X/Open-CAE specification for the corresponding X/Open
interface.

® If you want to interchange data on the basis of XML, you will need the document entitled openUTM XML for
openUTM. This describes the C and COBOL calls required to work with XML documents.

® For BS2000 systems there is supplementary documentation on the programming languages Assembler, Fortran,
Pascal-XT and PL/1.

Configuration

The Generating Applications manual is available to you for defining configurations. This describes for both
standalone UTM applications and UTM cluster applications on Unix, Linux and Windows systems how to use the
UTM tool KDCDEF to

® define the configuration

® generate the KDCFILE

® and generate the UTM cluster files for UTM cluster applications

15
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In addition, it also shows you how to transfer important administration and user data to a new KDCFILE using the
KDCUPD tool. You do this, for example, when moving to a new openUTM version or after changes have been
made to the configuration. In the case of UTM cluster applications, it also indicates how you can use the KDCUPD
tool to transfer this data to the new UTM cluster files.

Linking, starting and using UTM applications

In order to be able to use UTM applications, you will need the Using UTM Applications manual for the relevant
operating system (BS2000 or Unix, Linux and Windows systems). This describes how to link and start a UTM
application program, how to sign on and off to and from a UTM application and how to replace application programs
dynamically and in a structured manner. It also contains the UTM commands that are available to the terminal user.
Additionally, those issues are described in detail that need to be considered when operating UTM cluster
applications.

Administering applications and changing configurations dynamically

® The Administering Applications manual describes the program interface for administration and the UTM
administration commands. It provides information on how to create your own administration programs for
operating a standalone UTM application or a UTM cluster application and on the facilities for administering
several different applications centrally. It also describes how to administer message queues and printers using
the KDCS calls DADM and PADM.

® If you are using the graphical administration workstation openUTM WinAdmin or the Web application openUTM
WebAdmin, which provides comparable functionality, then the following documentation is available to you:

© A description of WinAdmin and description of WebAdmin, which provide a comprehensive overview of the
functional scope and handling of WinAdmin/WebAdmin.

© The respective online help systems, which provide context-sensitive help information on all dialog boxes and
associated parameters offered by the graphical user interface. In addition, it also tells you how to configure
WinAdmin or WebAdmin in order to administer standalone UTM applications and UTM cluster applications.

For detailed information on the integration of openUTM WebAdmin in SE Server's SE Manager, see
the SE Server manual Operation and Administration.

Testing and diagnosing errors

You will also require the Messages, Debugging and Diagnostics manuals (there are separate manuals for Unix,
Linux and Windows systems and for BS2000 systems) to carry out the tasks mentioned above. These manuals
describe how to debug a UTM application, the contents and evaluation of a UTM dump, the openUTM message
system, and also lists all messages and return codes output by openUTM.

Creating openUTM clients

The following manuals are available to you if you want to create client applications for communication with UTM
applications:

® The openUTM-Client for the UPIC Carrier System describes the creation and operation of client applications
based on UPIC. It indicates what needs to be taken into account when programming a CPI-C application and
what restrictions apply compared with the X/Open CPI-C interface.
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® The openUTM-Client for the OpenCPIC Carrier System manual describes how to install and configure
OpenCPIC and configure an OpenCPIC application. It indicates what needs to be taken into account when
programming a CPI-C application and what restrictions apply compared with the X/Open CPI-C interface.

® The documentation for the product openUTM-JConnect shipped with BeanConnect consists of the manual and
a Java documentation with a description of the Java classes.

® The BizXML2Cobol manual describes how you can extend existing COBOL programs of a UTM application in
such a way that they can be used as an XML-based standard Web service. How to work with the graphical user
interface is described in the online help system.

® You can also use the software product WS4UTM (WebServices for openUTM) to provide services of UTM
applications as Web services. To do this, you need the Web Services for openUTM manual. Working with the
graphical user interface is described in the corresponding online help system.

Communicating with the IBM world

If you want to communicate with IBM transaction systems, then you will also require the manual Distributed
Transaction Processing between openUTM and CICS, IMS and LUG6.2 Applications. This describes the CICS
commands, IMS macros and UTM calls that are required to link UTM applications to CICS and IMS applications.
The link capabilities are described using detailed configuration and generation examples. The manual also
describes communication via openUTM-LU62 as well as its installation, generation and administration.

PCMX documentation

The communications program PCMX is supplied with openUTM on Unix, Linux and Windows systems. The
functions of PCMX are described in the following documents:

® CMX manual “Betrieb und Administration” (Unix-Systeme) for Unix, Linux and Windows systems (only available
in German)

® PCMX online help system for Windows systems
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1.2.2 Documentation for the openSEAS product environment

The Concepts and Functions manual briefly describes how openUTM is connected to the openSEAS product
environment. The following sections indicate which openSEAS documentation is relevant to openUTM.
Integrating Java EE application servers and UTM applications

The BeanConnect adapter forms part of the openSEAS product suite. The BeanConnect adapter implements the
connection between conventional transaction monitors and
Java EE application servers and thus permits the efficient integration of legacy applications in Java applications.

The manual BeanConnect describes the product BeanConnect, that provides a JCA 1.5- and JCA 1.6-compliant
adapter which connects UTM applications with applications based on Java EE, e.g. the Oracle application server.
Connecting to the web and application integration

Alternatively, you can use the WebTransactions product instead of the UTM HTTP program interface. Then you will
need the WebTransactions manuals. The manuals will also be supplemented by JavaDocs.
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1.2.3 Readme files

Information on any functional changes and additions to the current product version described in this manual can be
found in the product-specific Readme files.

Readme files are available to you online in addition to the product manuals under the various products at
https://bs2manuals.ts.fujitsu.com. For the BS2000 platform, you will also find the Readme files on the Softbook
DVD.

Information on BS2000 systems
When a Readme file exists for a product version, you will find the following file on the BS2000 system:
SYSRME. <pr oduct >. <ver si on>. <l ang>

This file contains brief information on the Readme file in English or German (<lang>=E/D). You can view this
information on screen using the / SHOW FI LE command or an editor.

The / SHOW | NSTALLATI ON- PATH | NSTALLATI ON- UNI T=<pr oduct > command shows the

user ID under which the product’s files are stored.

Additional product information

Current information, version and hardware dependencies, and instructions for installing and using a product version
are contained in the associated Release Notice. These Release Notices are available online at https://bs2manuals.
ts.fujitsu.com.
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1.3 Changes in openUTM V7.0

The following sections provide more details about the changes in the individual functional areas.

20



1.3.1 New server functions

UTM as HTTP-Server
A UTM application can also act as an HTTP server.

GET, PUT, POST and DELETE are supported as methods. In addition to HTTP, access via HTTPS is also
supported.

The following interfaces have been changed:

© Generation
All systems:
= KDCDEF statement BCAMAPPL:
® Additional specification for the transport protocol for the operand T-PROT= with value SOCKET

*USP:  The UTM socket protocol is to be used on connections from this access point.
*HTTP: The HTTP protocol is to be used for connections from this access point.

*ANY: Both the UTM socket protocol and the HTTP protocol are supported on connections from
this access point.
® Additional specification for encryption for the operand T-PROT= with value SOCKET
SECURE: On connections from this access point, communication takes place using transport layer
security (TLS).
®* New operand USER-AUTH = *NONE | *BASIC. Herewith you can specify which authentication
mechanism HTTP clients must use for this access point.

¢ KDCDEF statement HTTP-DESCRIPTOR:
This statement defines a mapping of the path received in an HTTP request to a TAC and additional
processing parameters can be specified.

BS2000 systems:

® KDCDEF statement CHAR-SET:
With this statement, each of the four UTM code conversions provided by openUTM can be assigned up to
four character set names.

® Programming

© KDCS communication area (KB):
In the header of the KDCS communication area, there are new indicators for the client protocols HTTP, USP-
SECURE, and HTTPS in the kccp/KCCP field.

© KDCS call INIT PU:
® The version of the interface has been increased to 7.
® To obtain the complete available information, the value 372 must be specified in the KCLI field.

" New fields for requesting (KCHTTP/http_info) and returning (KCHTTPINF/httpinfo) HTTP-specific
information.

® Administration interface KDCADMI

© The data structure version of KDCADMI has been changed to version 11 (field version_data in the parameter
area).

21



© New structure kc_http_descriptor_str in the identification area to support the HTTP descriptor.

© New structure kc_character_set_str in the identification area for supporting the HTTP character set.

© New fields secure_soc and user_auth in structure kc_bcamappl_str for the support of HTTP access points.

® UTM-HTTP program interface

In addition to the KDCS interface, UTM provides an interface for reading and writing HTTP protocol information

and handling the HTTP message body.
The functions of the interface are briefly listed below:

Function kcHttpGetHeaderBylIndex()
This function returns the name and value of the HTTP header field for the specified index.

Function kcHttpGetHeaderByName()
The function returns the value of the HTTP header field specified by the name.

Function kcHttpGetHeaderCount()
This function returns the number of header fields contained in the HTTP request, that can be read by the
program unit.

Function kcHttpGetMethod()
This function returns the HTTP method of the HTTP request.

Function kcHttpGetMputMsg()
This function returns the MPUT message generated by the program unit.

Function kcHttpGetPath()

This function returns the HTTP path of the HTTP request normalized with
KC_HTTP_NORM_UNRESERVED.

Function kcHttpGetQuery()

This function returns the HTTP query of the HTTP request normal ized with
KC_HTTP_NORM_UNRESERVED.

Function kcHttpGetRc2String()
Help function to convert a function result of type enum into a printable zero terminated string.

Function kcHttpGetRegMsgBody()
This function returns the message body of the HTTP request.

Function kcHttpGetScheme()
This function returns the schema of the HTTP request.

Function kcHttpGetVersion()

This function returns the version of the HTTP request.

Function kcHttpPercentDecode()

Function to convert characters in percent representation in strings to their normal one-character
representation.

Function kcHttpPutHeader()
This function passes an HTTP header for the HTTP response.

Function kcHttpPutMgetMsg()
This function passes a message for the program unit, which can be read with MGET.

Function kcHttpPutRspMsgBody()
This function passes a message for the message body of the HTTP response.

Function kcHttpPutStatus()
This function passes a HTTP status code for the HTTP response.
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® Communication via the Secure Socket Layer (SSL)
BS2000 systems:

© If a BCAMAPPL with T-PROT=(SOCKET,...,SECURE) has been generated for a UTM application, an
additional task is started with a reverse proxy when UTM starts the application. The reverse proxy acts as the
TLS Termination Proxy for the application and handles all SSL communication.

Unix, Linux and Windows systems :

© Another network process of the type utmnetssl is available for secure access with TLS.

If BCAMAPPL is generated with T-PROT=(SOCKET,...,SECURE) for a UTM application, a number of
utmnetssl processes are started when UTM is started. The number of these processes depends on the value
LISTENER-ID of these BCAMAPPL objects. All TLS communication for the assigned BCAMAPPL port
numbers is handled in a utmnetssl process.

Encryption

The encryption functionality in UTM between a UTM application and a UPIC client has been revised. Security gaps
have been closed, modern methods have been adopted and delivery has been simplified as follows:

® UTM-CRYPT variant

Previously, the encryption functionality in UTM was only available if the product UTM-CRYPT had been
installed. With UTM V7.0 this is no longer necessary. As of this version, the decision as to whether or not to use
the encryption functionality is made via generation or at the time of application start.

® Security
A vulnerability has been fixed in the communication between a UTM application and a UPIC client.

This means that encrypted communication with a UTM application V7.0 is only possible together with
UPIC client applications as of UPIC V7.0!

® Encryption Level 5 (Unix, Linux and Windows systems)

KDCDEF statements PTERM, TAC and TPOOL
The operand ENCRYPTION-LEVEL has an additional level 5, where the Diffie-Hellman method based on Elliptic

Curves is used to agree the session key and input/output messages are encrypted with the AES-GCM algorithm.

OSI-TP communication and port numbers
BS2000 systems:

® KDCDEF statement OSI-CON
The operand LISTENER-PORT can also be specified on BS2000 systems.

* Administration interface KDCADMI
In the structure kc_osi_con_str, the port number is also displayed in the listener-port field on BS2000 systems.

Subnets

In a UTM application, subnets can also be generated on BS2000 systems in order to restrict access to UTM
applications to defined IP address ranges. In addition, name resolution can be controlled via DNS.

The following interfaces have been changed for this purpose:
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® Generation
BS2000 systems:

© KDCDEF statement SUBNET:
The SUBNET statement can also be specified on BS2000 systems.

All systems:
© KDCDEF statement SUBNET:

RESOLVE-NAMES=YES/NO can be used to specify whether or not a name resolution via DNS is to take
place after a connection is established.

If name resolution takes place, the real processor name of the communication partner is displayed via the
administration interface and in messages. Otherwise, the IP address of the communication partner and the
name of the subnet defined in the generation are displayed as the processor name.

® Administration interface KDCADMI
The structures kc_subnet_str and kc_tpool_str contain a new field resolve_names.

Access data for the XA database connection

A modified but not yet activated user name for the XA database connection can be read by Administration
(KDCADMI):

© Operation code KC_GET_OBJECT:
Data Structure kc_db_info_str: New field db_new_userid.

Reconnect for the XA database connection

If an XA action to control the transaction detects that the connection to the database has been lost, the system tries
to renew the connection and repeat the XA action.

Only if this is not successful, the affected UTM process and the UTM application are terminated abnormally.
Previously, the UTM application was terminated abnormally, if a XA-Connection was lost without trying to reconnect.

Other changes

® XA messages
The messages regarding the XA interface were extended by the inserts UTM-Userid and TAC. The messages
K204-K207, K212-K215 and K217-K218 are affected.

¢ UTM-Tool KDCEVAL
In the TRACE 2 record of KDCEVAL the type of the last order (bourse announcement) was recorded in the
WAITEND record (first two bytes can be printed).
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1.3.2 Discontinued server functions

In particular, the following functions has been discontinued:

* KDCDEF utiliy
Several functions have been deleted and can no longer be generated in KDCDEF. If they are still specified, this

will be rejected with a syntax error in the KDCDEF run.

© KDCDEF statement PTERM
Operand values 1 and 2 for ENCRYPTION-LEVEL

© KDCDEF statement TPOOL
Operanden values 1 and 2 for ENCRYPTION-LEVEL

© KDCDEF statement TAC
Operanden value 1 for ENCRYPTION-LEVEL

® BS2000 systems

© UTM Cluster:
UTM cluster applications are no longer supported on BS2000 systems.

® Unix, Linux and Windows systems

© TNS operation:
When starting a UTM application, the TNS generation is no longer read. The addressing information must be

stored completely during configuration with KDCDEF.
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1.3.3 New client functions

Encryption

The encryption functionality in openUTM-Client has been revised. Security gaps have been closed, modern
methods have been adopted and delivery has been simplified as follows:

® UTM-CLIENT-CRYPT variant
Until now, the encryption functionality in openUTM-Client was only available if the product UTM-CLIENT-CRYPT
was installed. With openUTM Client V7.0 this is no longer necessary. As of this version, it is decided at runtime
whether the encryption functionality is available or not.

® Security
A vulnerability has been fixed when communicating with a UTM application.

® Encryption Level 5
The o penUTM client V7.0 supports communication with UTM V7.0 applications when ENCRYPTION-LEVEL 5
was generated for the connections to the UPIC client.
With Level 5 the Diffie-Hellman method, based on Elliptic Curves, is used to agree on the session key. Input
/output messages are encrypted using the AES-GCM algorithm. AES-GCM is an authenticated encryption
algorithm designed to provide both data authenticity (integrity) and confidentiality.
Level 5 is supported by the openUTM-Client on all platforms.

® Encryption BS2000
openUTM-Client (BS2000) uses openSSL instead of BS2000-CRYPT analogous to Unix, Linux and Windows
systems.
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1.3.4 New functions for openUTM WinAdmin

WinAdmin supports all new features of openUTM 7.0 relating to the program interface for the administration.
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1.3.5 New functions for openUTM WebAdmin

WebAdmin supports all new features of openUTM 7.0 relating to the program interface for the administration.
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1.4 Notational conventions

Metasyntax

The table below lists the metasyntax and notational conventions used throughout this manual:

Representation

UPPERCASE
LETTERS

lowercase
letters

lowercase
letters in
italics

Typewriter
f ont

{}and|

(]

0

Underscoring

abbreviated
form

Meaning

Uppercase letters denote constants (names of calls, statements,
field names, commands and operands etc.) that are to be entered
in this format.

In syntax diagrams and operand descriptions, lowercase letters
are used to denote place-holders for the operand values.

In running text, variables and the names of data structures and
fields are indicated by lowercase letters in italics.

Typewriter font (Courier) is used in running text to identify
commands, file names, messages and examples that must be
entered in exactly this form or which always have exactly this
name or form.

Curly brackets contain alternative entries, of which you must
choose one. The individual alternatives are separated within the
curly brackets by pipe characters.

Square brackets contain optional entries that can also be omitted.

Where a list of parameters can be specified for an operand, the
individual parameters are to be listed in parentheses and
separated by commas. If only one parameter is actually specified,
you can omit the parentheses.

Underscoring denotes the default value.

The standard abbreviated form of statements, operands and
operand values is emphasized in boldface type. The abbreviated
form can be entered in place of the full designation.

An ellipsis indicates that a syntactical unit can be repeated. It can
also be used to indicate sections of a program or syntax
description etc.

Example

LOAD- MODE=STARTUP

KDCFI LE=f i | ebase

utm-installationpath is
the UTM installation
directory

The call t pcal |

STATUS={ ON | OFF
}

KDCFI LE=(
fil ebase
[, { SINGE |
DOUBLE } ] )

KEYS=(key1,
key2, ... keyn)

CONNECT= { YES |
NO }

TRANSPORT- SEL
ECTOR=c‘ C

Start KDCDEF

OPTI ON

DATA=statenent file

END
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Symbols

r>
Indicates references to comprehensive, detailed information on the relevant topic.

i Indicates notes that are of particular importance.

Indicates warnings.

Other

utmpath On Unix, Linux and Windows systems, designates the directory under which openUTM was installed.

filebase On Unix, Linux and Windows systems, designates the directory of the UTM application. This is the base
name generated in the KDCDEF statement MAX KDCFILE=.

$userid On BS2000 systems, designates the user ID under which openUTM was installed.

upic_dir The directory under which UPIC Client for UPIC Carrier System is installed on Unix, Linux, or Windows
system.
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2 Structure and use of UTM programs

In this chapter you will be presented with an initial overview of programming UTM applications. You will learn what
services and program units are and how you can apply the openUTM concepts to implement the business logic of
your applications.

A UTM application provides your users with certain services: it processes service requests (jobs) which are sent by
terminal users, client programs or other applications.

A service serves to process a job from a UTM application. It consists of one or more transactions and one or more
program runs. openUTM differentiates between dialog services and asynchronous services. A UTM service
generally corresponds to a business transaction of the application logic.

When you design an application you program the business transactions of the application logic in the form of
program units, also called service routines. The program units run as subprograms and are under the control of
the main routine of a UTM application; the main routine is a component of the openUTM system code.

You specify the task of the service you wish to provide the users of your application with in the business logic
implemented in the program units. The program units can be programmed in one of the common programming
languages (C, C++, COBOL and others).

You can access UTM system functions and external resource managers such as databases from within the
program units. The program units utilize the UTM system functions using integrated UTM calls, e.g. for transaction
management or to send messages to a communication partner.

You can use various interfaces for these UTM calls: In addition to the KDCS interface described in this manual you
can also use the X/Open interfaces CPI-C, XATMI and TX (see the openUTM manual “Creating Applications with X
/Open Interfaces”).

In addition, openUTM provides you with the UTM-HTTP program interface functions that you can use when
communicating with HTTP clients. These are described in the chapter "UTM-HTTP Calls".

Characteristics of the KDCS interface

The KDCS interface (compatible data communication system) has been defined and standardized (DIN 66 265) as
a manufacturer-independent interface for transaction-oriented applications. openUTM supports the full extent of this
standard and offers significant extensions, e.g. for distributed processing. For an overview of these extensions refer
to the table in chapter "Complete overview of KDCS calls".

KDCS possesses the following function characteristics:

® extensive range of function calls for universal use
(e.g. also for pseudo conversations, message queuing or direct communication with terminals)
® KDCS specific storage area for simple and safe programming

® event functions for event control

KDCS is available for the C, C++ and COBOL programming languages;
on BS2000 systems, it is also available for Assembler, Fortran, PL/I and Pascal-XT.
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UTM application program - UTM application
A UTM application program consists of the UTM main routine KDCROOT and the UTM program units.

The main routine KDCROOT controls the flow of the application as part of the UTM system code. It is created when
the application is generated (see the openUTM manual “Generating Applications”).

In order to run the UTM program units under openUTM management, you have to link the compiled service
routines, together with other modules (assignment tables, messages, used libraries, etc.) and the main routine
KDCROOT to the UTM application program (see the openUTM manual “Using UTM Applications on BS2000
Systems” and the openUTM manual “Using UTM Applications on Unix, Linux and Windows Systems”).

The linking can be done statically (i.e. before the application is started) or dynamically (i.e. when the application is
started or during its operation).

At UTM application startup the UTM application is started in a number of processes which is specified by you.

From a technical point of view, the UTM application is therefore a processing group which constitutes a logical
server unit at runtime.

UTM application program

Main routine KDCROOT

Program unit 1
Program unit 2
Program unit 3
Program unit 4
Program unit 5
Program unit n

Figure: Main routine KDCROOT and multiple program units

The program units and the main routine KDCROOT interact via KDCS calls. In a program unit, the KDCS calls are
used to inform the main routine KDCROOT which function openUTM is to perform. You use the KDCS parameter
area to specify the necessary entries and pass its address as the first parameter with each KDCS call.

Predefined language-specific data structures enable you to structure the KDCS parameter area, in COBOL these
are located in the KCPAC COPY element and in C/C++ in the kecmac.h include file. For a language-independent
description of the value to be entered in this area for the individual KDCS calls refer to chapter “KDCS calls”. For

language-specific particularities refer to the chapters “Additional information for C/C++” and “Additional information
for COBOL".

The sections below explain the way in which you can structure an application program.
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As used in this chapter, the terms "program™ and "program unit" refer to the execution of this program
unit, not to the program text. For example, the phrase "sequence of calls in a program unit" refers to the

sequence in which these calls are run, not the sequence in which they appear in the source program. This
is also referred to as the program unit run.
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2.1 The openUTM service concept

Starting a service

One or more transaction codes are assigned to each program unit, either during application generation or using
dynamic configuration.

The transaction code of the first program unit of a service has a special function because it is used to start this
service. This transaction code is also called the service transaction code or service TAC for short. openUTM sets
up a specific context (storage area, etc.) for each service started.

You can enter the service TAC in a large number of ways, e.g. by entering it at the terminal, selecting a menu item
in an alphanumerical format, mouse clicking on a GUI client or using a Web browser.

Together with the transaction code you may transfer a message to openUTM containing necessary data for the
required processing.

Dialog step and processing step

In the simplest case, a service consists of a single processing step, i.e. no interactions are required to process the
service request: the result is output following the input of the service TAC, e.g. "All finished".

However, in many cases this structure is inadequate: you may have to request additional data, display intermediate
results, or take account of individual selection options and branches in the service sequence. A service therefore
often consists of multiple dialog steps.

A dialog step starts with a dialog message which one communication partner sends to the UTM application, and
terminates with a dialog message which the service sends to the same communication partner as a response.
Between these two points in time, the data is processed and there is no communication with this communication
partner.

In distributed processing, a service does not only communicate with the user who started the service, but also with
one or more partner services. A service started by a user may therefore not send the next message to the user but
to another service application. In this case, since the message is not a response, it is called a processing step
rather than a dialog step: A processing step starts when a dialog message is received and ends when the next
dialog message is sent. This can be a response to the same partner (in which case the processing step
corresponds to a dialog step) or a message to a third party.

A service may therefore be divided into multiple dialog steps, and a dialog step — in distributed processing — into
multiple processing steps.
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Figure: Dialog steps and processing steps

Switching between inputs and responses

openUTM requires a "strict dialog" to structure dialog services, i.e. each message must be followed by an answer.
After sending a message to a service, you must receive a response before you can send another message to this
partner.

This sequence - together with the modular service structure for processing steps - enables openUTM to maximize
process utilization (see following two sections).

Modular processing steps in service structure

If a service consists of multiple dialog or processing steps, the service does not usually consist of only one service
routine. Instead, it consists of a sequence of separate service routines called program units. Normally a program
unit is equivalent to a processing step, i.e. a program unit reads a message and issues a message when it
terminates. Subsequently the process is automatically released and is available for other jobs. The next program
unit does not start until the next message is received from the communication partner.

For example, the service does not occupy a process while a user reads the output and prepares the next input at a
terminal. As soon as the terminal user has finished the input, another process may, under certain circumstances,
continue the dialog without notifying the user or the program unit.

Hence openUTM optimizes process utilization and this has a positive effect on system performance. openUTM
uses this dialog concept (also called "pseudo-conversational™) for dialogs with terminal users as well as for
program-program communication.

In addition, the basic design for the use of modular processing steps simplifies the design of applications and
results in clearly structured programs. However, it is flexible enough not to limit the programmer and makes a
number of variations available to openUTM.
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For examples of multi-step services and more information about connections between program units refer to section
“Structuring services”.

Asynchronous services

Using openUTM you can define services which run in the dialog with the user as well as services which can be
started even when disconnected from the user. The message queuing functionality integrated in openUTM enables
you, for example, to disconnect particularly large and non-time critical jobs - such as long statistical calculations or
sorting tasks - from online dialogs without discontinuing transaction logging. You can use the message queuing
functionality not just to perform processing jobs; it also lets you output messages, e.g. for print jobs, messages to a
terminal or messages to service-controlled queues ("Messages to service-controlled queues").

The message queuing concept and its scope of application are introduced in the openUTM manual “Concepts and
Functions”, for further information see section “Message Queuing (asynchronous processing)” of the present
manual.
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2.2 Structure of a program unit

Before we explain the structure of more complex services we will describe the structure of a single program unit in
this section. First the program framework applicable for all types of program units is explained followed by the
structure of a dialog program unit.

The structure of an asynchronous program unit is explained in section “Structure of an asynchronous service”.
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2.2.1 Program framework

The interaction between the program units and openUTM is implemented using KDCS calls. With these calls you
inform openUTM which functions are to be executed. You pass the address of the KDCS parameter area in every
KDCS call, and in some calls you pass the address of a message area.

The call parameters are passed to openUTM in the KDCS parameter area. You are provided with predefined
language-specific data structures for the KDCS parameter area, in COBOL these are located in the KCPAC COPY
element and in C/C++ in the kcpa.h include file. For a language-independent description of the value to be entered
in this area for the individual KDCS calls refer to chapter “KDCS calls”.

openUTM passes return information after every KDCS call (except for PEND) in the KB return area. The evaluation
of the return codes tells you if the execution was successful or unsuccessful and can be used to take the
appropriate control measures in the program (see also section “Programming error routines”).

You will also find the current information on users, services, program units and communication partners after every
KDCS call in the KB header.

The KB header and the KB return area are part of the communication area (KB), see "Communication area (KB)".
openUTM provides a program unit with the address of the KB in a call parameter when the program unit is called.

You are provided with predefined language-specific data structures - for COBOL in the COPY element KCKBC and
for C/C++ in the kcca.h include file - for the structure of the KB header and KB return area.

The first UTM call in a program unit run is the INIT call. This call initiates the interoperation of a program unit and
openUTM. Other program code may precede the INIT call. After the INIT call, openUTM provides current, runtime-
specific information in the KB header and in the message area.

The final call in a program unit run is the PEND call. This call terminates the program unit; control is not returned to
the program unit once this call has been issued.

The different variants of the PEND call are used to control execution of a UTM service. You have the following
options:

PEND PR continues the processing step continues in another program unit without carrying out a message
exchange with the partner.

PEND PA same as PEND PR.

PEND PS specially for the sign-on service, similar to PEND PR.

PEND KP terminates the processing step but not the transaction.

PEND SP terminates the transaction but not the processing step.

PEND RE simultaneously terminates the processing step and the transaction.

PEND FI  terminates dialog step, transaction and service.

PEND FC terminates transaction and service and continues the dialog step in another service.

PEND RS aborts the processing step and rolls back the transaction to the last synchronization point.
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PEND ER aborts the processing step, rolls back the transaction, terminates the service and generates a UTM
dump. On BS2000 systems the application program is loaded dynamically; on Unix, Linux and
Windows systems it is restarted.

PEND FR same effect as PEND ER but without dynamic loading or restarting of the application program.

Note that many actions, such as the sending of an output message to the communication partner of a UTM service,
are not executed by openUTM until the PEND call is issued, i.e. they are not executed during the program unit run.
The source of this behavior is the transaction-oriented manner in which openUTM functions; you can decide if the
action executed in this transaction by the program unit is to be committed or rolled back up until the end of the
transaction.

If a serious error occurs in a UTM transaction, then openUTM independently rolls back the entire transaction to the
most recent synchronization point and terminates the service (see also the openUTM manual “Concepts and
Functions”).
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2.2.2 Structure of a dialog program unit

openUTM requires a "strict dialog" for dialog program units, i.e. each message input must be followed by a
message output specifying the result or an error message.

Following INIT, the program unit can use MGET to read the dialog message, which can be received from a terminal,
a client program or from another program.

This message can be:

® acomplete message or

® amessage segment

® an empty message if, for example, only a TAC has been specified

® arollback message from a program unit which has been terminated using PEND RS

® areturn code if, for example, the user pressed a function key. In this case, the message must be read with
another MGET.

® in the case of distributed processing, status information from, for example, a job receiver which terminated
following an error

® in the case of distributed processing using OSI TP, a handshake request (sent by the partner using MPUT HM)
or a negative handshake confirmation (sent using MPUT EM)

After this input has been processed, you have either to continue the processing step in another program unit or to
use MPUT to answer your partner’s query (end of dialog step). In the case of distributed processing the message
can also be addressed to a job-receiving service (no end of dialog step, only end of processing step).

The final UTM call in your program unit must be a PEND, as described in section “Program framework”.
If the PEND call terminates the processing step, openUTM outputs the message to the terminal, the client program

or another program after PEND processing.

i As a general principle, you have to issue an MPUT call before a PEND call which terminates a processing
step. Exceptions to this rule will be indicated explicitly.

The diagram below shows the basic structure of a dialog program unit:
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Figure: Structure of a dialog program

The transaction code "TAC1" is input by the terminal user. TAC1 was assigned to the program unit at generation

time (KDCDEF statement TAC, operand PROGRAM=current program name).
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2.2.3 Reentrant capability of program units

openUTM always uses a transaction code to call a program unit. However, the program unit is not loaded each time
it is called, instead a program copy in virtual memory processes unrelated jobs in sequence. In practice this means
that there may be a switch to another process following a PEND, with the result that the subsequent program unit
runs in another process and may therefore be confronted by another data environment.

A UTM program unit must therefore be serially reusable, i.e. it must be a reentrant program:

® program-specific data must be set to its initial status at the beginning of the program unit run

® a program-specific data field may only be read if it has already been written in the same program unit run.

openUTM simplifies the programming of reentrant programs for you. It provides a special program unit-specific
storage area (SPAB see "Standard primary working area (SPAB)") which is managed by openUTM. If you use this
storage area for all variable data, openUTM automatically ensures that your programs are reentrant.

What this means for COBOL program units is that variables in the WORKING STORAGE SECTION must be
installed again when calling the program unit, assuming they have been defined in an earlier program unit run. For C
/C++ this applies to the variables with the storage class attribute static or extern and to those with an external
connection (global module variables without a storage class attribute). For variables whose scope applies to more
than one process (i.e. which lie in shared memory) at least write access to such variables must be serialized.
However, the variables mentioned above can be used without restrictions for read-only access.

For C and C++, variables with the storage class attribute auto or register can be used without problems. They must,
however, be defined before reading.
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2.3 Structuring services

A service may consist of one or more program units. The structure of a service consisting of only one program unit
and processing a single processing step (single-step service) is illustrated in the diagram on "Structure of a dialog
program unit":

A single program unit processes the required task entirely in one step and subsequently terminates it using PEND

Fl.

For complex tasks which require multiple steps, you can structure a service or transaction into multiple parts. To do
this, you have the following options:

multi-step services

multiple program units in one processing step
multiple processing steps in one program unit
subprogram calls issued by program units
chained services

stacked services

You may also use a combination of these options.

You have considerable freedom when designing your UTM program units: the only obligatory rules are that you use
INIT and PEND to establish the program framework and MPUT for the processing steps.
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2.3.1 Multi-step services

Dialogs consisting of multiple processing steps constitute a frequent type of transaction processing. This technique
is designed to simplify the work of application users.They should be able to formulate jobs interactively step by step
and thus be able to evaluate the interim results at each processing step.

The reservation of train tickets, for example, can be programmed as a service in two steps:

1st step: Query whether seats are still available.

2nd step: Reserve the seat and confirm reservation.

By chaining the programs that implement the individual processing steps, you ensure that the entire service is
processed in the right order. You chain program units via entries in the PEND call. Here you select the RE
operation modifier in the KCOM field if you also want to set a synchronization point at the end of the processing
step and specify the transaction code of the follow-up program in the KCRN field. If you only want to terminate the
processing step without setting a synchronization point, you have to select the KP operation modifier instead of RE
in the PEND call. The follow-up program is started when openUTM receives the next input message.

TACA1
Dialog program "Show" < TAC1| Message 1
INIT
MGET | Message 1
T D
'1'3‘ ? Processing
MPUT Response 1
S
Tf B PEND RE with TAC11 > Response 1
v S
i TAC11
c .
e Dialog program "Book" < Message 2
INIT
T D MGET Message 2
A S Processing
2 2
MPUT | Response 2
FPUT to printer
I R e PEND FI » Response 2
S
TA1,TA2: Transaction 1,,2 .
. 1
DS1,DS2: Dialog step 1,2 > Print job
S: Synchronization point

Figure: Multi-step service




The service presented in the figure consists of two program units which perform one dialog step each. However,
there is no limit to the number of program units that you can combine in a a service. For all program units of a
service, openUTM provides service-specific storage areas which can be used by the program units to transfer
information (see "KDCS storage areas in openUTM"). These storage areas are included in transaction logging.

The second program unit contains an FPUT call in addition to the MPUT call. This call does not create a dialog
message. It creates an asynchronous message, in this case an output message to the printer.

Same processing step for differing actions

If two or more actions of the same type are performed in an application, it is advisable to handle processing steps
that are identical for all actions in a single program unit. This is demonstrated using multiple step services in the
example below:

The data of an insurance policy is to be displayed at the outset of different actions, so that one of the following
steps can be performed:

* modify data

® delete data

® calculate premium

® report aclaim

The first step is identical for all four actions, while the subsequent steps are all different (see diagram below).

First, all four actions are processed in the same program unit. Each action has its own transaction code, i.e. four
different transaction codes are assigned to the first program unit. When the program unit is started, openUTM
displays the transaction code used for the service start in the KCTACVG/ kcev_tac field of the KB header.

Depending on the transaction code the program unit determines which program unit is started as follow-up program

unit, i.e. which follow-up TAC is entered in the KCRN field when calling PEND.
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Figure: Program unit to which multiple transaction codes are assigned
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2.3.2 Multiple program units in one processing step

If different processing steps contain identical subtasks, it is advisable to split the individual processing steps into
several parts. You write a separate program unit for each subtask and this can be used jointly by all processing
steps. This is an exception to the basic rule for a service structure "one processing step = one program unit": here,
one processing step is performed by multiple program units. This is achieved by using the PEND PR/PA/SP calls
which terminate the program unit, but not the processing step. If you use PEND SP, a synchronization point is set. If
you use PEND PA/PR, the transaction remains open.

In the following diagram, the two processes are single-step services, although each of them consists of three
program unit runs:

® The service to which the TACL1 transaction code is assigned changes the data of an insurance contract.

® The service to which the TAC2 transaction code is assigned deletes the data of an insurance contract.

What is common to both services is that they have to change the initial data record. In order to create a separate
program unit to perform this common task the processing step is split into individual parts.

After the INIT call the KCTACVG field contains the TAC which was used to start the service. The program unit
"CENTRAL" then determines which program unit has to be used to continue the transaction. You have to specify
the TAC of this program unit in the KCRN field for both MPUT as well as PEND PR. The MPUT message is not sent
to the communication partner, but to the follow-up program unit where it is read using MGET. Since the processing
step is not terminated in the program unit "CENTRAL", an MPUT call is not mandatory in this program unit: you may
also transfer the data using service-specific storage areas instead of MPUT (see also section “KDCS storage areas
in openUTM").
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2.3.3 Multiple processing steps in a single program unit

A UTM program unit runs in a process between INIT and PEND. Since the process is released at the end of the
program unit, a follow-up program unit may run in a different process from the first. This means that the follow-up
program unit cannot access the process-specific environment (context), such as resources and program-specific
data areas of the first program unit. Usually this is not necessary, since data can either be transferred via an MPUT
call issued to the follow-up program or via process-specific storage areas provided by openUTM.

However, openUTM also allows you to retain the process-specific context of a program unit for multiple processing
steps. You use a PGWT (program wait) call with the operation modifiers KP, PR, CM and RB. This sets a wait point
without terminating the program unit, i.e. the program context is preserved. These variants are used for different
purposes.

® PGWT KP terminates the processing step and sends the MPUT message. The program unit waits until the next
message arrives from the partner. PGWT KP corresponds to the PEND KP call in the previous program unit and
the INIT call in the next program unit.

®* PGWT PR waits for a message to a queue without terminating the processing step. PGWT PR corresponds to a
PEND PA/PR call in the previous program unit and an INIT call in the next program unit.

* PGWT CM terminates the transaction without terminating the program unit. However, a synchronization point set
with PGWT CM is not a restart point. The follow-up transaction can therefore be rolled back with PGWT RB only
and not with PEND RS.

The following also applies:

© If an MPUT call was executed before the PGWT CM, the MPUT message is sent and the program unit waits
until a response is received from the partner. This PGWT CM corresponds to a PEND RE call in the previous
program unit and an INIT call in the next program unit.

© If no MPUT was executed before the PGWT CM call, the program unit is continued immediately. A PGWT CM
without a preceding MPUT call corresponds to a PEND SP call in the previous program unit and an INIT call
in the next program unit.

®* PGWT RB rolls back a transaction.

The functions of two successive program units can therefore be performed by one program unit. The entire
functional sequence then runs under one and the same process. The process-specific context is available until the
end of the program unit run.

During that period, the program unit occupies a process exclusively. As a result, the UTM application usually
requires more resources (processes).

The PGWT call permits the simple integration of program systems which expect a combined SEND/RECEIVE
interface into openUTM.

Alongside the PEND PR/PA/SP calls, the PGWT call represents another way of varying the modular processing
step structure:

While the PEND PR/PA/SP calls enable you to split one processing step over multiple program units, the PGWT
calls make possible multiple processing steps in one program unit.

Since valuable resources are involved with the PWGT calls, these calls should be used only sparingly in an
application; it should only be used where the other options of the KDCS interface are inadequate; the frequent use
of PGWT calls can have a negative effect on the performance of a UTM application.
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2.3.4 Subprogram calls from program units

In a program unit you can also issue subprogram calls, e.g. C/C++ functions or COBOL subprograms. These
subprograms may contain subprogram calls themselves. Using subprogram calls you call programs via their
program name (in C/C++: function name) and not via their transaction code.

Subprograms can also be written in a programming language other than that of the calling program.

For BS2000 systems, the points that then need to be taken into account and the compilers and runtime systems
that are required are described in openUTM manual “Using UTM Applications on BS2000 Systems”.

You will find more information on subprogram calls in the section “C/C++ program units as subroutines” and section
“COBOL program units as subroutines”.

The program run must either return to the program unit or be terminated in a subprogram using the PEND call.
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2.3.5 Chaining services

Services are usually terminated by the PEND FI (finish) call. If you call PEND Fl a dialog message is sent to the
terminal, a client program or another program. The end of service is also the end of the processing step.

However, you can use the PEND FC (finish and continue) call to chain another service and continue the processing
step within that service.This is useful, for example, if a dialog message is not to be output to the client or if the use
of TACs is to be hidden from the user.

Like PEND FI, PEND FC terminates both the transaction and the service and releases service-specific storage
areas (LSSBs, KB). Data is transferred to the chained service using an MPUT call; you cannot use service-specific
storage areas to do this.

The differences in programming to PEND FI are as follows:

* With PEND FC you have to enter the TAC of the chained service in the KCRN field.

® MPUT is not necessary before PEND FC. However, if an MPUT call is issued then the follow-up TAC must also
be entered in KCRN (as in PEND PA/PR).

If the first transaction of the chained service is rolled back, then openUTM restarts at the synchronization point in
PEND FC and restarts the chained service.
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2.3.6 Stacking services

A terminal user can stack a service, i.e. he or she can interrupt an already started service, insert another service
and, when this terminates, continue the interrupted service. A service can only be stacked if it is located at a
synchronization point, i.e. directly after a PEND RE.

There are two ways of doing this:

® by pressing a function key generated with SFUNC ...,STACK=...
® by using the event exit INPUT

Continuing a stacked service

A stacked service, also known as a predecessor, is reactivated as soon as the inserted service is terminated by
PEND FI. The terminated service generates an output message. Since openUTM only permits service stacking at a
synchronization point, both the last output message and the service-specific areas (KB, LSSB) of the predecessor
are still available. You use the (last) MPUT call in the inserted service to determine how the output messages of the
two services are to be processed.

You have three options:

* MPUT NE in the inserted service outputs the message of this service on the screen together with message K096.

The terminal user presses Enter to receive the last output message of the predecessor.

* MPUT PM with KCLM = 0 immediately outputs the last output message of the predecessor (PM stands for
"predecessor message").

* MPUT PM with KCLM > 0 (permitted only in format mode) overwrites the output message of the predecessor
with the message of the inserted service to the length defined in KCLM. openUTM then outputs this revised
predecessor message. The format specified in MPUT PM should be a partial format of the predecessor format.

MPUT PM is only permitted in an inserted service if the program unit is terminated by PEND Fl, i.e. only in the last
processing step of the service.

Service stacks

Service batches are formed by stacking services.
You can retrieve information about the current service stack in the following ways:

* the KCHSTA and KCDSTA fields of the KB header show the size of the stack and how this has changed since
the last program unit run

* the INFO call INFO PC (predecessor service) provides information about the direct predecessor in the batch.

PEND Fl in an inserted service always returns you to the immediate predecessor; a stack is deleted when the last
inserted service has terminated.
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2.4 Message Queuing (asynchronous processing)

Message Queuing (MQ) is a form of communication in which messages are exchanged via intermediate queues
(store and forward) instead of being directly exchanged. Because there is no synchronization between the sending
and receipt of messages, message to message queues are also called asynchronous messages. Communication
takes place by means of asynchronous jobs. An asynchronous job consists of the asynchronous message, the
recipient of the message and possibly also the desired time of execution.

openUTM provides you with two types of message queues:

® UTM-controlled queues:
In the case of UTM-controlled queues, the interposed queuing mechanism is made available in its entirety by
openUTM. In other words, in addition to pure queuing functionality, openUTM also takes on the subsequent
processing of the message (e.g. output to a communication partner or startup of a service).

® Service-controlled queues:
In the case of service-controlled queues, a service is responsible for the further processing of the message. In
other words, openUTM provides only the queuing functionality. The communication partner for whom the
message is intended must read the message from the queue independently (using the KDCS call DGET). If
there is no message in the queue, a service can also wait for the arrival of a message.

Unix, Linux and Windows systems

In UTM cluster applications message queuing is only supported locally in the node. This means that asynchronous
messages can only run and be read, displayed or administered in the node application in which they were created.
The one exception is that you can transfer asynchronous jobs from a terminated node application into a running
node application using the online import facility.

i For general information about the message queuing concept and how to use it, refer to the openUTM
manual “Concepts and Functions”.
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2.4.1 Dead Letter Queue

The dead letter queue is a TAC queue with the fixed name KDCDLETQ. It is always available to save queued
messages sent to transaction codes, TAC queues, LPAPs or OSI-LPAPs but which could not be processed. During
generation, the saving of queued messages in the dead letter queue can be activated or deactivated for each
message destination individually using the TAC, LPAP or OSI-LPAP statement's DEAD-LETTER-Q parameter.

To be able to process the messages in the dead letter queue, for example after eliminating an error, you must either
reassign them to their original destination or assign them to an new destination. You can use DADM MV to move an
individual message and DADM MA to move all the messages in the dead letter queue to a specified or to the
original queues. Please note that messages can only be moved to a destination of the same type as the original
destination (TAC TAC, LPAP LPAP, OSI-LPAP OSI-LPAP).

The K134 message makes it possible to monitor the message volume arriving in the dead letter queue (see
openUTM manual “Generating Applications”, DEAD-LETTER-Q-ALARM operand in the MAX statement).

Preventing a page pool bottleneck

Since the dead letter queue is stored in the page pool, the page pool should be generated with enough space to
save messages in the dead letter queue.

The following actions are available to prevent or remove a bottleneck in the page pool:

®* Moving messages from the dead letter queue (DADM MV/MA).

® Deleting messages from the dead letter queue (DADM DL/DA).

® Generating QLEV to limit the maximum number of messages in the dead letter queue.
® Temporarily locking the dead letter queue (STATUS = OFF).

® Temporarily deactivating the saving of messages in the dead letter queue for individual destinations, e.g. using
WinAdmin, WebAdmin or programmed administration.
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2.4.2 Messages to UTM-controlled queues

In the case of UTM-controlled queues, openUTM monitors the subsequent processing of messages written by a
program unit to UTM-controlled queues. In other words, when a message is sent to a UTM-controlled queue, it is

specified how the message is to be processed subsequently. The jobs associated with this message are therefore
classified according to the recipient:

® output jobs
® background jobs
in the case of background jobs we distinguish between:
© local background jobs
i.e. background jobs, which request services from their own application.

© background jobs which request remote services
There is more information on this in the section “UTM-controlled queues in distributed processing”.
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2.4.2.1 Output jobs

Output jobs are asynchronous jobs which output a message, for example a document, to a printer or a terminal.
However, the output target may also be another application connected via a transport system interface.

Output jobs consist of the target specification together with the asynchronous message to be output.

Output jobs are initiated by corresponding MQ calls from a program unit of the UTM application.
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2.4.2.2 Background jobs

Background jobs are asynchronous jobs which are addressed to an asynchronous service of its own or a remote
application. Background jobs are particularly suitable for time consuming or non-time critical processing, in which
the result has no direct effect on the current dialog.

Background jobs consist of the transaction code (TAC) of the program unit used to start the background job (service
TAC) and possibly a message for the program unit. The type of transaction code determines whether the job is to
be processed as an asynchronous job or as a dialog message.

Background jobs can be created as follows:

® by an input from a terminal
® by an MQ call from a service of the UTM application

®* by a message from another application that communicates with the UTM application via the LU6.1, LU6.2 or OSI
TP protocol

® by an input from another application connected via the transport system interface

®* by a UTM message when the message is assigned the message destination MSGTAC (i.e. event-driven, see
"Asynchronous service MSGTAC") or is assigned the TAC of an asynchronous service as the user-specific
message destination

Background jobs can be restarted after abnormal termination of a service (redelivery), see "Redelivery with
background jobs" or sent to the dead letter queue.
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2.4.2.3 MQ calls of the KDCS interface

openUTM provides calls for UTM-controlled queues that are powerful in terms of the functions they offer but
nevertheless easy to program. The "free" element in the call names reflects that message queuing is a type of
communication which is disconnected from the sender and which is not dependent on the availability of the receiver.

® FPUT (Free message PUT)
You use FPUT calls to send asynchronous messages. The target may be an output device (output job), an
asynchronous service (background job) or an application (see "UTM-controlled queues in distributed
processing").
An asynchronous message may also consist of multiple message segments. In this case you have to use a
separate FPUT call for each message segment.

® DPUT (Delayed free message PUT)
The DPUT call can also be used to send an asynchronous message or a message segment to an output device,
an asynchronous service or another application (see "UTM-controlled queues in distributed processing").
However, compared to the FPUT call, the DPUT call also allows you to use time control and confirmation jobs.

® FGET (Free message GET)
You use the FGET call to read asynchronous message or message segments within an asynchronous service.

®* MCOM (Message COMplex)
You use the MCOM call to assign confirmation jobs to asynchronous jobs.

* DADM (Delayed free message ADMinistration)
You can use the DADM call to request summary information about the entire contents of a queue or information
about its individual elements. Additionally you can also control the processing sequence with DADM: you can
advance jobs, cancel individual jobs or delete the entire queue.

For the precise format and further information about these calls refer to the chapter “KDCS calls”.




2.4.2.4 Structure of an asynchronous service

An asynchronous service starts with an asynchronous program unit. The program unit is assigned a transaction
code TYPE=A (asynchronous) at generation. An asynchronous program unit does not only differ from a dialog
program unit in its transaction code type, it is also differently structured.

Structure of an asynchronous program unit

Asynchronous programs do not have to read an input message or create an output message. In the first program
unit of the first processing step you can issue an FGET call following an INIT. This call makes it possible to read the
asynchronous message of the creator of the background. This may be:

® acomplete message
® a message segment or

®* an empty message in cases where the job consists of one TAC only (e.g. created via a function key at the
terminal).

These may be followed by any number of KDCS calls, with the exception of MGET. However, you can use an
MGET call in a follow-up program or follow-up processing step.

You cannot use MPUT to send a response to the communication partner from which you received the
asynchronous message. Since the service runs disconnected from the partner, the partner may no longer be
connected to the application at the time of processing. However, you can send a message to the partner with FPUT
or DPUT. This message will be inserted in the message queue assigned to the partner. An MPUT call is only
permitted if the message is addressed to a follow-up program or a job receiver service.

The last UTM call in your program unit must be PEND, as described in section “Program framework”. An
asynchronous program is normally terminated with a PEND FI call. This also terminates the service. openUTM
transfers any unsent messages to the partner or partners.

Other PEND variants are possible, such as PEND PA/PR/SP for program unit chaining, and PEND KP and RE for
distributed processing. You can also use the PGWT KP, CM and RP calls in an asynchronous program unit (e.g.
PGWT KP) if you want to terminate the processing step without terminating the program unit or the transaction in
distributed processing.

An asynchronous service may be split into multiple program unit runs, and also into multiple processing steps in the
case of distributed processing (see "Asynchronous service with multiple program units" or "Asynchronous services
which also issue jobs").
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Figure: Structure of an asynchronous program unit
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Combined dialog and asynchronous program

You can assign multiple transaction codes to a program unit. It is also possible to assign a dialog TAC and an
asynchronous TAC to the same program unit. This means that you can start the program in dialog mode or
asynchronously. openUTM indicates the way the program unit was started in the KCPRIND field of the KB header:
"A" for asynchronous, "D" for dialog. The program unit can evaluate this field and branches accordingly.

TACD (for dialog routine)
TACA (for asynchronous routine)

Program unit "RESERVT"

INIT

Dialog routine Asynchronous routine
TACD TACA

F 3
v

MGET | Message i FGET Data 2

MPUT | Response : FPUT to printer

FPUT with TACA Result
Data 2 : PEND FI

PEND FI

Figure: Dialog and asynchronous processing in a program

If the program in the diagram is started with TACD, FPUT is executed after PEND. This means that the same
program unit is called again to process an independent second service. The processing of an asynchronous service
outside the dialog program may lead to better response times in the dialog with the client.
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Asynchronous service with multiple program units

An asynchronous service may be structured into multiple program units and transactions. The last program unit is
terminated with PEND FI. In the preceding program units the PEND variants SP or PA/PA are possible.

PEND variants such as PEND KP or PEND RE which terminate a processing step are only possible within an
asynchronous service if distributed processing is used (see diagram on next page).
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PEND PA (KCRN=TAC3)
TAC3 7-C
+Data

INIT
MGET (Data from prog-
ram unit TAC2)
Processing
PEND FI

Figure: Structure of an asynchronous service split into three program units

In the depicted example a background job is issued to an asynchronous job of the same application from a terminal.
To do this, you have to enter the transaction code of this service and, if necessary, a message at the terminal.
openUTM automatically places the job in the relevant queue and starts the asynchronous service disconnected
from the job submitter as soon as the necessary resources are available. The first program unit reads the data with
FGET and terminates with PEND SP. A synchronization point is set and the follow-up program specified in KCRN is
started.

The TACL1 program has not transferred an MPUT to the TAC2 program. However information can be forwarded in
the service-specific storage areas. The TAC2 program selects an MPUT call for the transfer of information to TAC3
and terminates with PEND PA. This means that no synchronization point is set. In the TAC3 program the service is
terminated with PEND FI.
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Asynchronous services which also issue jobs

An asynchronous service may in its turn create asynchronous jobs. These may be output jobs or further
background jobs. In distributed processing, you can also issue dialog jobs to partner applications from an
asynchronous service, i.e. the asynchronous service communicates with remote dialog services.

UTM application
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PEND SP rEEEEE
INIT Asynchronous
Queus LTERM FPUT KCRN=LTERM service TAC2
@4__.....: PEND FI INIT d
A APRO DM
MPUT
FPUT
KCRN=LTERM —» Remote
dialog
INIT T service
MGET
PEND FlI

Figure: Asynchronous services which also issue jobs

In the first program unit of the TAC 1 asynchronous service, a job is issued to the TAC2 asynchronous service. To
do this, you have to specify the TAC2 transaction code in the KCRN field when you call FPUT. Since the program
unit terminates at a synchronization point, the job is already inserted in the relevant queue at the end of the
program unit.

An asynchronous job is also issued in the TAC2 service of the first program unit. This is an output job to the printer.

You have to specify the LTERM name of the printer in the KCRN field when you call FPUT. Since this program unit
does not terminate at a synchronization point the job is inserted into the LTERM queue at the end of the service
(next synchronization point).

The TAC 2 service is divided into two processing steps. The first program unit uses MPUT to send a message to a
remote dialog service. The second program unit is started when the response is received from the remote service.
This is read using MGET.

Job complexes

Together with the asynchronous job ("basic job") you can describe up to two more confirmation jobs which are
associated with the positive or negative result of job processing. These confirmation jobs are processed after the
basic job is processed. The job submitter can use the confirmation jobs to react to a positive or negative job result.
A confirmation job which is not used, e.g. a negative confirmation job for a positive result, is deleted. The entity
formed by a basic job and its associated confirmation jobs is called a job complex.
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The following table shows some of the possible events which may occur during asynchronous processing and the
effects of these events on the confirmation jobs.

The beginning and the end of a job complex are defined by means of separate KDCS calls, the MCOM BC (begin of
complex) call and the MCOM EC (end of complex) call. With the MCOM BC call you define the complex identifier
(complex ID), the destination of the asynchronous job and the TACs of the asynchronous programs which are to
process the positive or negative confirmation. All the jobs generated within the complex are described using DPUT
calls. You must specify the complex ID as the target.

A job complex can be defined both in dialog and in asynchronous programs.

If the basic job of an job complex is addressed to a remote asynchronous service, then the service identifier must
be assigned (via APRO AM) before the beginning of the job complex. With MCOM BC you define the service ID in
KCRN; the confirmation jobs have to be processed by the local application.

Event Effect on confirmation job
PEND FI in the local asynchronous service Start of positive confirmation job
For background job, successful transfer to asynchronous service and

Positive print confirmation from printer or print administration jocl)ebletion of negative confirmation
Processing a message of a TAC queue and termination of the transaction

PEND ER/FR in local asynchronous service without redelivery Start of negative confirmation job
Error while preparing the output message by VTSU-B on BS2000 systems and

. . letion of itiv nfirmation
Error while formatting the output message on BS2000 systems deletion of positive co atio

job

Processing a message of a TAC queue and rollback of the transaction

without redelivery

For background job to asynchronous service, rejection of the job

Deletion of a job by administration

Delete the output job when establishing or clearing down the connection of a

RESTART=NO client.

PEND ER/FR in the local asynchronous service with redelivery Without effect, since basic job is
still present

Negative print confirmation from printer or timeout waiting for a confirmation
Sequence of jobs changed by administration
Repetition of a print job

Processing a message of a TAC queue and rollback of the transaction with
redelivery
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Event Effect on confirmation job

Deletion of a job with confirmation jobs by print Confirmation jobs are deleted; logged in SYSLOG
administration

KDCUPD does not accept a job Confirmation jobs are also not accepted (see
KDCUPD log)

The following diagram illustrates a job complex, taking a print job as an example.

INIT

MCOM BC KCCOMID = *COMP-ID
KCRN = PRINTER
KCPOS = ATACT
KCNEG = ATAC2

DPUT NE KCRN = *COMP-ID Data 1 for printer

DPUT +T KCRN  =*COMP-ID Data 2 for ATAC1

DPUT -T KCRN  =*COMP-ID Data3  for ATAC 2

MCOM EC  KCCOMID = *COMP-ID

Figure: Job complex for a print job
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2.4.2.5 Redelivery with background jobs

If an asynchronous service is terminated abnormally by PEND ER/FR or by a system PEND ER before a
transaction was completed with Commit, the service is restarted and the FGET message is redelivered, providing
this functionality has been activated at generation.

Whether redelivery is possible and how often redelivery is attempted can be defined at generation (REDELIVERY
operand in the MAX statement). When the FGET call is executed, the number of redeliveries is output in the KB
return area.
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2.4.3 Messages to service-controlled queues

In the case of service-controlled queues, the subsequent processing of messages sent by a program unit to a
service-controlled queue is dealt with by the services of the application. openUTM merely ensures that the
messages in the queues are saved. The application programs must themselves read the messages saved in these
gueues; if there are no messages in a queue, an application program unit can also wait for a message to arrive in a
queue.

openUTM distinguishes between USER queues, TAC queues and temporary queues. The properties of these
gueues are described in sections “USER queues” to “Temporary queues”. The associated MQ calls are listed in
section “MQ calls ofthe KDCS interface”. For more information on the lifetime of queues and messages in queues,
refer to section “Lifetime of queues and queue messages”.

Service-controlled queues offer new communication opportunities in a large number of cases; it is possible, for
example, to use message queues to implement the following scenarios:

® communication between independent services in an application

* “pseudo dialogs” with remote transport system applications

® parallel processing of database accesses in (read) transactions

® sending of messages to UTM users (mailbox functionality)

® sending of asynchronous messages to UPIC clients

® sending of messages to queues in other applications (remote queues: see section “Service-controlled queues in
distributed processing”)

® outputting of UTM messages at the UTM administration workstation WinAdmin or WebAdmin
® implementation of user-controlled processing of asynchronous messages

® serialization of program units (running in the dialog and asynchronously)

® output of the data of other TLS blocks to the data station in the dialog

® as global storage areas of unlimited size

The queues can be administered with the DADM call.
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2.4.3.1 USER queues

USER queues are permanent, service-controlled message queues. A USER queue is available to every generated
UTM user at all times. USER queues can be accessed by any service by means of a program call, provided it
knows the name of the user.

By means of this queue, messages can be sent to the user at the terminal, for example, or to a user signed on via a
UPIC client. The USER queue is used as a mailbox in this case. The queue can also be used for communication
between the dialog service of the user and asynchronous services that run under the same user ID.

In this way, you can, for example, distribute multiprocessor-capable, parallel database information across a number
of asynchronous services and “collect” the results in the dialog service.

At generation, read and write protection can be assigned for the USER queue in the KDCDEF statement USER (Q-
READ-ACL and Q-WRITE-ACL parameters). You will find more information on the generation of data access
control in the openUTM manual “Generating Applications” under the KDCDEF statement USER. Regardless of the
data access control in existence, a user can always read messages from and send messages to his or her own
user queue.

Time-controlled messages cannot be sent to USER queues.

By means of the KDCS call INIT PU, a program unit can query how many messages there are for the user ID under
which it is running.
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2.4.3.2 TAC queues

TAC queues are permanent, service-controlled message queues. Each TAC queue has a fixed name that is
generated with the KDCDEF statement TAC ... TYPE=Q. TAC queues can be accessed by any service by means of
a program call, provided it knows the name of the queue.

Remote message queues, for example, can be implemented with the help of TAC queues. These remote queues
are addressed in the local application by means of the LTAC name (see also "Service-controlled queues in
distributed processing").

TAC queues can also be used in job complexes. Both the basic job and the confirmation jobs can be directed at
TAC queues.

Messages can also be sent to TAC queues with time control.

At generation, read and write protection can be assigned for the TAC queue in the KDCDEF statement (READ-ACL
and WRITE-ACL parameters). By means of dynamic administration (STATUS attribute), TAC queues can be locked
completely for read and/or write access.

For more information on the generation of TAC queues, refer to the section on the KDCDEF statement TAC in the
openUTM manual “Generating Applications”.
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2.4.3.3 Temporary queues

Temporary queues can be created dynamically in the program unit run by means of the KDCS call QCRE and
deleted by means of the QREL call. No administration authorization is necessary for these calls.

Temporary queues are particularly suitable for communication between services: a service creates a temporary
gueue and passes the name of this queue with the asynchronous services it creates. The service subsequently
reads the messages that these asynchronous services send to the temporary queue or waits for these messages.
The temporary queue is then deleted again. When a new temporary queue is created, messages can be written to
this queue in the same transaction. However, these messages cannot be read and administered until after the
transaction is successfully completed.

The name of the temporary queue can either be freely selected or created automatically by openUTM. The
advantage of having names created automatically by openUTM is that the names assigned are always new. Only
after 100 million calls is the same name assigned again.

A temporary queue can be deleted at any time by means of the QREL call. On the successful completion of the
transaction, all the messages in the queue are deleted and the name and table space of the queue are released. All
services waiting for messages of the deleted queue are continued.

Time-controlled messages cannot be sent to temporary queues.

The maximum number of temporary queues that can be created is specified at the generation of the application
(QUEUE statement, NUMBER operand: see also the openUTM manual “Generating Applications”). In the QUEUE
statement it is also possible to limit the number of messages stored in the queue using the QLEV (queue level)
operand; this allows you to limit the utilization of the page pool. However, you can also specify the queue level
dynamically in the QCRE call. If you do this, anything specified at generation is overwritten.

A program unit can obtain the names of all the temporary queues and their properties by means of the KDCADMI
call KC_GET_OBJECT (object type: KC_QUEUE).
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2.4.3.4 MQ calls of the KDCS interface

The KDCS interface provides the following calls for service-controlled queues:

DGET (Delayed free message GET)

The DGET call is used to read messages or message segments from USER, TAC or temporary queues and to
wait for a message of a service-controlled queue. Read with subsequent deletion ("processing”) and read without
deletion ("browse") are possible.

FPUT (Free message PUT)

FPUT calls are used to send messages to TAC queues. A message can consist of several message segments.
A separate FPUT call is required for each message segment.

DPUT (Delayed free message PUT)
The DPUT call sends a message or message segment to a USER, TAC or temporary queue. Time control and
basic and confirmation jobs are only possible for TAC queues.

QCRE (Queue CREate)
The QCRE call is used to create a temporary queue.

QREL ((Queue RELease)
The QREL call is used to delete a temporary queue.

DADM (Delayed free message ADMinistration)

You can use DADM to obtain an overview of the entire contents of a queue or of specific elements in it. In
addition, DADM also allows you to control the order in which messages are processed: you can bring messages
forward or delete individual messages or the contents of the entire queue.

You will find the exact format of these calls and further information on them in chapter “KDCS calls”.
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2.4.3.5 Lifetime of queues and queue messages

In UTM-S, all queues and all messages in these queues are preserved after the end of the application. In other
words, the messages in the queues are stored safely (failsafe) and are still available after a restart. In the event of
regeneration, the messages can be transferred using the KDCUPD utility.

In UTM-F, the USER and TAC queues are preserved after the end of the application, but the temporary queues are
lost. The messages stored in all three types of queue are lost.
Redelivery of queue messages

If queue messages were processed and if the transaction is then rolled back, the messages are placed back in the
gueue. They can be read with DGET. The maximum number of redeliveries can be set at generation
(REDELIVERY operand in the MAX statement). Redelivery can also be deactivated using this operand.

When the DGET call is executed, the number of redeliveries is output in the KB return area.

Alternatively, such messages can also be saved in the dead letter queue.
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2.4.3.6 Deleting USER and TAC queues by means of programmed administration

USER and TAC queues can be deleted by means of programmed administration.

A USER queue is deleted when the associated user ID is deleted. The deletion can take effect either immediately or
at the next generation. However, the immediate deletion of USER queues is only possible for standalone
applications.

The dead letter queue cannot be deleted.

The deletion of TAC queues does not take effect until the next generation.
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2.4.3.7 Examples

The following sections describe typical application examples and show how you can use service-controlled queues
and create the associated program units.

Example 1: Communication between two services in an application

The diagram shows the evaluation of a background job with the help of a temporary queue. The main service
“Customer” in a call center searches for the required data by means of a background job and reads the results from
a temporary queue or waits for the corresponding message if it is not yet available at the time of the DGET.

UTM application "Call Center"

UTM "Call center" application

"Customer" service
) TAC1
)
—m INIT
Temp. queue
QCRE NN — .
FPUT KCRN=search Search" service
PEND SP with TAC2 -
. » INIT
FGET
INIT < ---" Search for data
DGET “queue”
Message not yet there Data found
PEND PA with TAC2 DPUT “queue”
! Temp. queue | o | PEND FI
| ‘_
INIT < ' 2
DGET “queue”
MPUT
QREL “queue”
T
‘ PEND FI
-/ *

i ———

Figure: Communication between two independent services with the help of a temporary queue

A temporary queue is created by means of QCRE NN. The name of the queue is returned in KCRQN. The
background job “Search” is then created with FPUT, and the transaction is terminated immediately with PEND SP.
The name of the queue is passed with FPUT.

The “Search” service reads the message with the name of the temporary queue and searches for the required data.

Meanwhile, the main service, “Customer”, queries the result of background processing with DGET. Since the result
is not yet available in this case, the current program unit of the main service terminates; openUTM waits for the
arrival of the message. The function is implemented in such a way that there is no program unit active and no
process linked for the main service in the wait time.
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When the “Search” auxiliary service has obtained the required data, it creates a message for the temporary queue
and terminates. The DPUT job is thus executed.

The main service is continued when the message arrives. It reads the result from the temporary queue and sends it
to the client. It then deletes the temporary queue and terminates (the deletion does not take effect until the
successful completion of the transaction).

To control the sequences executed in the program units, an auxiliary field called Wai t For Msg must be created in
the KB communication area so that it can be accessed by all the service’s program units. If the return code 08Z is
obtained repeatedly, superfluous waiting is avoided by means of a RSET call.

Program unit TACl

QCRE NN
FPUT with KCRN=search

kb. Wit ForMsg = 0
PEND SP with TAC2

Program unit TAC2 for evaluating the result

DGET queue

if ( KCRCCC = "08Z" )

then if kb.VaitForMsg = 0
then kb. WaitForMsg = 1

PEND PA, <t ac2>

el se RSET

el se processing

QREL queue

PEND FI

Example 2: “Pseudo dialogs” with remote transport system applications

Another application example is obtained by carrying out a simple modification of
example 1: a dialog or asynchronous service wants read access to a database in another application.

A communication partner of the type APPLI or SOCKET-USP replaces the auxiliary service of example 1. The
FPUT call in the main service addresses the LTERM name of the remote application instead of an asynchronous
TAC; apart from this change, the calls and processes involved in the two services remain unchanged. If the remote
application is a UTM application, the TAC to be called in the remote application must be at the beginning of the
FPUT message. The remote application must begin its reply message with the name of the queue in which the
main service expects the reply.

openUTM determines the destination of the messages from the name of the queue alone. The name of the
temporary queue must therefore not be the same as a TAC or LTERM name of the local application. Name clashes
are avoided because the name of the temporary queue is assigned by openUTM (QCRE NN), and neither TAC nor
LTERM names begin with a digit.
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Example 3: Communication with more than one service

If a service wants to communicate with more than one auxiliary service simultaneously, what happens is similar to
what happens in communication with only one auxiliary service. When the replies are read, however, it is important
that all the replies are read; it may therefore be necessary to wait for all of these. You must ensure that each
message is waited for no more than once.

To control the processes in the program units, auxiliary fields are created in the KB communication area in this
example so that all the program units of the service can access them. As it is possible that not all the replies can be
read in a program unit run, the browse function is used to implement a wait loop. The replies are not processed until
the last message has arrived.

UTM application

Main service

Auxiliary services
=== INIT Temp. queue y
QCRE NN —»
FPUT KCRN=HTAC2 HTAC1
PEND SP with TAC2 INIT

v

INIT

DPUT
INT € S "queue” | |DPUT

. queu2
Wait loop |

DGET BF "queue”
If message(s) not yet all | PEND

there Temp. queue <+ PEND

PEND PA with TAC2 — - —
<« HE

Read loop
{DGET FT ,queue"
Loop for partial messages
{DGET NT }}
processing

MPUT NE
RSET (at timeout)

QREL “queue”
| PEND FI

Figure: Communication of a main service with two auxiliary services by means of temporary queues




Auxiliary fields must be used for this communication, and loops must be programmed. The various steps are

explained in the following table:

TAC1 program

INIT

QCRE NN

FPUT KCRN=HTAC1
FPUT KCRN=HTAC2

kb.NrMsgs = 2
kb.WaitForMsg = 0
kb.i=0

kb.kcgtm = spaces
kb.kcdpid = spaces

PEND SP KCRN=TAC2
TAC2 program

INIT

Timeout =0

for( kb.i < kb.NrMsgs AND Timeout = 0)
DGET BF with

length O
kb.kcgtm
kb.kcdpid

if (KCRCCC ="082")
then if kb.WaitForMsg = 1

then Timeout = 1
else kb.WaitForMsg = 1

PEND PA KCRN=TAC2
else kb.i = kb.i +1

kb.WaitForMsg = 0
kb.gtm = KCRGTM
kb.kcdpid = KCRDPID

Explanation

Create temporary queue. The name of the queue is returned in
KCRON.

Create messages for the auxiliary services. The name of the queue is
passed in the message.

Initialize fields in the KB program area. These fields control the
sequence of execution in the follow-up programs.

Terminate transaction. The asynchronous jobs are started.

Explanation

Initialize timeout field.

In a loop an attempt is made using DGET BF with waiting to wait for all
replies without reading or deleting data; in other words, all messages
are retained. Make sure that each message is not waited for more
than once.

There must be a wait. The program run is then terminated with PEND
PA,; the current TAC is specified as the follow-up TAC.

The counter is incremented when a reply arrives. The creation time
and DPUT ID of the message are buffered
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TAC1 program Explanation

if Timeout =0 All replies are read in full in two nested loops. Processing of the replies then begins.
then for (i < kb.NrMsgs ) The result is sent to the client using MPUT.

DGET FT
for (
KCRCCC'!
="10Z")

DGET
NT

processing
MPUT NE

else RSET At timeout, superfluous waiting is avoided by means of an RSET.

MPUT

QREL “queue” Before the service terminates, the temporary queue is deleted again.
PEND FI

Example 4: Sending asynchronous messages to UPIC clients

Asynchronous messages must not be directed at a LTERM partner of a UPIC client; with the help of service-
controlled queues, however, asynchronous events or messages can also be delivered to a UPIC client. To do this,
you either direct the asynchronous messages to the USER queue of the UPIC client or you generate a TAC queue
additionally for each UPIC client. The UPIC client starts another dialog service in parallel with its normal dialog
services. This dialog service assumes the task of waiting at this queue until a message arrives, reading it out and
forwarding it to the UPIC client.

The following diagram shows how this is implemented using USER queues:

UTM application UPIC client

Poll service (TAC1)

h}
INIT < Start ‘
:\Aej;?ges USER queue poll service ‘“———
colient —» (@ EmEm| —>» DGETFT KCRN=upicuser
KCTYPE=U
KCWTIME = 0
if message there ~

MPUT message

PEND RE KCRN=TAC1 —»
else Message

PEND PA KCRN=TAC1

B

Figure: Sending of asynchronous messages to UPIC clients using USER queues
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Example 5: Serialization of program units

If a program (segment) that is executed in both dialog and asynchronous services is to be serialized, you can use a
TAC queue for serialization. TAC queues have an advantage over GSSBs (global secondary storage areas) in that
waiting takes place outside the program unit context and the process is thus free for other things.

In the following example, a segment of a program unit that can run both in the dialog and asynchronously is
secured against parallel processing by means of a TAC queue.

Generation

TAC t acqueue, TYPE=Q

TAC1 program unit

INIT '
TAC queue
MBSSEQE
No message DGET FT KCRN=tacqueue | <« .41

in TAC KCTYPE=T
queue KCWTIME > 0

if (KCRCCC =,08Z2%)

PEND PA KCRN=TACT :lmc queue
DPUT QE KCRN=tacqueue | 2 [

Message

Actions to be serialized

PEND FI/SP

Figure: Serialization of program units using TAC queues

A message is sent to the TAC queue by means of DPUT for the next service to execute the critical program
segment. Only on successful completion of the transaction does the DPUT call take effect.

The mechanism described here must be initialized so that the critical program unit segment can be executed. This
can be implemented at application startup, for example, by means of an MSGTAC program that responds to a start
message (K050, K051) and creates a message for the TAC queue.

Example 6: Output of other TLS blocks in the dialog service

Accesses to TLS blocks of a different data station are only permitted in asynchronous services. The output of data
from other TLS blocks from a dialog service to the data station is possible if example 1 is slightly modified:

The dialog service passes to the auxiliary service the name of the TLS block and of the LTERM. The auxiliary
service reads the required data with a GTDA call and sends it to the temporary queue.

The dialog service reads the TLS data from the temporary queue and outputs it at the data station.
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Example 7: Service-controlled queues as global storage areas

Only serial access to application-global storage areas (GSSBs, see "Global secondary storage area (GSSB)") is
possible, i.e. areas of this kind are locked during read/write. If, instead of a GSSB, a temporary queue is used with
the "browse" function, several services can then access the storage area in parallel.

Also, fewer restrictions apply to temporary queues than to GSSBs. The storage area of a temporary queue is not
limited (GSSB: 32,767 bytes) and more queues than GSSBs are permitted (500,000 as opposed to 32,767).

Using a temporary queue it is possible, for example, to implement an online auction:

®* DPUT QT/QE puts the descriptions of the objects into a temporary queue one after the other. A fixed name is
given to the queue. Later additions can be made to the queue.

®* DGET BF/BN allows those interested to read these descriptions; this can also be done in parallel by several
services.

® DGET PF/PN processes a description and therefore removes it from the queue, e.g. once an object has been
sold in the auction.

® The temporary queue is deleted with QREL at the end of the auction.

The number of messages in a temporary queue can be limited at generation time (KDCDEF QUEUE statement,
QLEV operand). If only the latest messages are of interest, wrap mode can be selected (QUEUE statement,
QMODE=WRAP-AROUND operand). Once the maximum number of messages has been reached, each new
message causes the oldest message to be deleted.
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2.5 KDCS storage areas in openUTM

Under openUTM, program units can use various storage areas for the reading and writing of user data. These
storage areas ensure a clear distinction possible between program and data areas and ensure that programs are
reentrant. Additionally, these areas also enable the transaction-logged, high-performance exchange of information
between programs and guarantee the efficient usage of working memory. Some memory areas are specially
designed for statistical purposes and for logging.

In addition to the storage areas shown here, openUTM also offers you the chance to use service-controlled queues
for communication between program units (see section “Messages to service-controlled queues”).

The following storage areas are available:

® standard primary working area (SPAB)

® communication area (KB))

® |ocal secondary storage area (LSSB)

® global secondary storage area (GSSB)

® terminal-specific long-term storage (TLS)
® user-specific long-term storage (ULS)

® user log file (for writing only)

® areas (AREA)

The number of GSSBs, LSSBs, TLS blocks and ULS blocks available in a UTM application is specified during
generation; names are also assigned for the TLS and ULS blocks at this time; the names of the GSSBs and LSSBs
are specified when programming the application.

Storage location for user data

In the case of standalone applications, the user data in the KB, GSSBs, LSSBs, TLS and ULS blocks is stored in
the KDCFILE.

Unix, Linux and Windows systems

In a UTM cluster application, each node application possesses a separate KDCFILE. The fact that some data is
valid at local node level whereas other data is valid globally throughout the cluster results in a number of
peculiarities compared to standalone applications:

® Data that is local to the node is stored only in the KDCFILE file of the relevant node application. Data that is local
to the node includes, for example, TLS, asynchronous messages, background jobs and data relating to other
node-bound services. The KDCFILEs of the individual node applications are not identical at runtime.

® Data that applies globally in the cluster is stored in UTM cluster files such as the cluster page pool or the cluster
user file, see the openUTM manual “Concepts and Functions”. This includes user data such as GSSB, ULS, the
service data of users and passwords.
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Storage concept

The storage concept supports the following functions:

reentrant capability of program units (SPAB)

application data can be accessed by two or more services running in parallel (GSSB, TLS, AREA)
protection of user-specific data against access by foreign login names (ULS)

transaction-oriented storage of logging data (user log file)

independence of program units running in parallel (KB, LSSB).

openUTM provides two types of storage area:

working memory areas (KB, SPAB)
These are storage areas which are available for the program units in the working memory. You can address
them directly.

secondary storage areas (GSSB, LSSB, TLS, ULS, log files)
openUTM sets up these storage areas in background storage areas and uses special KDCS calls to write to and
read from them.

Depending on their function these areas are assigned to:

a program unit (SPAB)

a service (KB and LSSB)

an LTERM, LPAP or OSI-LPAP partner (TLS)

a user ID (USER), Session (LSES) or Association (OSI-LPAP ASSOCIATION NAMES)
the application (log file, AREAs, GSSB).

If a service is processed in two or more processing steps or in two or more program units, the data has to be stored
and passed on. For this you use:

the communication area (KB) and the

local secondary storage area (LSSB).

You should use the KB for data required in each processing step.

LSSBs are to be used either when the data is not required in each program unit run of a service or when there is
more than 32 Kbytes of data, which means that it will not fit in the KB.
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Function and lifetime of the storage areas

The following table provides a summary of the lifetimes and functions of the KDCS storage areas. The diagram on
the next page also shows the KDCS calls you can use for storage processing and illustrates the assignment of the
individual storage areas.

Abbreviation

KB

SPAB

AREA

LSSB

GSSB

ULS

TLS

USLOG

Area type

Communication
area

Standard primary
working area

Additional
storage area,
declared for each
generation

Local secondary
storage area

Global secondary
storage area

User-specific
long-term storage

Terminal-specific
long-term storage

User log file

Lifetime

Start of service to
end of service

Start of program
unit to end of
program unit

Duration of
application

From first write call
to explicit release
or deletion of user
ID

From first write call
to explicit release
or end of service

Generation until
generation
modification

Generation until
generation
modification

Individually defined

Function

Accesses current information provided by
openUTM; exchanges data between program units
of a service

Transfers parameters for KDCS calls; message
buffers

Accepts global data of an application; preferably
used for read access only.

Unix, Linux and Windows systems

You should note that AREAs in a UTM cluster are
always node-specific, i.e. one node cannot access
the AREAs in another node.

Exchanges data between the program units of a
service

Exchanges data across services

E.g. statistics which are specific to particular users
(USER), LU6.1 Sessions (LSES) or OSI-TP
Associations (OSI-LPAP ASSOCIATION-NAMES)

Statistics which are specific to particular connection
points (LTERMs, LPAPs, OSI LPAPS)

Logging
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KB SPAB  Program units LSSB GSSB Logfile TLS

GTDA

SPUT DL
PEND PR

read TLS

SGET US
SPUT GB

PEND FI

read ULS

ULS

End of service

SPUT DL
SREL GB

PEND KP

SREL LB

PEND SP

‘ LPUT

PEND FI

write to

log file

Endof service

End of
application run

Figure: Assignment of the KDCS storage areas and KCDS calls for storage processing
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2.5.1 Standard primary working area (SPAB)

By default openUTM assigns a SPAB to each program unit, the maximum length of which is defined when the
application is generated (see the openUTM manual “Generating Applications”). It is available to the program unit
from the program start until the PEND call.

No data can be stored or transferred using this area beyond the end of the program unit run. Since the SPAB
serves only as a program unit-specific working area, it is not included in the transaction and is not rolled back by a
RSET call.

The SPAB may contain the following:

® the KDCS parameter area for call execution.

In the parameter area the program transfer the data which is necessary for a KDCS call. The entries in the fields
of the KDCS parameter depend on the call in question (see chapter “KDCS calls”). Language-specific data
structures are available to structure the parameter area: for COBOL in the KCPAC COPY element and for C/C++
in the kemac.h include file.

* the message area (NB) for provision of the input/output data.

Messages read using MGET, DGET, FGET, SGET or GTDA are entered in the message area. Here, openUTM
also presents information which you can request with any of the INIT, DADM, INFO and PADM call variants.
When performing output, you also use the message area to make available the data transferred with MPUT,
FPUT, DPUT, SPUT, PTDA or LPUT.

For each call you have to specify the address of the message area.

® further areas with variable data specific for the program run.

Freely selectable fill characters

When you generate a UTM application you can specify a fill character of your choice (in the CLRCH operand of the
KDCDEF statement MAX). openUTM then overwrites the SPAB with this character at the end of each processing
step. After the start of the application program the area is filled with the specified character in the generated length.

This function is important for program testing because it facilitates the discovery of certain errors in single-process
mode. Additionally, you can use this function for data protection.
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Process

UTM application program

Program unit 1
Declare
address
» Current program name
> INIT
Statements
KB, SPAB
available PEND
Direct
addressing

Program unit

Main routine
KDCROOT

KB
SPAB

A

Figure: Use of primary storage areas (SPAB, KB)




2.5.2 Communication area (KB)

openUTM creates the KB when a new service is started. The KB is retained until the service is terminated. The
contents of the KB are transferred to the program currently being executed. The size of the KB can be adapted to
the data to be transferred, i.e. it can be increased or decreased for individual processing steps.

There are two areas of fixed lengths at the beginning of each KB. These are used for communication between
openUTM and the program:

® the KB header

® the KB return area.

Language-specific data structures are available for structuring these areas: for COBOL in the KCKBC COPY
element, and for C/C++ in the kcca.h include file.

In the KB header you can find current information about the service, program unit and communication partner after
calling INIT, and after each subsequent call.

In the KB return area, openUTM transfers its return data to the program after each call (except PEND). The
evaluation, in particular of the return code, provides information about whether or not a call has been executed
successfully and can be used for specific control measures in the program (see also section “Programming error
routines”).

Additionally, you can define an area of variable length in the KB, the KB program area, whose structure you can
determine freely. While the KB header and the KB return area are always present, you can select whether or not
you want to use a KB program area. It can be used to transfer and store service-specific data of any type.

The maximum length of this area is specified when the application is generated (KB operand in the MAX
statement). In the program, you use INIT to specify the length which the program currently expects. This length may
not be longer than the value you generated with the KB operand. When the next synchronization point is reached
the KB is saved in the length specified by INIT. Therefore only enter the absolutely necessary minimum length for
the KB when calling INIT. In this way you avoid unnecessary information being saved.

If multiple programs with KB program areas of differing length process the same service, length conflicts may occur
during data transfer between programs. A program always receives data in the length specified in the KCLKBPRGE
field by the predecessor program when INIT was called. If the receiving program provides longer data fields, then
the remaining area is undefined. If the receiving program defines a shorter KB, it nevertheless receives the data in
its full length. The truncation only takes effect when the data is passed on again (see diagram next page).

Freely selectable fill characters

When you generate a UTM application you can specify a fill character of your choice (in the CLRCH operand of the
KDCDEF statement MAX). openUTM then overwrites the SPAB with this character at the end of the service. After
the start of the application program the area is filled with the specified character in the generated length.

This function is important for program testing because it facilitates the discovery of certain errors in single-process
mode; additionally, you can use this function for data protection.
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Program unit 1

KB program unit with
INIT with KCLKBPRG = 50

J O 00040000 000604 008000464
PO 00 640000000600 ¢080.9044¢4

KB program area
with PEND RE

The dollar rate will soon
FISE. XXXXXKXKHXHXXKXKXXKXKK

Program unit 2

Program unit 3

KB program area with
INIT with KCLKBPRG = 50

KB program area with
INIT with KCLKBPRG = 75

The dollar rate will soon
S E . X000
P A 000004 0000006468.0440.904

KB program area
with PEND RE

So the government will be
taking the necessary counter
Measures. XXXXXXXXXXXXX

KB program area
with PEND RE

This is why you are urged
to trust in our shares !!

A

So the government will be
taking the necessary counter
MEeasures. XXxXXXXXXXXXXX

Figure: KB program area for data transfer
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2.5.3 Local secondary storage area (LSSB)

LSSBs are service-specific background storage areas which are used to forward data between program units within
a service. In standalone applications their contents are stored externally in the KDCFILE, see “Storage location for
user data” (KDCS storage areas in openUTM). While openUTM automatically makes the communication area
available for each program unit and then saves it, the LSSB is only accessed when necessary. It is therefore
particularly useful for data which is accessed for reading only or if multiple program units are present which do not
require the data between the point when the data is written and the time it is read.

For example, you can use LSSBs in the following cases:

® creation of a "browse function” for dialog outputs

® “temporary" data storage

You can use the SPUT call to write to a LSSB. To do this, enter the name of the area you want to write to. This
name is only valid for the local service; if two services have the same name, then the names designate two different
LSSBs. The LSSB is set up on the first write access within a service. Here the programmer defines the length of the
LSSB. An LSSB can have a maximum length of 32767 bytes.

You use the SGET call to read from the area. If the storage is not required after the SGET call, it can be
simultaneously released. You can also use the SREL call to release an LSSB. As soon as the associated services
has terminated, any unreleased LSSBs are released.

The maximum number of LSSBs that you can create within a service is determined when the application is
generated (MAX statement, LSSBS operand, see also the openUTM manual “Generating Applications”).

Unix, Linux and Windows systems
In UTM cluster applications LSSB contents are stored externally in the cluster page pool, see “Storage location for
user data” (KDCS storage areas in openUTM).
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2.5.4 Global secondary storage area (GSSB)

GSSBs are background storage areas just like LSSBs. The GSSB differs from the LSSB in its function, lifetime and
application. The GSSB permits the transfer of data from one service to another. Data transfer is also possible after
the end of an application run in UTM-S applications, i.e. data remains available to the application after restart.

You can, for example, use a GSSP to transfer data between dialog and asynchronous services if you do not use
service-controlled queues (see "Messages to service-controlled queues"”).

It is open to all services. You must therefore define an unambiguous name in all the program units of an application.

A GSSB is reserved for a service from an SPUT, SGET or SREL call until the end of the transaction. This prevents
multiple accesses. A call from another service to the reserved GSSB waits until this is free again. openUTM locks
the GSSB from the time of access to the end of a transaction (see also the section "Action with locked storage
areas (TLS, ULS and GSSB)").

You define the maximum wait period at generation time (KDCDEF statement MAX, operand RESWAIT, value
timel). The UNLK call explicitly unlocks a GSSB, i.e. releases it prematurely for a waiting service, provided that the
GSSB has only been read.

You call SPUT to create a GSSB (and its name).

The contents of a GSSB are maintained until it is released in a program unit by means of the SREL call. Its life is
not limited. It is thus again made available to a UTM application after an interruption of operation provided that, in
the case of a standalone application, the same KDCFILE is used as before the interruption or if the user data has
been transferred to a new KDCFILE using the KDCUPD tool.

In a program unit, you can use the KDCADMI call KC_GET_OBJECT (object type: KC_GSSB) to ascertain the
names of all currently existing GSSBs.

You define the maximum number of GSSBs which can be generated when you generate the application (MAX
statement, operand GSSBS=, see also the openUTM manual “Generating Applications”).

Unix, Linux and Windows systems

In UTM cluster applications, GSSBs are supported throughout the cluster. |.e. they are stored in the cluster page
pool and are therefore available for all users in all node applications. This means that all the node applications have
the same view of the data in the storage area, see also “Storage location for user data” (KDCS storage areas in
openUTM).

The contents of a GSSB are maintained until it is released in a program unit by means of the SREL call. Its life is
not limited. It is thus again made available to a UTM application after an interruption of operation provided that, in
the case of a UTM cluster application, the same cluster page pool is used as before the interruption or if the user
data has been transferred to the new cluster page pool using the KDCUPD tool.
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2.5.5 Terminal-specific long-term storage area (TLS)

The TLS is assigned to a connection point (LTERM, LPAP or OSI-LPAP partner) and is used to store information
that is to be available independently of the life of the services and the operating time of the application. This long-
term storage may consist of multiple blocks whose names you define in the TLS statements. A separate TLS
statement is used to define each TLS block name. You can specify multiple TLS statements. The defined block
names are the same for all LTERM/LPAP/OSI-LPAP partners. A particular block can be identified by its block name
and the names of its LTERM/LPAP/OSI-LPAP partners (see the openUTM manual “Generating Applications”).

For example, you can use a TLS

® to generate statistics for an LTERM, LPAP or OSI-LPAP partner or

® to log access violations, for a example for an MSGTAC exit, see “Example of a MSGTAC program unit”
(Asynchronous service MSGTAC).

A program unit of a dialog service can only access blocks belonging to its "own" TLS, i.e. only the TLS of the
LTERM, LPAP or OSI-LPAP partner via which the service was started.

A program unit run of an asynchronous service can read blocks from all the LTERM, LPAP or OSI-LPAP partners of
the UTM application.

You use GTDA to read and PTDA to write a TLS block. openUTM locks a TLS block from the time of access to the
end of the transaction. You can specify the maximum wait period at generation (KDCDEF statement MAX, Operand
RESWAIT, value timel). If a TLS has only been read, you can use the UNLK call to explicitly unlock the TLS (see
also the section "Action with locked storage areas (TLS, ULS and GSSB)").

The TLS is used to store information that has to be available independently of the life of the services and the
operating time of the application. It is thus again made available to the UTM application after an interruption of
operation provided that the same KDCFILE as before is used or if the KDCUPD tool is used to transfer the user
data to a new KDCFILE.

Unix, Linux and Windows systems
In UTM cluster applications TLSs are only supported locally in the nodes , i.e. each node application has its own
TLSs.
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2.5.6 User-specific long-term storage area (ULS)

The ULS is a long-term storage area which is assigned to each user ID (USER), LU6.1 session (LSES) and OSI-TP
association (ASSOCIATION-NAMES of the OSI-LPAP statement). This long-term storage may consist of multiple
blocks whose names you define in the ULS statements. A separate ULS statement is used to define each ULS
block name. The defined block names are the same for all user IDs. A particular block can be identified by its block
name and the name of the associated user ID (see the openUTM manual “Generating Applications”).

You can, for example, use the ULS to record statistics about user IDs.

Without administrator privileges, a program unit can only access the ULS blocks of the user ID under which it was
started. To access ULS blocks of other user IDs, the program unit must have administrator privileges.

You use the SGET call to read and the SPUT call to write a ULS block. openUTM locks a ULS bock from the time of
access to the end of a transaction. You can specify the maximum wait period at generation (KDCDEF statement
MAX, Operand RESWAIT, value timel). If a ULS block has only been read, you can use the UNLK call to unlock
the block explicitly (see also section “Action with locked storage areas (TLS, ULS and GSSB)”).

The ULS is used for storing information that has to be available independently of the life of the services and the
operating time of the application. It is thus again made available to a UTM application after an interruption of
operation, provided that, in the case of a standalone application, the same KDCFILE is used as before the
interruption or if the user data has been transferred to a new KDCFILE using the KDCUPD tool.

Unix, Linux and Windows systems

In UTM cluster applications, user-specific, long-term storage is supported throughout the cluster. l.e. the data is
stored in the cluster page pool and is therefore available for all users in all node applications. This means that all
the node applications have the same view of the data in the storage area, see also “Storage location for user data”
(KDCS storage areas in openUTM).

The ULS is used for storing information that has to be available independently of the life of the services and the
operating time of the application. It is thus again made available to a UTM application after an interruption of
operation, provided that, in the case of a UTM cluster application, the same cluster page pool is used as before the
interruption or if the user data has been transferred to the new cluster page pool using the KDCUPD tool.
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2.5.7 User log file

The user log file (USLOG file) is used for recording user-specific data.

Unix, Linux and Windows systems
User log files are only supported locally in a node in a UTM cluster application, i.e. every node application writes to
its own USLOG file.

It has the following record structure:

SL XX KL XX DL XX KB Data
header
2 4 6 8§ 10 12 .. 12+KL ............ 12+KL+DL
|4 KL » | «— DL —
< SL >

The separate bytes are set as follows:

SL record length, 2 bytes binary

KL KB header length, 2 bytes binary

DL length of net data as defined in KCLA, 2 bytes binary
XX reserved

Figure: Record structure of the user log file

Each data record is generated with an LPUT call. openUTM additionally enters the contents of the KB header in the
prefix of the data record. These contents are the same as at the time of the INIT call. You simply have to provide
the data area containing the data which you want to log.

For more details on the user log file see the corresponding openUTM manual “Using UTM Applications”.




2.5.8 Other areas

A program unit can use up to 99 other areas, which you define with the KDCDEF statement AREA (see the
openUTM manual “Generating Applications”). AREAs are shared storage areas available to the UTM application.
The structure of these areas is not predefined by openUTM and you can define them as you wish.

The addresses of such storage areas are passed along with SPAB and KB as additional parameters at the start of
the program. These areas are not subject to the transaction concept: openUTM does not save these areas, nor
does it roll back them with an RSET or lock them. This means that the application program alone is responsible for
managing these storage areas.

For information about how you define such an area in your programming language, refer to "Other data areas
(AREAS)" for C/C++ and "COBOL program units as subroutines" for COBOL.

i When program units which use AREAs are transferred from one application to another, the use of AREAs
may cause problems, for example because of differences in parameters. Alternatives to the use of AREAS
are described on "Other data areas (AREAs)" for the C/C++ programming language and "COBOL
program units as subroutines” for COBOL.

Unix, Linux and Windows systems
AREAs in a UTM cluster application are always node-specific, i.e. one node cannot access the AREAS in
another node.
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2.5.9 Action with locked storage areas (TLS, ULS and GSSB)

If multiple UTM transactions attempt to access GSSB, TLS or ULS storage areas simultaneously, openUTM
synchronizes these accesses.

Each access (for reading, writing or deleting) to a TLS, ULS or GSSB causes openUTM to lock this area for other
transactions:

® until the next synchronization point (PGWT CM, PEND RE, FI, SP or FC) or

® until the next roll back operation (PGWT RB, RSET, PEND RS or PEND ER/FR) or

® until release with the UNLK call if the area has only been read.

If a transaction attempts to access the locked area, openUTM places it in a queue until

¢ the lock has been released
® or the maximum wait period has elapsed.

® or the transaction responsible for the locking of the area uses PEND KP or PEND PA/PR with TAC class change
or wait for DGET message or with PGWT KP/PR/CM to set itself to a wait state of undefined length.

The process remains blocked and cannot take on other tasks during the wait period.

This maximum wait period is defined by the value timel of the RESWAIT operand in the KDCDEF statement MAX
(default: 60 seconds, see also the openUTM manual “Generating Applications”). If a transaction waits longer than
the time defined by RESWAIT (timel), openUTM rejects the access attempt with the return codes KCRCCC = 40Z
and KCRCDC = K810.

UTM rejects such an access attempt immediately

® if the area has been locked by another transaction which has just used PEND KP or PEND PA/PR with TAC
class change or wait for DGET message or PGWT KP/PR to set itself to a wait state of undefined
length (KCRCCC = 40Z and KCRCDC = K810), or

* jf waiting would lead to a deadlock in GSSB, TLS and ULS areas (KCRCCC = 40Z and KCRCDC = K820).
Unix, Linux and Windows systems
In cluster applications, deadlock detection must be enabled explicitly for this purpose (see also KDCDEF
statement CLUSTER DEADLOCK-PREVENTION in the openUTM manual “Generating Applications”).

If a transaction accesses a GSSB, ULS or TLS for reading only, it is advisable to release this area again as quickly
as possible - in particular before database calls or PEND PA/PR with TAC class change or wait for DGET message
or before PGWT KP/PR - in order to shorten the waiting times of other transactions.

No such locks can occur during access to LSSBs, since it is not possible to access LSSBs across services.
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2.6 Programming error routines

openUTM returns the following return codes in the return area of the communication area after KDCS calls: in the
KCRCCC field, after each call a KDCS return code in accordance with DIN 66 265 (compatible return code) and
possibly a UTM-specific return code in the KCRCDC field (KCRCDC). These return codes inform you whether
openUTM was able to execute the KDCS call or why openUTM could not execute it.

For each KDCS call there is a description of the error codes that may occur with that call. For a list of error codes
refer to the openUTM manual "Messages, Debugging and Diagnostics”.

If control is returned to the program unit after a call, it therefore has to check:

® whether the call was executed without errors; this is the case if the program unit recognizes that the KDCS return
code has the value "000" (in the KCRCCC field).

® which errors have occurred on the basis of the specified error code.

Additional information that may be relevant for the measures which are to be implemented include the actual
transferred length (KCRLM field) and the employed format character (KCRMF/kcrfn field) etc.

In the event of serious errors, the program unit does not get control back. In such cases, openUTM rolls back the
transaction, terminates the service and creates a PEND ER dump; the error code that led to the abortion of the
service can be obtained from the UTM Diagarea of the PEND ER dump. You will find more information on the
analysis of a PEND ER dump in the openUTM manual "Messages, Debugging and Diagnostics”.

On Unix and Linux systems, you have the option of keeping control in certain cases by performing a user-specific
error handling, see "User-specific error handling (Unix and Linux systems)".

i Control is not returned to the program unit after a PEND call. The return area cannot therefore be
subsequently evaluated in the program unit. If errors occur during PEND processing, UTM responds as
described above.

The program unit can use RSET, PGWT RB or PEND RS/ER/FR to roll back the transaction: a PEND ER causes a
dump to be requested.

It might also happen that openUTM returns an error message because it has received an error message from one
of the components involved (e.g. the formatting system).

In the case of such errors openUTM executes an internal error handling routine, thus relieving the program unit of
this task. Where possible, openUTM corrects the error, otherwise the service is aborted by PEND ER and the
appropriate UTM error code is set.

For examples of error routines, refer to the sample programs, for C/C++ "Programming examples in C/C++", for
COBOL "Programming examples in COBOL".
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2.7 Message segments

The KDCS interface enables you to process message segments. In this way, you can combine message
components in order to forward them to the communication partner as a complete message.

The use of message segments has the following advantages:

® message areas only have to be as large as the largest message segment
® message segments can be processed separately

® formats can be made up of partial formats.

You use the MPUT NT, FPUT NT, DPUT NT or DPUT QT call to send message segments to openUTM.

Message segments may be addressed to a terminal, a client program, a queue, a printer, a follow-up program unit,
a local asynchronous service or, with distributed processing, a remote partner.

In all cases where multiple message segments are addressed to a program unit, you must read each of these
message segments with a separate DGET, MGET or FGET.

On BS200 systems, the following applies: If you use formats then you can send formatted message segments in
messages to terminals and printers. In the case of dialog messages to terminals you must then use partial formats
(see "Using partial formats (BS2000 systems)"). In the case of formatted asynchronous messages to terminals,
each message segment is treated as a separate message. In the case of formatted asynchronous messages to
printers, the message segments are combined to form a logical unit.

Messages with format identifiers can also be sent to UPIC clients as well as to LU6.1 partners. Formats are not
used to prepare the messages for these partners, but more precisely to describe the structure of the user data.
openUTM does not call a formatting routine when sending formatted messages to these partners, rather the format
name is sent to the UPIC client or LU6.1 partner instead.

Note on the diagram below

If, in the first program unit (TAC1), FPUT is written as FPUT NT, it will again produce an asynchronous message of
its own since openUTM terminated the message with PEND PR.
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Entries from terminal TAC1

INIT

MGET Data 1

MPUT NT with TAC2 | Result1 | "

1)

MPUT NE with TAC2 | Result 2

FPUT NE with TAC3 Data 13

PEND SP with TAC2

TAC2

Output to terminal

‘ Response 1 ‘ Response 2 }1—

INIT

MGET Result 1

MPUT NT

MGET Result 2

MPUT NE

2)

Response 1

Response 2 2)

FPUT NT with TAC3 Data21 |V

FPUT NE with TAC3 | Data22 |7V

PEND RE with TAC4

TAC3 (asynchronous)

—» INIT

FGET Data 13

Processing

PEND FI

TAC3 (asynchronous)

.
L

Entries from terminal

TAC4

Data 4 '—b INIT

INIT

Processing

PEND FI

Figure: Message segments

1) If message segments are sent from one program unit to another, each message segment must be read with its

own MGET NT or FGET.

2) Message segments to a terminal are combined by openUTM into a single message.
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2.8 Communication partners of a UTM application

A UTM application can communicate with a variety of partners. Communication partners of an openUTM application
are for example:

Terminals

The KDCS interface enables you to connect character-oriented terminals directly. You can use these terminals in
line mode or - in openUTM on BS2000 systems - you can use screen forms (masks).

UPIC clients

UPIC clients are programs that use the CPI-C interface with the UPIC carrier system to communicate with the
UTM application.

Transport system (TS) application

Transport system applications are programs that use the transport system interface directly to communicate with
the UTM application, e.g. sockets. TS applications can also be other UTM applications.

HTTP clients
HTTP clients are programs that use the HTTP protocol to communicate with the UTM application via the socket
interface.

Printers

You can create output jobs for printers from openUTM services (see section “Programming error routines”). Print
jobs are also part of the transaction concept.

OSI TP, LU6.2 or LUG.1 partners

The partner may be another openUTM application or a UTM-Client application with the OpenCPIC carrier
system, or it may be an application that uses a transaction system from a different manufacturer.

Message queues

In UTM services, messages can be written to message queues, from where they can be retrieved by the
recipient at any time. These queues are also included in the transaction concept.

You use the same KDCS calls for communication with all these partners:

MPUT to send a dialog message to the partner

FPUT/DPUT to send an asynchronous message to the partner or a message queue

MGET to receive a dialog message from the partner
DGET to read an asynchronous message from a message queue
FGET to receive an asynchronous message from the partner

The following calls can also be used for communication within a UTM application:

You can use MPUT to send a message to a follow-up program unit which then can use MGET to read this
message. However, you can also use service-specific storage areas to exchange information between program
units of a service (KB and LSSB, see section "KDCS storage areas in openUTM").

You can use FPUT/DPUT to send asynchronous messages to local asynchronous services or message queues.
The messages can then be read with FGET/DGET.
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2.9 Output to printers

You can output to printers in two different ways:

® hardcopy to a central or local printer

® output jobs to printers (print jobs), also called spooling

Transaction-oriented output to printers is not supported on Windows systems.

100



2.9.1 Hardcopy mode with openUTM on BS2000 systems

You can activate automatic hardcopy mode using the screen function KCREPR in the KCDF field of the KDCS
parameter area. If you use #formats control is performed via global attributes.

You can also activate the hardcopy function using edit profiles (specifications in KCMF/kcfn). To do this, you have
to set the operand HCOPY=Y in the KDCDEF statement EDIT when you define the edit profile (see the openUTM
manual “Generating Applications”).

In hardcopy mode you have to use MPUT, FPUT or DPUT to send the message to the terminal. This initiates the
printout, i.e. if you use MPUT, blanks are entered in KCRN and if you use FPUT/DPUT, the LTERM name of the
terminal is used.

The terminal user can also press the key to print the current screen contents to the selected, assigned printer.
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2.9.2 Print jobs

You use the FPUT or DPUT message queuing calls to create print jobs (see section “Messages to UTM-controlled
gueues” and chapter “KDCS calls”). Here you have to specify the LTERM name of the printer in the KCRN field.
openUTM enters the job in the corresponding queue.

You can

® use a single FPUT or DPUT call (NE in KCOM field) to generate a print job or

® construct print jobs using multiple FPUT or DPUT calls (for message segments): NT in KCOM field and NE for
the last FPUT or DPUT call.

openUTM handles the message segments of a print job as one entity when determining print sequences or for error
handling. With printer pools, openUTM sends all the message segments of a job to one printer.

You can either print out in line mode.
On BS2000 systems you can output print jobs in format mode.

On BS2000 systems it is also possible with RSO printers to pass a parameter list to RSO using FPUT RP or DPUT
RP. RSO changes the parameter settings depending on the particular printer type.

Administering message queues and printer control

You use the KDCS call DADM (see "DADM Administer message queues") to administer the UTM-controlled
message queues which contain the print jobs and are assigned to the LTERM partner.

With the DADM (delayed free message administration) call, you can:

® read information about jobs of a message queue into the message area
® change the processing sequence of jobs of a message queue
® delete individual jobs or an entire message queue

®* move defective messages from the dead letter queue

You can use the KDCS call PADM for printer control.

With PADM (printer administration) you can:

® activate or deactivate the confirmation mode for a printer control LTERM

® confirm or repeat a print out

* modify the assignment of the printer to an LTERM partner

® change the printer status, i.e. lock and release the printer, establish or cancel connection to a printer
® read information about a printer into the message area

® read information about print outs to be confirmed

For detailed information about the administration of message queues, the execution of print outs and printer control
options refer to the openUTM manual “Administering Applications”.
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Avoiding bottlenecks during high volume printing

The message queues are stored in the Pagepool of the KDCFILE. To avoid bottleneck situations when printing high
volumes and to avoid a Pagepool overflow, you can make the following provisions in the program unit or at
generation.

® In the program unit:

Evaluate the return code 40Z/K701 after FPUT/DPUT calls to printers or the "K0O41 warni ng | evel # for
PAGEPOOL exceeded" message in an MSGTAC program unit and, for example:

O establish a connection to the printer for which there are many messages available so that the messages can
be printed and then deleted by openUTM

© or delete FPUT via the DADM administration, or block TACs that send FPUTSs to the printer.
® For each generation:

© use QLEV= (LTERM statement) to establish the maximum number of messages which openUTM can
temporarily store in a message queue. Print jobs are not taken into account until end of transaction. openUTM
rejects further messages to this printer with 40Z.

© use QAMSG= (LTERM statement) to determine whether messages to a printer which is not connected to the
application are to be buffered.

© estimate the necessary, additional space for printer messages in Pagepool and enter a sufficiently high value
in the PGPOOL operand of the MAX statement, for recommendations see the openUTM manual “Generating
Applications”.
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2.10 Support for ID card readers on BS2000 systems

UTM supports ID card readers at data display terminals.
You can use the ID card reader in two ways:
® access protection through ID card control at sign-on

® data input via ID card

You cannot use the ID card reader both ways simultaneously: after signing on with the ID card reader, the terminal
user cannot then use the ID card to enter data.
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2.10.1 Signing on to the application via ID card reader (BS2000 systems)

You can configure user IDs for a UTM application in such a way that access to the application via a user ID is only
possible with a special ID card (magnetic strip card): This can be done either via the KDCDEF statement USER
Operand CARD at generation or through dynamic configuration (KC_CREATE_OBJECT, object type KC_USER).

If a user signs on via a user ID for which an ID card check is configured, the user is requested to insert the ID card
in the reader. openUTM checks the ID card information. If this information agrees with the information generated in
the configuration for this user ID, the user is allowed to work with this application

If an ID card is in the reader during dialog input, openUTM enters the identifier "A" in the KCAUSWEIS/kccard field
of the KB header.

The user must leave the ID card in the reader until he or she has signed off from the application with KDCOFF,
otherwise openUTM disconnects the connection to the terminal.

You can call the ID card information in the program units, for example using the KDCS call INFO with the "CD"
(CARD) operation modifier.
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2.10.2 Data input via ID card (BS2000 systems)

If you do not use the card reader for sign-on check, you can enter data via the card reader in the following way on
BS2000 systems:

If you use the screen function KCCARD or an edit profile with SPECIN=I to output a dialog message (MPUT), the
keyboard is locked and the user is requested to insert the magnetic strip card into the ID card reader (this should be
made clear in the text for the dialog message).

The follow-up program unit can then use MGET to read the data of the magnetic strip card like a normal screen
input.

If no magnetic strip card is available to the user, he or she can unlock the keyboard by pressing either the key (or
together with ). In this case, when MGET is called, the follow-up program receives the return code which you
assigned to the key with the KDCDEF statement SFUNC during generation.

If you remove the magnetic strip card from the card reader, openUTM repeats the last dialog output (internal
KDCDISP).

Checking availability

® You can check whether the ID card is available in the KCAUSWEIS/kccard field in the KB header. In this case
openUTM sets the character "A" if the ID card was inserted at the last input.

® You can check the availability of an IID card reader by means of an INFO CK call: the return code of the INFO
CK call tells you whether or not there is an ID card reader at the terminal. It makes sense to call INFO CK before
an MPUT call with KCCARD. In the case of an MPUT with KCCARD to a terminal which does not have a card
reader, UTM terminates the service abnormally.
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3 Interaction with databases

openUTM supports coordinated interaction with database systems. openUTM uses two-phase-commits to
synchronize the UTM transactions and the transactions of the database system (see the openUTM manual
“Concepts and Functions”).

A UTM application can interact in coordination with multiple database systems. This means that a UTM transaction
can contain calls to different database systems.

If a UTM program unit terminates a dialog or processing step with PEND KP, the transaction is normally continued
in a different process. If the program unit run is terminated with PEND PA/PR, it is also possible that the processing
step will be continued in a different process. In distributed OSI TP transactions, a transaction is normally also
terminated in a different process after the KDCS calls PEND SP, RE, Fl or PGWT CM. In this kind of environment,
all database systems involved in the transaction must support the change of process.

Furthermore, it is possible in distributed transaction processing to process data from a number of different database
systems on different computers in a single distributed transaction.
Rolling back transactions

If an errors occurs, openUTM rolls back all the databases of an transaction to a common synchronization point.
There is no need for the programmer to coordinate openUTM and the database systems.

The database system can also roll back DB transactions itself, e.g. to release long-term locks. In this case the
transactions are again synchronized and the program unit is informed by the corresponding DB system return code.
Internal interface between openUTM and database systems

openUTM employs a uniform and neutral interface to control the interaction with database systems. In this way
openUTM is independent of any implementation-specific features of the various database systems.

On Unix, Linux and Windows systems, this is the XA interface standardized by X/Open, on BS2000 systems the XA
interface is offered and the functionally equivalent IUTMDB interface.

Supported database systems

openUTM on BS2000 systems supports coordination with the following database systems:
* UDS/SQL

SESAM/SQL

® Oracle
® |LEASY (the LEASY file system behaves like a database system with openUTM).

On Unix, Linux and Windows systems openUTM supports coordination with the database system Oracle.
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Connecting openUTM with database systems

The database systems with which a UTM application is to coordinate and interact are specified in the KDCDEF
statement during generation of the UTM application: on Unix, Linux and Windows systems you use the RMXA
statement, for BS2000 systems the DATABASE statement (see the openUTM manual “Generating Applications”).

Note for BS2000 systems

Some database systems provide various call interfaces for the application program. These may be implemented as
CALL interfaces or language elements in the programming language (e.g. in COBOL). You use the KDCDEF
statement DATABASE to specify the interfaces which the program units of a UTM application use for
communication.

Note for Unix, Linux and Windows systems and for XA-capable databases on BS2000 systems

No interface is specified for the application program at generation of a XA-capable database. The interface depends
on the resource manager used.

Note on using XA

As arule, there is a static and dynamic XA switch. A database can provide one or both variants. If the database
provides a dynamic XA switch, you should use this. This minimizes the resources occupied in the database system.
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3.1 UTM transaction and DB transaction

A service is constructed of one or more UTM transactions. The structure is determined by the program units of the
service. A program unit opens a DB transaction when required, i.e. if it is necessary to read or modify the database.

TAC message Dialogstep ~ UTM-TA DB-TA  Service
> INIT ] B

1\/‘ PEND RE * v v
essage TAC I
>
INIT
Start DB-TA

End DB-TA
PEND RE V V
*Aessage’ TASJ *

INIT
Start DB-TA

PEND KP v
*Aessage TAC I
>
INIT
End DB-TA
 EEg V V V
Message TAC | *
> INIT [ [ |

PEND FI v v \/

% = Synchronization point

1\Aessage

Figure: UTM transactions and DB transactions in a service

i With regard to database transactions the PGWT CM call behaves in the same way as PEND SP or
PEND RE.

Multi-step transactions

A multi-step transaction consists of several UTM dialog steps within a transaction. It is often impossible to modify
the data records of a dialog in a single processing step. You need a first processing step to display the data and a
second to enter the modifications. By locking the data records for both processing steps you can extend the lock to
a multi-step transaction.

The time between the processing steps is monitored by a timer which you specify with the KDCDEF generation tool
at generation. After the timer has expired the transaction is rolled back and the locked data released.
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The database systems also manage the locking period themselves and roll back the DB transactions to release the
locks. The service is informed at the next DB call.

When using multi-step transactions you should note that each rollback may result in the repetition of multiple
processing steps, depending on how recent the last synchronization point is.
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3.2 Programming ESQL program units

A UTM-ESQL program unit is structured like a normal UTM program unit.
To communicate with databases you can use all the facilities of the ESQL interface.

However, for transaction logging you may only use KDCS calls.

ESQL calls such as BEGIN WORK, COMMIT WORK and ROLLBACK WORK are not permitted during the
coordinated interaction of openUTM with databases. For further details refer to the manual for your database
system.

i Currently, Oracle cannot migrate open cursors when connected via XA, i.e. you have to open them
explicitly at the start of every program unit and close them explicitly at the end of every program unit. If
you require this position in a follow-up program unit, you must program your application to save its value
(e.g. in the KB or LSSB) an then set it in the follow-up program unit.

TAC1 DB-TA UTM-TA
INIT
MGET
DECLARE CURSOR
LOCK TABLE
OPEN CURSOR DB call
FETCH permitted
CLOSE CURSOR
MPUT
PEND KP (TAC2)
TAC?2
INIT
MGET
DECLARE CURSOR
OPEN CURSOR
. DB call
UPDATE permitted
CLOSE CURSOR
MPUT ) DB transaction
PEND RE/FI/FC . can still be rolled back
—_— 1 .... Synchronization
point

Figure: Example for use of CLOSE CURSOR
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3.3 Error processing with connected databases

If errors occur in the interaction with database systems, openUTM processes the errors - the programmer does not
need to take any special precautions.

BS2000 databases without XA

The database system informs openUTM about whether it has been able to execute a call successfully. If an error
has occurred, openUTM checks the severity of the error and reacts accordingly: openUTM rolls back the
transactions to the last synchronization point and outputs messages that contain information on the causes of the
error.If a serious error occurs as a result of interaction with the database then openUTM generates the message
KO71. This message contains database status information together with a specific return code, see openUTM
manual "Messages, Debugging and Diagnostics”.

Database connection via XA

In this case, openUTM additionally uses XA messages (K201 - K232) to provide information about the status of the
connection, irregular rollbacks, commits and errors when using XA calls (see also the openUTM manual ”
Messages, Debugging and Diagnostics”.

A special area for further diagnosis is available in the UTM dump, the UTM Diagarea. openUTM enters trace
information in this area. Alongside the KDCS calls, this area also logs all the calls to the database system. These
calls can be seen after the DBCL string (see the openUTM manual "Messages, Debugging and Diagnostics”).

Behavior after a system crash

After an operating system crash and abortion of the UTM application, the database should be started before the
UTM application at restart. If the UTM application was generated for the UTM-S variant (default setting), then
openUTM executes a joint recovery phase with the database system/database systems at the start of the
application.
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4 Screen functions

In this chapter, you will find all the required information about the screen functions made available by openUTM.
These include the use of formats as well as the possibility of influencing screen output in line mode. The chapter
also describes the cases in which openUTM performs an automatic screen restart for terminals and how format

names are handled during message exchange with UPIC clients.

Note on programming

In order to simplify programming, when INIT is called, openUTM indicates the name of the format or edit profile that
must be specified when reading the message with MGET or FGET in the KCRMF/kcrfn.

If a format consists of multiple partial formats you have to read each partial format with a separate MGET/FGET.
Here the preceding MGET/FGET provides the format identifier in KCRMF/kcrfn. This format identifier must be
entered in KCMF/kcfn in the following MGET/FGET call.

A formatting system is not supported on Unix, Linux and Windows systems, although format names can
still be sent to UPIC clients and LUG6.1 partners.
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4.1 Use of formats in openUTM on BS2000 systems

A format (also called a mask) is simply a form displayed at a terminal or output to a printer. Like any other form, a
format consists of fields which you can fill in (input fields) and texts belonging to the form (text fields). This means
that formats are forms which are stored in a computer and output at a terminal or printer when necessary (see also
section “Output to printers”).

A format also contains information on how a field is represented on the screen (e.g. flashing), what you can enter in
a field (e.g. numeric values only), or where the cursor should be found in the format display.

Interaction with the formatting system
openUTM cooperates with the format handler FHS (format handling system) via IUTMFORM interface.

You can use the format generator IFG (Interactive Format Generator) to create FHS formats simply and quickly
within a guided dialog. Addressing aids are automatically generated which you can use in the program units to
structure the message areas. The finished formats are stored in under in libraries.

If you want to perform input/output in program units, you have to set the required format identifier in the KCMF/kcfn
field. Interacting with the format handling system, openUTM then automatically formats the messages.

The format identifier consists of:

® the prefix (*, + or #) which determines the type of the format (see next section).
You can also use the "-" character.

® the format name (up to a maximum of 7 characters).

Format types

openUTM distinguishes between *formats, +formats and #formats:

*formats  use these formats if you do not want to change the attributes of the format fields (e.g. display
attributes) in the program. If you use *formats only the data fields are transferred in inputs/outputs.

+formats = are formats in which you are allowed to change the attributes of individual format fields in the
program. For example, you can return an incorrect entry back to the terminal in flashing mode. Each
data field is prefixed with a 2-byte attribute field which you can use to insert the required attribute
combination in the program. If you enter binary zero, the attribute combination which was defined
when the format was generated applies.

openUTM provides you with all the permissible attribute combinations in language-specific data
structures, in the KCATC element in COBOL and in the kcat.c include file in C/C++.

#formats = are formats in which you are allowed to change both the attributes of the format fields and the global
attributes of the format in the program. For input/output, the attribute fields and data fields are divided
into separate blocks. For further information refer to the formatting system manual.

You can also use -formats. -formats are not formatted by the formatting system, but by the event exit FORMAT, see
"Event exit FORMAT (BS2000 systems)". If the format identifier starts with the "-" character, openUTM branches to
this user-defined formatting routine.
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Positioning the cursor

When formatting output with +formats and *formats, it is possible to control the position of the cursor in a program
(function KDSCUR).

When setting the cursor, you have to specify the address of either the attribute field or the data field. Which is
required depends on what is specified in the FHS start parameter ATTR or NOATTR:

®* ATTR (only permissible with +formats): the address of the attribute field is specified

* NOATTR (for *formats and +formats): the address of the data field is specified

The cursor can be placed at the beginning of the assigned data field by correspondingly marking the attribute field.
The position of the corresponding screen field is known from the format description. If several attribute fields of an
output message are marked at the same time in the program run, then only the first entry is used.

The cursor can be placed on a specific field by calling the KDCSCUR() function. The field at which the cursor is to
be placed the next time something is output is specified in the message area as an argument of the function.

Setting the cursor in COBOL program units:
CALL " KDCSCUR"' USI NG FNAME.
Setting the cursor in C/C++ program units:
KDCSCUR (field nanme); (The result of the function is of type void)

The following arrangement is valid regarding the KDCS attribute functions (+formats and *formats):

The cursor can be positioned at the beginning of a message field F(i) by calling the "KDCSCUR" subroutine with the
i-th attribute field AF(i) as a parameter. The subroutine contains the cursor identifier as a constant and adds this
constant to the attributes already specified in the attribute field passed as a parameter.

Example:
CALL "KDCSCUR' USI NG AF1.
The program unit run would like to place the cursor at the beginning of the message field F1 in addition to
the field attribute already defined.

Changing format between input and output

If openUTM outputs a message with a particular format identifier, you have to specify the same format name in the
KCMPF/kcfn field with MGET for the next input.

Exception:

If you do not use partial formats, openUTM tolerates for MGET an incorrect format identifier in KCMF/kcfn: the
message is nevertheless formatted in accordance with the last screen format, the 05Z return code is set and the
format identifier of the last employed format is displayed in KCRMF/kcrfn.

If an incorrect format identifier is specified in the KCMF/kcfn field when reading partial formats, openUTM sets
return code 03Z, returns the correct format identifier in KCRMF/kcrfn and sets KCRLM to 0. There is no entry in the
message area.
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4.1.1 Screen output functions in format mode (BS2000 systems)

openUTM enables you to request specific screen functions together with the message output when using +formats
and *formats. To do this, you enter one of the predefined values for your programming language in the KCDF
(device function) field in the KDCS parameter area. For C/C++ these values are in the kcdf.h include file and for
COBOL in the COPY element KCDFC.

With "#" formats, KDCF must be set to binary zero. The screen functions are controlled using global attributes.

You can use the following functions in +formats and *formats:
KCREPL (replace)
Clear and rewrite screen
KCERAS (erase)

If KCLM = 0, all variable fields are erased, the format is retained. If KCLM > 0, new field contents
are output in the same format, other variable fields are erased

KCALARM (alarm)

An audible alarm sounds at output
KCREPR (reproduce)

Screen output to printer
KCRESTRT (restart)

screen restart after PEND RS
KCNODF (no device feature)

No screen function, KCDF is set to binary zero

If you are working with message segments, only the entry for the first message segment applies. All subsequent
message segments must have binary zero in the KCDF field.

You can combine two or more screen output functions, for example with the statement:
COBOL: KCDF = KCREPL + KCREPR + KCALARM
C/C++:  kcdf = KCREPL | KCREPR | KCALARM

For performance reasons, however, you should use the KCREPL function sparingly.

The effect of KCERAS and KCREPL depends on the selection of the FHS start parameters, see the "FHS User
Guide".

For information on error processing when formatting errors occur, refer to the openUTM manual "Messages,
Debugging and Diagnostics”.
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4.1.2 Starting services using basic formats (BS2000 systems)

If necessary, you can make formats available before service start in order to simplify the entry of the data required
by the service.
These formats are called basis formats. You can use basic formats in the following ways:

Define start formats

In the configuration of the UTM application you can define a specific start format for each LTERM partner. In
applications with the SIGNON event exit (see "The SIGNON service") the exit can read this start format if no user
is logged on to this LTERM. In applications without the SIGNON event exit and without user IDs, this start format
is output after the terminal connection is established through this LTERM partner.

In the configuration of the UTM application, you can define a user-specific start format for each user ID. After the
user has signed on to UTM under this user ID, UTM outputs this format on screen. In applications without a
SIGNON event exit, openUTM outputs this format after the user has signed on to openUTM under this user ID.
In applications with a SIGNON event exit, the exit can read this start format if a user has signed on under this
user ID. *formats, +formats and #formats can be used as start formats. #formats can only be used as start
formats, however, when the SIGNON event service is used.

Format output at end of service
At the end of a dialog service you can output a format from a program unit This format can be used by the
terminal user at the start of the next service.

Format request using KDCFOR
The user at the terminal can use the KDCFOR user command to request a basic format. openUTM will then
output the desired format. You cannot use KDCFOR for #formats.

In order to start a service by entering a format you have to transfer the desired transaction code together with the
message. You can do this in the following ways:

In the format, the first input field is an 8-character field into which the user enters the desired transaction code.
Note that this field (in +formats including attributes) is not transferred to the message area. (Exceptions:
#formats, BADTACS event service or if the INPUT exit was used to make other specifications). If the transaction
code field contains blanks, the string up to the first blank is interpreted as the transaction code. If you use
addressing aids to structure the input area, you must take account of this truncation of the transaction code.

The format permits the transaction code to be entered at any other specified location. The input is evaluated
using the input exit and the transaction code is extracted.

The transaction code is assigned to a function key at generation, see KDCDEF statement SFUNC in the
openUTM manual “Generating Applications”, and the user presses this function key.

The function key must be an F-key because messages are not passed when the K-keys are used (see also the
KDCDEF statement SFUNC).

The format contains one or more UTM control fields. In a control field, the transaction code is either entered by
the user or is already preset. The "UTM control field" attribute is assigned when the format is created.

i If you use basic formats to start the service, you must always check the KCRMF/kcrfn field in the first
program unit in order to determine whether the intended format was used to start the service.
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4.1.3 Using partial formats (BS2000 systems)

A screen display may consist of multiple partial formats. A partial format normally occupies a part of the screen
only. You must enter a separate MPUT NT call for each partial format. If the screen is to be read again, a separate
MGET call is required for each partial format.

118



4.1.3.1 Output formatting with partial formats (BS2000 systems)

If a new screen is constructed of two or more partial formats, you must also specify the value KCREPL in the KCDF
field of the first MPUT NT. In all subsequent MPUT calls KCDF must contain a binary zero. Otherwise, openUTM
terminates the conversation abnormally, setting KCRCCC = 70Z and KCRCDC = K606.

You cannot mix format mode and line mode within a dialog message: If the format changes from line mode to
format mode or vice versa within a partial message, the service is terminated with KCRCCC=75Z.

You may switch between *formats and +formats.

Updating a screen

You can update a screen with one or more MPUT NT calls. In the first MPUT call you can specify any value except
KCREPL in the KCDF field since KCREPL is used to erase the entire screen. In subsequent MPUT NT calls KCDF
must be set to binary zero as for setting up a new screen.

If the format is changed, openUTM only erases those old partial formats which are overlapped by new ones.

You can use the screen output function KCERAS to erase the variable fields when outputting a partial format.

Outputting partial formats with FPUT/DPUT NT

You can use FPUT/DPUT NT to output individual partial formats. However, you cannot construct a screen with
multiple FPUT/DPUT NT calls, since openUTM transfers each partial format sent using FPUT/DPUT NT as a
separate message when outputting to the screen. You may switch between format mode and line mode.

Before a formatted asynchronous message is output the screen is automatically cleared. It is therefore not possible
to use FPUT/DPUT NT to update the displayed format.

openUTM responds with an automatic screen restart to inputs from asynchronously output formats - with the
exception of command entries (see section “Screen restart”).

If you output to printers, all message segments sent with FPUT/DPUT NT are combined and output as one
message, even when you change between format mode and line mode.
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4.1.3.2 Input formatting with partial formats (BS2000 systems)

The terminal user can enter data in the partial formats, but is not required to enter data in every one.

Since openUTM passes all variable fields, after the INIT call the KCRMF/kcrfn field contains the name of the first
partial format containing variable fields. After the MGET call KCRMF/kcrfn contains the name of the next partial
format with variable fields. After the last partial format with variable fields has been read KCMF = KCRMF
(kcfn=kcrfn). If you try to read another partial format, although the message has already been entirely read,
openUTM responds with the return code 10Z.

Example

In the preceding program unit run there was an MPUT output with the 3 partial formats: PARFOR1, PARFOR2,
PARFORS3; variable fields are present only in PARFOR1, PARFOR2

KDCS call: Returned by openUTM:
INIT KCRMF = PARFOR1
MGET KCMF = PARFOR1 = KCRMF = PARFOR2
KCLA = ... KCRCCC = 000
KCRLM = ...

Data in message area

MGET | KCMF = KCRMF = PARFOR2
PARFOR3 KCRCCC = 03Z (as KCMF contains a value other than that returned in KCRMF by
KCLA = ... the preceding MGET
KCRLM =0
MGET @ KCMF KCRMF = PARFOR2
= PARFOR2 KCRCCC =000
KCLA=... KCRLM = ...

Data in message area

MGET  KCMF = ... KCRMF = PARFORF2
KCLA = ... KCRCCC =10z
KCRLM =0

Entering a format consisting of multiple partial formats to start a service

If you want to start a service by entering a format consisting of multiple partial formats you can use the first variable
field of the first partial format to specify the transaction code (for other options, see "Using partial formats (BS2000
systems)".

openUTM then automatically separates the field with the transaction code from the

message: for *formats the first 8 characters (transaction code) are removed in the first partial format, for +formats
the first 10 characters (attribute field and transaction code). The other partial formats remain unchanged.

An asynchronous service can also be started using a format consisting of multiple partial formats which was output
at the end of a dialog service. The asynchronous program must be written in the same way as the dialog version:
the INIT call provides the name of the first partial formats with variable fields in KCRMF/kcrfn. Using FGET the
program can retrieve the input data from this partial format. In the case of an empty input message (transaction
code without data), the FGET call returns 10Z to the program unit.
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4.1.4 Message flow for formatted messages (BS2000 systems)

The following diagram displays the message flow in the event of an MPUT call to a terminal:

Message area(s) in
program unit(s)

l MPUT

FORMUsr area
(NB)

IUTMFORM

Internal formatting
by MFHSROUT <

l

FORMIO area

|

Output to terminal

Restart area

Figure: Message flow for MPUT to terminal

The messages from the program units enter the FORMUSR area via UTM buffers at MPUT time. The size of this
area, which must be able to contain the entire logical message, is defined in the NB parameter of the MAX
statement (see the openUTM manual “Generating Applications”). This message is formatted by the FHS formatting
system MFHSROUT and stored in the FORMIO area. This message is sent to the terminal.

If partial formats are used, you have to make sure that the FORMUSER area is always able to store the entire
message.
Input formatting

With input formatting, the message stream runs in the opposite direction, using the same areas.
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4.1.5 Outputs on printers in format mode (BS2000 systems)

Formats can also be output at printers. Refer to the manual for your formatting system for information about the
supported printer functions.

In the KCMF/kcfn field of the KDCS parameter area, you enter for the FPUT/DPUT call:
*format_name | +format_name | #format_name

where:

*  Formatting without the option of changing the attribute
+ Formatting with the option of changing the attributes of individual format fields

# Formatting with the option of both changing the characteristics of individual format fields and changing the
global characteristics of the format fields

The formatting system must support the printer models as they are known in the VTSU-B or as they were generated
for RSO (for PTYPE=*RSO).

If you use the FORMAT event exit for printouts, you have to consider the following:

® you do not have to set the restart area
® you have to request the print out confirmation in the message header
® you have to enter the confirmation bytes transferred by openUTM in the message header

® you ascertain the formatting specifications, such as format name, device type, etc. from the KB header and the
parameter area of the FORMAT event service.

For the structure of the message header, refer to your printer manual.

Form feed

Whenever FPUT/DPUT is called, including in the case of message segments with FPUT/DPUT NT, the form feed
depends on the contents of the KCDF field in the KDCS parameter area (exception: when #Formats are used):

KCREPL Form feed before printing, i.e. the format is printed starting at the basic form setting specified at the
printer.

other No form feed, i.e. the format is printed starting at the next line (also for the first FPUT/DPUT).

This allows you to concatenate formats in order to print large forms, independent of any length limitations. However,
the physical message segment must be shorter than:

* the BCAM letter length (see TRANSDATA manual "Generating a Data Communication System"), and

® the device-specific length that is supplied by VTSU-B when a connection is established.
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4.2 Controlling the output in line mode (BS2000 systems)

openUTM operates in line mode whenever the name specified in KCMF/kcfn starts with a blank. In line mode,
openUTM also enables you to use the following options to control the screen output:

¢ use logical control codes to structure the output

® In addition to the screen output functions KCALARM, KCREPR and KCRESTRT that can be used in format
mode (see "Screen output functions in format mode (BS2000 systems)"), in line mode it is also possible to use
the screen output functions KCCARD and KCEXTEND (extended line mode).

® use of edit profiles

For a description of how to prepare messages for printing, refer to section “Output to printers”.

Using logical control codes for structuring

In line mode you can use logical control codes to structure the output. The VTSU (Virtual Terminal Support)
terminal support facility then converts the control codes into the physical control codes necessary for the addressed
device. You can use all logical control codes permitted by the TIAM access method, see the "TIAM User Guide". In
some programming languages data structures are available which you can copy into the program (see the "TIAM
User Guide).

KCCARD screen function

You can use the KCCARD screen function to input data via magnetic strip cards:
If you use the KCCARD screen function to output a dialog message, the keyboard is locked and the terminal user is
requested to insert a magnetic strip card into the ID card reader.

KCEXTEND screen function

If you use this screen function the output fields are set to a particular, predefined value which is equivalent to the
macro WRTRD, ... EXTEND=YES. All output fields are displayed in half video and protected by default, see the
"TIAM User Guide" for further information.

Edit profiles

An edit profile is a set of attributes used for output in line mode. Using edit profiles you can, for example, specify
that characters entered at the terminal are not to be displayed (password entry) or request lower case to upper case
conversion. Alongside the KCCARD screen function edit profiles are another way of requesting input from ID card
readers. You can also perform other screen functions such as, for example, KCREPR.

You use the KDCDEF statement EDIT to specify the name and attributes of edit profiles at generation (see the
openUTM manual “Generating Applications”). The length of the name can be up to 7 characters. You can use the
MPUT/FPUT/DPUT calls to address an edit profile in a program unit. To do this, enter a blank in the first byte of the
KCMF/kcfn field and the name of the edit profile in the remaining seven bytes.

Edit profiles are handled like format names, i.e. the name of the edit profile of the last output message is returned in
the KCRMF/kcrfn field after INIT (as with format identifiers). If you use MGET/FGET calls the name is entered in the
KCMF/kcfn field.

Note the following points when edit profiles:

®* When using MPUT, FPUT or DPUT calls with edit profiles, no screen function may be specified (KCDF must be
set to binary zero) as otherwise openUTM responds to MPUT with 70Z or to FPUT/DPUT with 40Z.
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As soon as edit profiles are generated for an application, you must use 8 blanks in KCMF/kcfn to identify

messages in line mode (without edit profile); it is not sufficient to fill set the first byte with blanks, since openUTM

interprets this as an incorrect format identifier and sets the corresponding error code in KCRCCC.

If you use MPUT NT, FPUT NT or DPUT NT to issue multiple message segments to a terminal, the name of the
edit profile must not change, otherwise openUTM responds to MPUT with 75Z and to FPUT/DPUT with 45Z.
When issuing partial messages to printers edit profile names may change.

If the screen was overwritten by the output of an asynchronous message, openUTM performs an automatic
KDCDISP on the next input when using edit profiles.

For messages to UPIC clients the names of the edit profiles are treated like format identifiers, i.e. they are also
passed (therefore they also appear in the UTM program unit in KCRMF/kcrfn), although they do not have any
effect.

For messages via distributed processing the names of the edit profiles are processed like format identifiers:

© In distributed processing via LU6.1 the names of the edit profiles are transferred (i.e. they appear in KCRMF
/kcfn). However, they have no effect.

© In distributed processing using OSI TP, no edit profile must be specified in KCMF/kcfn, since openUTM uses
field of the the format identifier to transfer the abstract syntax.
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4.3 Output on printers in line mode

If you want to output in line mode, the first byte in the KCMF/kcfn field of the KDCS parameter area must be a blank.

In line mode, the message may contain all logical control characters, e.g. for form feed or line feed. You can define
these control characters yourself in the program unit and in this way structure the text for the print-out yourself.

On BS2000 systems you can also use edit profiles to present/prepare the messages (see also section “Controlling
the output in line mode (BS2000 systems)”). You enter the name of the edit profile in KCMF/kcfn starting at the
second byte.

i A message terminated by FPUT/DPUT NE is always printed as a separate message. In the case of cut
sheet printers, the program must allow users to change sheets themselves for output in line mode (form
feed) since the device cannot recognize the end of sheet itself.
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4.4 Screen restart

openUTM automatically restarts the screen for terminals in the following cases:

® |f a screen output took place at the last synchronization point in a service and the user has signed on at the
application again following the interruption to the service, e.g. after:

© the application has been terminated normally without terminating the service
© the application has terminated abnormally

© KDCOFF within a service

© connection loss

This screen restart is only performed when the user signs on again if the user ID or, in applications without user
IDs, the LTERM partner, was generated with restart.

To do this, you set the operand RESTART=YES in the USER or LTERM statements at generation (see
openUTM manual “Generating Applications”).

Following the end of an application then, in the case of standalone UTM applications, a screen restart is only
possible in UTM-S applications.

® during a service, an asynchronous message was output to the screen and the user did not issue a KDCDISP
command to continue the dialog, i.e. the user attempts to input the message into the asynchronously output
screen content (only command entries are possible).

® within a service, after a follow-up transaction has been rolled back by MPUT RM, KCDF = KCRESTRT and
PEND RS and screen output has taken place at the last synchronization point in the service.

® when certain operating errors occur on BS2000 systems (e.g. terminal switched on or off, AM key).

Screen restart is only possible because openUTM stores the data on the last screen structure, initially in a buffer in
the process-specific system storage area. At the end of the transaction, openUTM writes this information to the
restart area in the page pool of the KDCFILE, see also the openUTM manual “Generating Applications”.

When formatting output on BS2000 systems, openUTM writes the entire screen contents to the restart area if the
entire screen is to be restructured (KCDF= REPLACE, change of format). During a screen update, only the fields
which are also overwritten at the terminal are updated in the restart area. Similarly, during input formatting nly the
fields received from the terminal are updated in the restart area.

If you use a formatting system on a BS2000 system, openUTM automatically performs the setup, modification and
storage of the restart area in interaction with the formatting system. However, if you use -formats and write the
formatting routine yourself, openUTM will save the restart area, but the setup and modification of the area are the
responsibility of the formatting routine programmed by you (see chapter "Event exit FORMAT (BS2000 systems)").
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4.5 Format names for message exchange with UPIC clients

Program units that are written for the formatted dialog with terminals can also be used for the dialog with UPIC
clients without any changes. In this case, however, a formatting system is not called. Net messages or message
segments and format names are exchanged between openUTM and the UPIC client. openUTM functions in the
same manner when reading the message as when reading segment formats, i.e. if an incorrect format identifier was
specified for MGET, then openUTM sets the return code to 03Z, returns the correct format identifier in KCRMF/kcrfn
and sets KCRLM to 0. Nothing is entered in the message area.

The UPIC client can then set up the screen interface based, for example, on the format name.

It is also possible to position the cursor in a program using "KDCSCUR" when outputting a message to the UPIC
client.

A UPIC client can pass the value of a function key to a UTM application so that the return code generated for this
function key is triggered when an MGET is executed in the program unit (see the SFUNC statement generation,
RET parameter).

See the manual ,openUTM-Client for the UPIC Carrier System” for more detailed information.
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5 Program structure in distributed processing

The term "distributed processing" applies to all types of processing where server applications with the same
authorization levels interact (server/server communication). openUTM supports distributed processing via the OSI
TP, LU6.1 and LUB6.2 protocols. Partners of a UTM application for distributed processing can be other UTM
applications, OpenCPIC applications or applications that are based on transaction systems from other
manufacturers.

The program interfaces for the communication via LU6.2 are identical to those for the communication via OSI TP.
You will need the openUTM-LUG6.2 product to communicate via the LU6.2 protocol; .

When using the OSI TP protocol you can decide whether or not openUTM is to operate with global transaction
management.

openUTM is designed to operate with global transaction management when the LU6.1 is used, i.e. the transactions
of all participating partners are synchronized.

Client/server communication is not regarded as distributed processing, despite the fact that the client performs
processing tasks in client/server communication, e.g. plausibility

checks. However, fixed client and server roles are assigned. The client does not make services available which
could be used by other applications.

Communication with UTM client applications with OpenCPIC carrier system is done via the OSI TP protocol; this
means that all statements and rules that are agreed upon in this manual for the communication with OSI TP
partners are valid for these partners, even when a client of a UTM application is implemented with an OpenCPIC
application.
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5.1 Addressing remote services

Before you can send a message to a remote service, you must first address this remote service. To do this, use the
APRO (Address PROgram) call.

In distributed processing you can use the functions of both remote services and, by using openUTM'’s message
gueuing functionality, asynchronous services. You use APRO DM (Dialog Message) to address remote dialog
services. and APRO AM (Asynchronous Message) to address asynchronous services.

If a remote service is addressed in a transaction with APRO AM/DM, then a message must also be sent to the
remote service in the same transaction.

Under certain circumstances you can also use APRO AM to address a dialog service via OSI TP, i.e. to address an
asynchronous job to a dialog service (see "Job receiver side").

The following APRO call parameters are of relevance when a remote service is addressed:

* In the KCRN (Referenced Name) field, enter the LTAC name of the remote service. The LTAC name (Local
TransAction Code) is the name under which the remote service is known in the configuration of the local
application. The LTAC name is assigned at generation.

If this LTAC name is already associated with a fixed partner application in the configuration you only have to
specify the name for the APRO call to unambiguously determine the remote service. This is called single-step
addressing. Single-step addressing is always advisable in cases where there are no alternative partner
applications, e.g. because the requested service is only available from one partner application.

In two-step addressing, the partner application is specified explicitly when calling APRO:

® The KCPA (Partner Application) field is used to specify the (OSI-)LPAP name of the partner application in two-
step addressing. The (OSI-)LPAP (Logical Partner APplication) nhame is the name by which the partner
application is known in the configuration of the local application. The (OSI-)LPAP name is assigned at
generation. The name of a MASTER-LU61-LPAP or a MASTER-OSI-LPAP can also be specified in the KCPA
field.

Two-step addressing is always advisable in cases when the requested service is available from multiple partner
applications. Which partner application is selected depends on the particular situation.

If you specify the (OSI-)LPAP name of a partner application in KCPA, although the LTAC name specified in
KCRN is already assigned to a partner application in the configuration, then the specification in KCPA takes
precedence over the configuration assignment.

129



® In the KCPI (Partner Identification) field, you assign an identification to the remote service for the duration of the
interaction. This identification, also called the service ID, is freely selectable. However, the first character must
be ">". The scope of the validity of the service ID is the local service; in other words, if two services use the same
service ID at the same time, they are thus addressing different remote services. You have to specify this
identification in the KCRN field for all communication calls to the addressed service. When interaction with the
remote service terminates, you can use the service ID in further APRO calls to identify the same service or other
services.

For the following calls you have to specify the service ID in the KCRN field:

© MPUT calls to send dialog messages to the remote service

© FPUT/DPUT calls to send asynchronous messages to the remote service

© MGET calls to read dialog messages or status information from the remote service

© MCOM BC calls to start a job complex whose basic job is directed to the remote service
© CTRL calls to control OSI TP dialogs
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5.2 Distributed dialogs
The rule of strict dialog also applies to distributed processing, i.e. in communications between two partners, after a
message to the partner you have to receive a response before you can send another message to this partner.

The period between receiving a dialog message and sending the next dialog message is called a processing step.
The next message may either be a response, in which case the processing step is equivalent to a dialog step, or a
message to another partner.

A job submitter can simultaneously interact with multiple job receivers. The next programming step in the job
submitter only starts when all the responses have been received from the job receivers. A separate program unit
run is generally started for each processing step (exception: PGWT).

The job-submitting service can be either a dialog service or an asynchronous service.

Exchange of dialog messages

You use MPUT to send and MGET to receive dialog messages between partner services in the same way as with
dialog messages without distributed processing.

If a job-receiving service exchanges messages with a job submitter it behaves as if it were communicating with a
terminal: you have to enter blanks in the KCRN field when using MGET and MPUT.

When exchanging messages with a job receiver, a job-submitter service must specify the service ID of the job
receiver in the KCRN field (see "Addressing remote services").
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5.2.1 Controlling communication in the program

In distributed processing, multiple program units in various partner applications are used to process a job. A
program unit can be addressed by a client (terminals or client programs), from the application’s own programs or
from other applications. The program unit has therefore to decide independently from the partner which task to
process, to whom it sends a message, and whether or not it has to terminate a distributed processing.

For this reason, openUTM provides a range of information about the communication partner and the current
communication status. This information can be evaluated and used for communication control. For a description of
this information refer to the sections "Programming aids" for LU6.1 and "Programming aids" for OSI TP.
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5.2.2 Error handling by the program unit

There are two situations in which a program unit can respond to errors:

® In the case of less serious errors:
The program unit retains control and can react with a programmed rollback (see below).

® After a service restart:
The program unit is restarted, receives status information and possibly a rollback message and can respond to
the error situation.
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5.2.2.1 Programmed rollback

If less serious errors occur, the program unit retains control and can roll back the distributed transaction with PEND
RS or PEND ER/FR, or the local transaction with RSET. If communication is via OSI TP transactions can also be
rolled back using PGWT RB, see "Particularities of rollback and restart".

The comments below apply to distributed processing with global transaction management, i.e. for LU 6.1 and for
OSI TP with functional unit commit. The effect of these calls in the case of OSI TP without functional unit commit is
described on "Particularities of rollback and restart".

PEND RS
PEND RS can be called in a job-submitting or job-receiving service.
In a distributed transaction, a PEND RS has the following effect:

With PEND RS, all the services participating in a distributed transaction are rolled back to the last synchronization
point. As opposed to the PEND ER/FR call, with PEND RS a service remains open if it has already reached a
synchronization point. Services which have not yet reached a synchronization point are terminated.

The following situations are possible:

®* PEND RS in the first transaction of the uppermost job-submitting service.

All participating services are terminated without any service restart. Chained services are restarted after the
rollback.

®* PEND RS in the first transaction of a job-receiving service

The job-receiving service is terminated. If the uppermost job-submitting service has already reached a
synchronization point, openUTM executes a service restart (with the message K034 to the terminal). The job-

submitting service receives status information (service status "R"/"Z" and transaction status "R") which you read

using MGET NT.
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®* PEND RS in a follow-up transaction of the job-submitting service or job-receiving service.

In this case a rollback message has to be sent with MPUT RM prior to the PEND RS, otherwise openUTM aborts
the service with KCRCCC = 83Z. The rollback message goes to the follow-up program unit specified at the last
synchronization point of the (local) service. After the rollback openUTM executes a service restart. The form this
takes depends on the destination of the output message at the last synchronization point and on who called
PEND RS:

© In the case of an output message to the client the service restart begins in the job-submitting service.

" |f PEND RS was issued in the uppermost job-submitting service, then a screen restart is executed (as
without distributed processing).

" |f PEND RS was issued in a job-receiving service, then a screen restart is executed and the message K034
output. The next entry from the client is read by the follow-up program unit of the last synchronization point.
If a follow-up program unit sends a new message to the job receiver (which executed PEND RS), then this
job receiver first reads the rollback message and then the message sent to it. If job-receiving services are
terminated by the rollback (i.e. the job receiver was also a job submitter), then you also have to read the
associated status information using MGET NT.

In the case of LUG6.1, follow-up processing in the job-receiving service does not start until a message is
present for this service. If the job receiver is not included in the next transaction after the rollback, this may
not take place until a later follow-up transaction.

In the case of OSI TP, the follow-up program unit runs from the last synchronization point in the job-
receiving service which called PEND RS and always runs in the next transaction: The program is started if
a message is received from the job submitter or if the job submitter has requested end of transaction.

© With an output message to a service, openUTM starts the follow-up program unit specified at the last
synchronization point. This program unit has to read the rollback message; subsequently the output message
can be read; status information from the job-receiving services may be present, too. If the (uppermost) job-
submitting service participated in the rolled back transaction, then openUTM issues message K034.

Programmed PEND ER/FR

In distributed transactions, the effects of the PEND ER and PEND FR calls are identical; however PEND FR does
not, in contrast to PEND ER, generate a DUMP. PEND FR enables you to respond to errors other than
programming errors (e.g. meaningless data).

The effect of PEND ER or PEND FR differs in the job-submitting and the job-receiving services:

* |f PEND ER/FR is issued in the job-submitting service, this and all job-receiving services are terminated with
PEND ER/FR.

® |fissued in the job-receiving service, only this service is terminated and the distributed transaction is rolled back
to the last synchronization point. The service restart then begins at this synchronization point and the next
program started receives status information from the job-receiving service which called PEND ER/FR. If the job-
submitting service has not yet reached a synchronization point, it is also terminated by a PEND ER/FR.

If the preceding distributed transaction was terminated in the job-receiving service, the follow-up program unit
specified at the last synchronization point is started in the job-submitting service.

If the job-receiving service wishes to terminate with PEND ER/FR, it first has to execute an MPUT, otherwise
PEND causes it to be terminated by the system with KCRCCC = 83Z (service status Z instead of E). Exceptions
to this rule are dialogs via OSI TP in which an MPUT to the job submitter is not permitted (KCSEND=N). The job-
submitting service always receives status information which has to be read with MGET NT.
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RSET
The effect of the RSET call is the same in job-submitting and job-receiving service.

After a RSET call in a program unit run belonging to a distributed transaction, the behavior of openUTM depends on
the RSET generation parameter of the UTMD statement.

® |f RSET = LOCAL is generated, openUTM allows the RSET call merely to roll back the local transaction. Please
note that the data environment (GSSBs, LSSBs, TLSs, ULS,...), with the exception of the SPAB, is rolled back to
the last synchronization point. The following applies to job-receiving services addressed within the transaction: if
a message was sent to a job-receiving service in a preceding dialog step terminated with PEND KP or PGWT
KP, then this service remains addressed, otherwise the service identifier is deleted.

® |f RSET = GLOBAL is generated, the program unit run must be terminated with PEND FR/ER/RS. This then
causes the distributed transaction to be rolled back.
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5.2.2.2 Error handling after service restart

If the distributed transaction has to be rolled back, service restart tries as far as possible to restart the program for
which there was a message at the end of the last distributed transaction, or to which the next input from the client is
directed. The programming rules (see "Programming rules and recommendations” for LU6.1 and "Programming
rules for dialogs without the functional unit commit” for OSI TP) ensure that one and only one message exists for
the client or for a program in a service at the end of a distributed transaction.

The program unit can tell from the service ID in the KCKNZVG/ kcev_status field in the KB header if a service
restart has occurred: after a service restart this field has the value "R".

If the service restart occurs in the job-submitting service, the program unit normally receives status information
from the job-receiving service if the job-receiving service caused the rollback and is or was consequently
terminated. Such status information is read with MGET NT; it is a message of length 0 and provides the service and
transaction status of the job-receiving service in the KCVGST/kcpcv_state and KCTAST/kepta_state fields in the KB
return area (see "Programming aids").

There are 3 different cases with service restart:

1. There was a message for the client at the last synchronization point.

The follow-up program unit in the job-submitting service can now read the new input from the client with MGET
and receives as status information the service status O and the transaction status C.

If the rollback of the transaction was caused by an error in a job-receiving service and the job-receiving service
was subsequently terminated, the KCRPI field receives the service ID of the service which caused the rollback.
Status information from this service can then be read with MGET NT and KCRN = service ID.

2. There was a message at the last synchronization point from a job-receiving service to a job-submitting service.

The follow-up program unit in the job-submitting service can now use MGET as usual to read the message, and
additionally receives the service and transaction status of this job-receiving service.

If this job-receiving service was rolled back and terminated by an error, you only receive the corresponding
status information. If the rollback was caused by another job-receiving service, you receive the transaction
status C as status information with the first MGET. Subsequently more status information can be read, as in
case 1.

If the message cannot be sent by the job-receiver (see next section), then you just receive status information
from the job-receiving service.

3. There was a message at the last synchronization point from a job-submitting service to a job-receiving service.
If possible, the follow-up program unit is then started in the job-receiving service.

If the follow-up program unit cannot be started (e.g. because the application was terminated and not restarted
within the generated wait time or because the service terminated with PEND ER), then the follow-up program
unit in the job-submitting service is started and receives status information.

There is status information from all job-receiving services which caused rollback of the distributed transaction and
which were or are being terminated.

If, after a service restart of the job-submitting service, a job-receiving service is addressed again and an error
recurs, the job-submitting service can be rolled back more than once to the same synchronization point. Since the
status information from the preceding rollback is retained, it is possible to have multiple status information.

If there is multiple status information, then with each MGET you receive the service ID of the next service with
status information. Status information from several job-receiving services has to be read in the order proposed by
openUTM (KCRPI). The KCMF/kcfn field is to be set with blanks when reading the status information.
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If a remote service in the rolled back transaction is newly created by the APRO call, then there is likely to be status
information from it although this service does not actually exist at the synchronization point from which the restart
begins.

No message from job receiver
There are two reasons why a job-receiving service cannot send a result to the job submitter service:

1. The job receiver was not started for one of the following reasons:

® no logical connection to the application of the job receiver exists and no connection could be established
during the generated wait period

® no session or association to the japplication of the job receiver could be reserved during the generated wait
period

® the job was sent to the application of the job receiver. However, the transmitted transaction code is unknown
or locked

® The application of the job submitter is terminated using KDCSHUT W

2. The job-receiving service was started, but errors have occurred during processing of the job-receiving service
or the communication path was disturbed. For this reason the transaction was rolled back in the job-receiving

service and the job-receiving service has been terminated. Additionally, the session/association to the job-
receiving service which terminated through error has been released. The following error situations can occur:

® no response has been received by the application of the job submitter from the job-receiving service within
the generated wait period

® the application of the job receiver has been terminated abnormally because of a severe error

® the job-receiving service has terminated using PEND ER or was terminated because of a severe program
error.
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5.2.3 Load distribution using LPAP bundles

openUTM provides the LPAP bundle function for the OSI TP and the LU6.1 protocols.

LPAP bundles allow load distribution and the use of alternative connections to a partner application. If a UTM
application has to exchange a very large number of messages with a partner application then load distribution may
be improved by starting multiple instances of the partner application and distributing the messages across the
individual instances. In an LPAP bundle, openUTM is responsible for distributing the messages to the partner
application instances. An LPAP bundle consists of a master LPAP and multiple slave LPAPs.

The slave LPAPs are assigned to the master LPAP on generation. In normal circumstances, the physical
connections (CONSs) of the individual slave LPAPs address different partner applications.
Operating an application

To allow openUTM to distribute the messages to the slave LPAPSs, you address the messages to the master LPAP
in the program units.

openUTM distributes these messages to the slave LPAPs in sequence. The system always attempts to find a slave
LPAP via which the message can also be sent, i.e. to which a connection is established and for which, for instance,
the queue level has not yet been exceeded.

For more details on this, refer to the description of the APRO call on "APRO Address job-receiving service".

Administration
The "Master LPAP" and "Slave LPAP" properties are displayed via the administration interface.
All the slave LPAPs are displayed for a master LPAP and the master LPAP is displayed for a slave LPAP.

Using the administration facilities, you can set the status of master LPAPs to ON or OFF. If you change the status
of a Master LPAP, this causes the status to be changed accordingly on all slave LPAPs.
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5.3 Distributed dialogs via LU6.1

The LUG6.1 protocol (Logical Unit 6.1) is a SNA protocol defined by IBM. It has been continuously developed and
has become the industry standard. Communication is performed with transaction management over multiple
applications.

In addition to using LU6.1 to connect UTM applications, you can also connect UTM applications with CICS and IMS
applications running on IBM computers.

The sections below explain the programming aids provided by openUTM for distributed processing, the rules for
these dialogs and how you can use existing program units as an LU6.1- job submitter.
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5.3.1 Programming aids

openUTM makes a range of information available to program units. You can evaluate and use this for
communication control:
® after the INIT call

® after using MGET to read the dialog message

After the INIT call, you can ascertain the following from the communication area:

® the user ID or session name under which the program unit was started (KCBENID/kcuserid field)
® the communication protocol used by the partner (1 is entered in KCVGST/kcpcv if LU6.1 is used)

® whether it is a service restart (KCKNZVG/kccv_status is then set to "R").

After the MGET call, openUTM returns the status of the partner service in the KCVGST/kcpcv_state field and the
status of the partner transaction in the KCTAST/kcpta_state field.

For COBOL, a higher-ranking status field KCRST is defined which contains the KCVGST and KCTAST fields.

Using these stati you can, for example, ascertain whether the partner service has already requested end of
transaction and is waiting for the termination of distributed processing. This feature can be used to control the
program run and ensure that the programming rules are observed, even in situations where the exact security
processes used by the partner are not known. On the other hand, it also allows the job-submitting service to react to
errors in the job-receiving services.

Service status of the partner

KCVGST/ Meaning
kcpcv_state

I (inactive):
The service is inactive, i.e. it has not yet been started or it has not been possible to start it, e.g.
because the TAC is unknown in the partner application.

@] (open):
The service is open.

C (closed):
The service terminated with PEND FI.

R (rolled back):
The service has been terminated by the program with PEND RS.

E (error):
The service has been terminated by the program with PEND ER/FR.

Z The service has been terminated by openUTM because of an error.

T (timeout):
The service has been or is terminated incorrectly, as no response has been received within the
specified wait period or it has not been possible to reserve a free session within the specified
wait period.

141



Transaction status of the partners

KCTAST/ Meaning
kcpta_state

I (inactive):
There is no transaction because no service exists.

(0] (open):
The transaction is open; the last dialog step has been terminated with PEND KP.

P (prepare to commit):
The service has requested end of transaction, but the distributed transaction has not yet
terminated. In this situation the service waits for an acknowledgment which it receives as soon as
the distributed transaction is terminated. Just as with PEND KP, the resources (GSSB, TLS)
remain locked until that point.

C (closed):
The last distributed transaction in which the service participated is terminated.

R (rolled back):
The distributed transaction and thus also the local transaction have been rolled back.

M (mismatch):
The services participating in a distributed transaction cannot agree on a common synchronization
point for service restart. This can only occur with a timeout or after termination and start of a UTM-
F application.
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5.3.2 Programming rules and recommendations

The following sections explain the rules which have to be observed when using distributed dialogs via LU6.1. If you
follow the suggested "programming recommendations” in the final section the presented rules are automatically
observed.

i Note that PGWT CM and PGWT RB calls are not permitted in distributed dialogs via LU6.1.

Effect of PEND calls and rules for usage

The PEND calls in job-submitting and job-receiving services control the distributed transaction, i.e. they decide
when the common synchronization point of the two transactions is to be set.

Which PEND calls a service may use and their effect depends on the service and transaction status of the partner
service.

The following table describes the effect of the PEND calls in the job-receiving and job-submitting services and the
rules for how to use them:

Variant Effect / rule of usage

PEND KP ' No synchronization point is requested and no synchronization point is set. The service remains in

PGWT KP | transaction status "0" and in service status "0". An open DB transaction remains open. The follow-up
program unit specified in KCRN is started in the job-submitting service as soon as all results from
the job-receiving services have been received.

This is permissible if the program unit sends a message to the terminal or the client (LTERM
partner) or if the message is addressed to a partner service and this does not have transaction
status "P".

PEND RE | End of transaction (synchronization point) is requested. End of transaction (synchronization point) is
requested. If all partner services already have transaction status "P" (i.e. they have already
requested end of transaction), then the end of transaction is executed by all participating services, i.
e. a common synchronization point is set. If a partner service is not in transaction status "P", the
local service passes to transaction status "P" and waits for the partner service to request end of
transaction, too. The follow-up program unit specified in KCRN is started in the job-submitting
service as soon as all results have been received from the job-receiving services.

Permissible in the two cases below:

® no partner service with an open transaction exists.

® there is exactly one partner service with an open transaction. The program unit sends a message
to this partner.

If multiple partner services with open transactions exist then PEND RE is forbidden.
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Variant

PEND FI

PEND FC

PEND PR
PEND PA

PEND SP

PEND RS

Effect / rule of usage

The effect is the same as with PEND RE, except that end of service is requested simultaneously.
The service is terminated at the next synchronization point.

This is permissible if no job-receiving services are open any longer, i.e. all job receivers must have
issued PEND FI before the job submitter is permitted to issue PEND FI.

The effect is the same as with PEND FI, except that after end of service, the chained follow-up
service is started immediately.

This is permissible in job-submitting services only (never permitted in job receivers), and only if no
further job-receiving services are open, i.e. all job receivers must have issued PEND FI before the
job submitter is permitted to issue PEND FC.

No effect on the transaction.

The transaction is closed, i.e. a synchronization point is set and the dialog step is continued. Not
allowed if there are partner services with open transactions.

With PEND RS all the services participating in the distributed transaction are rolled back to the last
synchronization point. All services created in the distributed transaction are terminated by the
rollback. Services which have reached at least one synchronization point remain open.

Programming rules

A set of rules has to be adhered to when programming distributed transactions. Violation of these rules leads to
abortion of the service with (internal) PEND ER and KCRCCC=87Z.

These rules determine:

®* how transactions and services have to be terminated when using distributed processing and

* where the output message may be sent.

Program unit runs, transactions and services are terminated as usual via the various PEND variants; of particular

importance here are the PEND variants KP, RE, SP, Fl and FC, and for error handling RS, ER and FR.

Using the variants KP, RE and SP you have to specify the follow-up program unit in KCRN, which is used to

continue the service. You start this follow-up program unit with PEND KP/RE after all results from the job receivers

have been received, or, if the message was addressed to the job submitter, after the next message is received from
the job submitter. If you use PEND SP the follow-up program unit is started immediately.

The PGWT KP call may be used whenever a PEND KP is allowed.

The following rules hold for correct programming of a distributed transaction:

® Service rule:
a job-submitting service may only be terminated once all the associated job-receiving services have been
terminated (with PEND FI). PEND FC is prohibited in job-receiving services.

After the PEND FI of the job-receiving service, the job-submitting service can terminate the subsequent dialog

step with PEND KP, RE, SP, Fl or FC. It may not send any more messages to this job-receiver service.
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® Transaction rule (single-level):
a job-submitting or job-receiving service can terminate a dialog step either with or without end of transaction
subject to the following restrictions:

© a job-submitting service may not request end of transaction if the transaction is open in the job-receiving
service, and the output message is directed to the client

© aservice must request end of transaction if the output message is directed to a partner service which has
requested end of transaction.

With multi-level distributed transactions, i.e. when a job-receiving service is itself a job-submitting service or when a
job-submitting service addresses several job-receiving services in one transaction, then the transaction rule is
generalized as follows:

® Transaction rule (multi-level):
a service can terminate a processing step either with or without end of transaction subject to the following
restrictions:

© aservice may not request end of transaction if there is a partner service with an open transaction and the
output message is not directed to this partner service. If multiple partner services with open transactions exist,
it is never permitted to request end of transaction.

© aservice must request end of transaction if the output message is directed to a partner service which has
requested end of transaction

If a service has multiple partner services with open transactions, PEND RE, PEND Fl and PEND SP are never
permitted.

The tables "Effect of PEND calls and rules for usage", "PEND variants in the job submitter" and "PEND variants in
job-receiving service" illustrate the situations when you can use the PEND call.

If you follow the "bottom-up strategy"” described below, then the programming rules are adhered to automatically.

Programming recommendation: Bottom-up strategy
The bottom-up strategy is such that distributed transactions are always terminated from the bottom up, i.e.

® a job-receiving service always requests end of transaction before its job-submitting service and sends its output
message to its job-submitting service, and

® a job-submitting service only requests end of transaction once all its job-receiving services have requested end
of transaction. The output message then goes to its own job submitter.

PEND variants depending on the partner status

When using the PEND call must always consider the service status and transaction status of the partner service.
Following MGET, openUTM returns the status information in the KCVGST/kcpcv_state and KCTAST/kepta_state
fields.

The cases illustrated in the following tables contain no new rules. They illustrate the rules described in the
preceding sections.
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PEND variants in the job submitter

The calls PEND PA and PEND PR are not included because they have no special features for distributed

processing.

Partner status

KCVGST/
kcpcv_state

uon

KCTAST/
kcpta_state

uon

npr

PEND variants in the job-submitting service

permitted variants and their effect and limitations

KP:

RE:

RS:

ER

IFR:

RE:

SP:

RS:

ER

IFR:

transactions in the job-receiving and job-submitting services remain open
- default.

requests end of transaction. Only permitted if the output message is
addressed to this job receiver and no further partner with open
transactions exist.

rolls back the job-submitting and job-receiving transaction to the last
synchronization point. Services in this transaction are terminated.

rolls back the distributed transaction; the job-receiving service is
terminated.

only permitted if the output message is addressed to another partner
service or another client; the transactions remain open (not recommended
because of PTC state)

terminates the distributed transaction.
terminates the distributed transaction.

rolls back the job submitter and job receiver transaction to the last
synchronization point. Services in this transaction are terminated.

rolls back the distributed transaction; the job-receiving and job-submitting
service are terminated
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Partner status

KCVGST/
kcpcv_state

"o"

e

KCTAST/
kcpta_state

e

npr

PEND variants in the job-submitting service

permitted variants and their effect and limitations

KP:

RE:

SP:

RS:

ER

IFR:

transaction in job-submitting service remains open.

transaction in job-submitting service is terminated if the output message is
addressed to the client, otherwise the service passes to transaction status
pr

terminates the job submitter transaction.

rolls back the transaction in the job-submitting service to the last
synchronization point; services which started in this transaction are
terminated.

terminates job-submitting and job-receiving service and rolls back the
local transaction.

The output message must be addressed to another partner or the client or (with
PEND SP/FC) to a follow-up program unit!

KP:

RE:

SP:

Fl:

FC:

RS

ER

IFR:

not recommended, since the job-receiving service waits in state PTC.
terminates the distributed transaction and the job-receiving service.
as RE

terminates the distributed transaction as well as the job-receiving service
and job-submitting service.

as Fl

rolls back job-submitting and job-receiving service to the last
synchronization point. Services which started in this transaction are
terminated.

terminates job-submitting and job-receiving service and rolls back the
distributed transaction.
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Partner status PEND variants in the job-submitting service

KCVGST/ KCTAST/ permitted variants and their effect and limitations
kcpcv_state kcpta_state

"c" "c" the output message must be addressed to another partner or to the client or
(with PEND SP/FC) to the follow-up program unit!

KP: | keep transaction in job submitter open.

RE: | terminates the transaction in the job submitter.

SP: | terminates the transaction in the job submitter.

Fl: | terminates transaction and job-submitting service.

FC: | terminates transaction and job-submitting service.

RS: | rolls back the job submitter transaction to the last synchronization point.

ER | rolls back the transaction in the job-submitting service and terminates the
/FR: | job-submitting service. the job-receiving service is already terminated.

The combinations "KCVGST=0, KCTAST=C" and "KCVGST=C, KCTAST=C" cannot occur if you follow the "bottom-
up strategy".

148



PEND variants in job-receiving service

The calls PEND PA and PEND PR are not included because they have no special features for distributed
processing. The variant PEND FC is not permitted in job-receiving services.

Partner status PEND variants in job-receiving service

KCVGST/ KCTAST/ permitted variants and their effects and limitations
kcpcv_state = kcpta_state

"O" "O" KP: | transactions in the job-receiving and job-submitting services remain open.
RE: | job-receiving services passes to transaction status P.

FI: | the job-receiving service changes to transaction status P. The service is
terminated at the next synchronization point (=end of the distributed
transaction).

RS: | rolls back the distributed transaction to the last synchronization point.
Services in this transaction are terminated.

ER | rolls back the distributed transaction; the job-receiving service is
/FR: | terminated.

"o" "p RE: | terminates the distributed transaction.
SP: | terminates the distributed transaction.
Fl: | terminates the distributed transaction and the job-receiving service.

RS: | rolls back the distributed transaction to the last synchronization point.
Services in this transaction are terminated.

ER | rolls back the distributed transaction; the job-receiving service is
/FR: | terminated.

"o "ct KP: | permitted
RE: | job-receiving service passes to transaction status P.
SP: | job-receiving service passes to transaction status P.

Fl: | The service is terminated at the next synchronization point (= end of the
distributed transaction).

RS: | rolls back the distributed transaction to the last synchronization point.

ER | rolls back the distributed transaction; the job-receiving service is
/FR: | terminated.
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If the bottom-up strategy is adhered to, only the combination "O"/"O" can occur, see "bottom-up strategy".
Prior to a PEND RS in a follow-up transaction, you have to send a rollback message with MPUT RM, otherwise
openUTM aborts the job-receiving service with 83Z.
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5.3.3 Existing program units as LU6.1 job receivers

Provided that certain conditions are satisfied, you can use UTM program units, which were designed to
communicate with terminals, unchanged as program units in a job-receiving service (see list below). Existing
asynchronous programs can also be used as job receivers without any adaptations.

The same service can thus be used by terminals and client programs as well as by other services. In this way
openUTM gives you considerable flexibility in application distribution.

If you want to use existing program units as job-receiving program units unchanged, or want to develop program
units which can be used by terminals and client programs as well as by other services, you have to take account of
the following points:

® Different return information in KB header

The communication partner of the job-receiving service is not the user at the terminal, but the job-submitting

service. This is why the job-receiving service receives neither the ID of the terminal user nor the name of the

LTERM partner in the KB header. (It is possible that neither are even generated in the application of the job-

receiving service). Instead it receives the local session name (LSES name) and the local name of the partner
application (LPAP name).

® Different assignments of TLS and ULS

Write and read calls for TLS in the job-receiving service refer to the TLS of the LPAP partner and not to a TLS of
an LTERM partner. Similarly, calls for a ULS refer to the ULS of the session.

® Function keys are not supported in distributed processing

The job-submitting service cannot send a message corresponding to the function key to the job-receiving
service. When using MGET the job-receiving service can therefore never receive the corresponding KDCS return
code (197 to 392).

® The card reader is not supported in distributed processing.
In a job-receiving service, the KCAUSWEIS/kccard field always contains blanks.
® No formatting in distributed processing via LU6.1

It is usually unimportant to a service whether it receives the dialog message from a terminal, an openUTM client
program or from an LU6.1 partner. In the case of distributed processing via LU6.1, openUTM transfers the format
ID specified in the job-submitting service with the MPUT call, but does not perform any formatting. The format
identifier is also transferred with all message segments.

If you specify an incorrect format identifier in MGET, then openUTM operates when distributed processing via
LUG.1 is used just like it does when segment formats are used for terminals: openUTM acknowledges an
incorrect format identifier in MGET with the KDCS return code 03Z, and no messages or message segments are
passed in the message area.

® Special structure of the job-submitting service (with distributed dialogs)

If existing program units of an application are to be used as program units in a job-receiving service, or if the job-
receiving programs are programmed in such a way that they cannot evaluate the status indicators in the MGET
call, the job-submitting service has to let itself be controlled by the job-receiving service with regard to
transaction management. This means the bottom up strategy (see "Programming rules and recommendations")
must be observed. To ensure this the job-submitting service must take account of the transaction status of the
job-receiving service: end of transaction (PEND RE/SP) may not be set in the job submitter until all job receivers
have transaction status "P".
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5.3.4 Example: distributed dialog via LU6.1

The following simple example shows the sequence of calls in distributed dialogs via LU6.1. In each case there are
indications as to which fields can or have to be set or evaluated. The field names are specified using COBOL
notation.

In this example the job-submitting program consists of two program units: in the first unit, the subjob is submitted to
the job-receiving service; in the second unit, the response of the job-receiving service is read and the response is
output to the terminal, if necessary.

As explained in section “Error handling by the program unit” a job-submitting program unit which follows after a
synchronization point is started not only in a normal run, but also after rolling back a distributed transaction with
service restart. This is why a check is made in the first unit of the job-submitting program whether status information
is available. Such a service restart only occurs, however, if the job-submitting service has set a synchronization
point prior to the start of this program unit (with or without participation of a job-receiving service).

1. Job-subnmitting program first unit

INT
Eval uat e:
KCKNZVG --> R service restart,
status information m ght be avail abl e.
MGET I nput nessage fromtermnal. If the job-submtting
service has already reached a synchronization point,
status information may be present as well.
Eval uat e:
KCRPI --> Return information fromthe job receiver
bl anks there is no status information present
>svi d there is status information fromthe
job-receiving service with the specified service ID. In this case
the status information is to be read with a 2nd MGET.
2. MGET
Read the status information after which error handling is necessary.
Set:
KCOoM <-- with NT
KCLA <-- with the length 0
KCRN <-- with the service |ID (>svid)
KCMVF <-- with bl anks
Eval uat e:
KCVGST --> service status:
I j ob-receiving service inactive
E job-receiving service termnated with PEND ER/ FR
Z job-receiving service term nated by openUTM wi t h PEND ER
R job-receiving service term nated with PEND RS
T time has expired (tinmer)
KCTAST --> transaction status:
I transaction in job-receiving service inactive
R transaction in job-receiving service rolled back
M nm smat ch

If there is no status informati on present:
APRO Address the job-receiving service (if not already done)

Set:
KCOM <-- with DM for dialog service
KCRN <-- with the LTAC of the job-receiving service
KCPA <-- with doubl e-step addressing:

with the nane of the partner application
KCPI <-- with a self-selected service |ID (>svid)

152



MPUT

PEND

KCLM , 0

to job-receiving service

Set:

KCoM <-- NT or NE

KCRN <-- with the service ID (>svid)

KCVF <-- possible format ID for job-receiver

KCDF <-- binary 0

KCLM <-- length

(end of first unit)

Set:

KCoM <-- PEND call variant:
KP normal | y recommended in the job-submtt

service

RE end of transaction is requested
Fl not all owed because job-receiver stil
ER/ FR al so aborts job-receiving service
PA prohibited after MPUT to job-receiving
PR prohi bited after MPUT to job-receiving
SP prohi bited after MPUT to job-receiving
FC prohi bited after MPUT to job-receiving

KCRN <-- nane of followup programunit of job subm

(second unit of the job-submitting program

i ng

open

service
service
service
service
tter
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2. Job-receiving program

INIT

MGET

MPUT

PEND

nane of the session

nanme of the partner application

ID of the partner application

ID of the protocol used, '1" is entered for LU6.1
format ID fromfirst MPUT of the job submitter

Read nessage from job-subnitting service

Eval uat e:

KCBENI D -->
KCLOGTER -->
KCTERWN -->
KCCP -->
KCRMF -->
Eval uat e:
KCRCCC -->
KCRLM -->
KCRST Bytel -->
KCRST Byte2 -->
KCRVF

unchanged

Set :

KCOM <--
KCVF <--
KCLM <--
KCRN <--
KCDF <--

KDCS error code 19Z through 39Z cannot occur
length from MPUT of the job submtter (KCLM
service status of job-submitting service:

O job-submitting service is open

transaction status of job-subnmitting service

O transaction is open (PEND KP for job submtter)
P end of transaction initiated (PEND RE)

C transaction with job subnmitter term nated

if nore message segments still present:
format I D of the next segment, otherwi se:
format | D of segnment read.

with NT or NE
format I D or blanks
I ength of the nmessage
with blanks to send the nmessage to the job submitter
any val ue which the job submtter receives
with MSET

End of job-receiving program unit

Set :
KCOM <--
KP
RE
FI
ER/ FR
PA/ PR
KCRN <--

dependi ng on the transacti on status:

only allowed with KCTAST=0 or C

term nates the transaction with KCTAST=P or
transaction with KCTAST=0O or C
end of the job-receiving service,
end of the job-receiving service,

initiates end of

ot herwi se as PEND RE

transaction is rolled back, job

submitter is informed
no special points, cannot be used to send a nessage to the job
subm tter

if necessary (with PEND KP or PEND RE),
programunit of job-receiving service

nane of the follow up
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3. Followup programunit of the job-submtting program (second unit)

INIT

MGET

MPUT

PEND

Eval uat e:

KCRPI <-- service ID of the job-receiving service

KCRMF <-- format ID from l1lst MPUT of the job receiver

Read message fromthe job receiver

Set :

KCOoM <-- NT

KCLA <-- length of the nessage area

KCRN <-- service ID fromKCRPI of the INIT call

KCMF <-- format ID fromKCRMF of the INIT call

Eval uat e:

KCRLM --> actual length of the input nessage

KCRVF --> if nore nessage segnents present:
format I D of next segnent, otherwi se:
format | D of segnment read.

KCRDF --> value fromthe relevant MPUT of the
j ob-receiving service.

KCRPI --> service IDif further nessage

segnents present
KCRST Bytel --> service status of job-receiving service:
O job-receiving service is open
C job-receiving service is term nated (PEND Fl)
KCRST Byte2 --> transaction status of job-receiving service:
O transaction is open (PEND KP)
P job receiver has requested end of transaction (with PEND RE or
FlI, PTC status)
C transaction is termnated (PEND RE or Fl)
to the terninal

Set :
KCRN <-- with blanks
KCOoMm <-- with NT or NE
KCLM <-- with the Iength of the nessage
KCMF <-- with the format |ID or bl anks
KCDF <-- if necessary, with a screen function
end of the followup programunit of the job-receiving service
Set :
KCOM <-- depending on status indicators in KCRST
Fl only allowed with KCVGST=C, termninates service and transaction
RE term nates the transaction with KCTAST=P, not allowed with
KCTAST=0 (because nessage directed to termnal)
ER/ FR rolls back transaction, job-receiving service is also rolled back
and term nat ed;
only exception: KCTAST=C and KCVGST=C.
KP not recommended if KCTAST=P
PA/ PR prohi bited since nessage was sent to term nal.
KCRN <-- if necessary (with PEND KP or PEND RE), nanme of the follow up

programunit of the job-subnmitting service
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5.4 Distributed dialogs via OSI TP

For distributed processing between applications the ISO (International Organization for Standardization) defined the
OSI TP protocol (Open Systems Interconnection Transaction Processing).

OSI TP is part of level 7 of the OSI reference model and was accepted as an international standard under the
identification ISO/IEC 10026 in July 1992. In articular, OSI TP allows you to control the processing of distributed, i.e
inter-system, transactions. However, you can also use this protocol in cases where two applications simply
exchange data without any transaction management. These types of application are often used in client/server
communication.
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5.4.1 Functional units

The OSI TP functions are divided into so called functional units (FU). Depending on the requirements placed on
communication with a partner application, individual functions can be selected for the communication. openUTM
supports the following functional units:

Dialogue

The functional unit Dialogue is required whenever you communicate via the OSI TP protocol. It contains functions
for the establishment and disconnection of dialogs and as well as for sending error messages.

You use the KDCS call APRO to establish dialogs. In the APRO call you select the OSI TP function combinations
which are used for the dialog. Dialogs are normally terminated with a PEND FI call. Dialogs are abnormally
terminated by the PEND ER or CTRL AB call. MPUT EM triggers the protocol element TP-U-ERROR, CTRL AB or
PEND ER the protocol element TP-ABORT.

Polarized Control

You use the functional unit Polarized Control to manage the send authorization for a dialog. Each dialog is assigned
a send authorization which only one of the communication partners can possess at any one time.

In UTM services, send authorization for a dialog changes at the end of the processing step when a message is sent
to the dialog partner: openUTM creates the protocol element TP-GRANT-CONTROL implicitly.

Handshake

The handshake functions can be used by the communication partners to coordinate the processing of a dialog at
application level. This function makes it possible to request processing confirmations and send positive or negative
confirmations. No inter-application transaction management is linked to this function.

You can create a handshake request by calling MPUT HM. Handshake requests from the partner application are
displayed by calling MGET. When the KDCS interface is used the messages are not sent until the send
authorization is transferred. For this reason openUTM only creates the OSI TP protocol element TP-HANDSHAKE-
AND-GRANT-CONTROL, and not TP-HANDSHAKE.

UTM implicitly sends a positive confirmation of a handshake request before the next message to the partner from
which the request has been received. However, the confirmation is sent at the next end of transaction at the latest.

You use MPUT EM to send a negative confirmation of a handshake request.

The requesting service can read the result of a handshake request with an MGET call.

Commit and Chained Transactions

The Commit functional unit provides the functions necessary to create distributed transactions. These are, in
particular, functions to commit or roll back distributed transactions. If you use these functions you must always
select the functional unit Chained Transactions. If processing is to be performed with global transaction
management, then only distributed transactions are processed for this dialog.

The MPUT, CTRL and PEND/PGWT calls are used in connection with these function groups.

The operation modifiers of the PEND/PGWT calls, in combination with the target of the MPUT messages created
during the last processing step, determine whether a TP-PREPARE is sent and, if this is the case, whether it is sent
with DATA-PERMITTED=TRUE or FALSE. However, you can also use the CTRL PR call to create a TP-PREPARE.

157



The OSI TP protocol elements TP-DEFER(GRANT-CONTROL) and TP-DEFER(END-DIALOGUE) are triggered in
the same way. The latter can also be created on its own using the CTRL PE call.

You use the PEND call with the appropriate operation modifiers or the PGWT CM call to request an end of
transaction. openUTM negotiates the protocol for the processing of the two-phase commit without the participation
of the application program unit. A distributed transaction can be rolled back using PEND RS or PGWT RB. PGWT
RB must be used if the previous transaction was terminated with PGWT CM.

openUTM handles the protocol for rolling back the distributed transaction without the participation of the application
program unit.

Following an MGET call, heuristic decisions by communication partners are shown in the transaction status.

Recovery

The Recovery functional unit provides the services which are necessary for resychronization of the interrupted
transaction after a communication failure. This functional unit ensures global data consistency in such cases.
However, OSI TP does not permit the continuation of an interrupted connection (dialog restart).

UTM uses the services of the Recovery functional unit internally. They cannot be directly accessed by the
application program.
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5.4.2 Programming aids

A program unit receives information about its communication partners via different displays. This information
enables the program unit to react selectively to special situations. openUTM makes the information available after
an INIT or MGET call.

After INIT, the job receiver is informed about being called by an OSI TP partner and the OSI TP functions used by
the job submitter for the dialog. Further displays after the INIT call inform the job receiver of whether the job
submitter has requested end of transaction or dialog and whether another message has to be sent to the job
submitter in the current transaction.

After an INIT or MGET call, the program unit run is informed about the communication partner for which a message
is present for reading and about the abstract syntax which was used when sending the message. When receiving
the messages, the program unit has to adhere to the predefined order of messages specified by openUTM.
Through the MGET call, the program unit is informed of the type of message received and receives information
about the service and transaction status of the communication partner.

The information available after INIT or MGET is explained in more detail below.

Displaying the selected OSI TP functions for the dialog
During the INIT call, important information is entered in the KCCP and KCOF1 fields in KBKOPF (the KB header).

KCCP contains the communication protocol used by the partner: in the case of OSI TP, 2’ is entered here. This
tells the program unit that it has been called by an OSI TP job submitter.

KCOF1 contains information about the OSI TP functions available for the dialog with the job submitter. The values
in the KCOF1 field have the following meanings:

B Basic functions
The functional units Dialogue and Polarized Control are selected for the dialog with the job submitter.
H Basic and handshake functions

The functional units Dialogue, Polarized Control and Handshake are selected for the dialog with the job
submitter.

C Basic and Commit functions with Chained Transactions

The functional units Dialogue, Polarized Control, Commit and Chained Transactions are selected for the
dialog with the job submitter.

O (other combination)

A standard combination was not selected for the dialog with the job submitter. If INIT PU was called and OSI
TP information requested, the available OSI TPI functions are displayed in the message area.

Requesting end of transaction or service by job submitter

After an INIT PU call, the KCENDTA field in the message area for the job-receiving service indicates whether the
local service has been requested by its job submitter to terminate the transaction and which variant of the PEND
call is to be used. The local service must respond to the request to terminate the transaction or dialog at the latest
by the end of the processing step in which it next sends a message to the job submitter.
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The following values are possible:

o

no instructions concerning the termination of the processing step.
no end of transaction may be requested at the end of the processing step.

the transaction and the dialog step must be concluded, the service may not be terminated (PEND RE or
PGWT CM with a preceding MPUT to the job submitter).

At the end of transaction, the job submitter possesses the send authorization in the job submitter dialog. The
local service possesses the end-of-transaction send authorization in all other dialogs.

the transaction must be concluded, the dialog step must not be terminated (PEND SP or PGWT CM without
a preceding MPUT to the job submitter).

The local service possesses the send authorization in the dialog with the job submitter at the end of the
transaction.

the transaction must be concluded, the service may not be terminated (PEND RE/SP or PGWT CM). The
local service has end-of-transaction send authorization for the dialog to the job submitter. In another dialog,
end-of-transaction send authorization may be passed to the job receiver. This is performed by issuing an
MPUT to a job receiver, followed by PEND RE or PGWT CM.

both the transaction and the service must be concluded (PEND FI).

Displaying the send authorization for the dialog with the job submitter

After an INIT PU call, the KCSEND field indicates in the message area in the local service whether the local service

may send a message to the job submitter in the current processing step. The following values are possible.

Y

It is necessary to send a message to the job submitter at the end of the dialog step.

If KCENDTA has the value "S", in this case it is also necessary to send a message to the job submitter at the
end of transaction. This combination (KCENDTA=S and KCSEND=Y) can only occur in the case of
heterogeneous coupling.

No messages are permitted to be sent to the job submitter. However, messages may be sent to job receivers
in which case the transaction must remain open after the end of the processing step.
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Displaying the type of message received

After an MGET call, the type of message received is displayed in the KCRMGT field of the return area. The
following values are possible:

C (confirm)
A positive handshake confirmation has been received.
E (error)
An error message or negative handshake confirmation has been received.
H (handshake)
A handshake request has been received.
M (message)

A normal user message has been received.

Service status

Following an MGET call, the service status of the communication partner from which a message has been received
is displayed in the KCVGST/kcpcv_state field of the return area. The local service can use this display to draw
conclusions about the dialog with this partner.

The following values are possible:
C (closed)
The job submitter has terminated the service.
D (disconnected)
The communication with the job submitter has been terminated because of loss of connection.
I (inactive)
The job-receiving service could not be started because, for example, the TAC is unknown.
O (open)
The partner service is open, i.e. end of dialog has not yet been requested.
P (pending end dialogue)

This status can only occur in the case of heterogeneous links and in dialogs for which the Commit
functionality has not been selected.

The job receiver wants to end the communication. If the job submitter does not agree, it can continue the
communication using MPUT EM.

T (time out)
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No connection could be utilized in the generated wait time or the job receiver sent no message in the
generated wait time; the dialog with the job receiver is terminated.

Z (error)

The dialog with the job receiver has been terminated because of an error.

In the case of the service stati D, |, and T no message is transferred. The service status in the job-receiving service
is always O.
Transaction status

Following an MGET call, the transaction status of the communication partner from which a message has been
received is indicated in the KCVGST/kcpta_state field of the return area. The local service can use this display to
draw conclusions about the dialog with this partner.

The following values are possible:
H (heuristic hazard)

The result of a transaction is undetermined since communication with at least one communication partner
has been interrupted. The possibility that one of the communication partners involved in the last transaction

has made a heuristic decision which conflicts with the actual result of zhe last transaction cannot be excluded.

I (inactive)

The transaction is inactive at the job receiver, e.g. because the TAC is invalid or no connection could be
established in the generated wait period.

M (mismatch)

It was not possible to synchronize the transaction in the remote service with the transaction in the local
service. This may occur after a timeout.

A mismatch can also occur if at least one of the communication partners involved in the transaction has
made a heuristic decision which conflicts with the actual result of the transaction.

O (open)
The transaction is open in the remote service.
P (prepare to commit)

The partner service has either initiated the end of transaction itself or is requesting the local service to initiate
the end of transaction.

R (rolled back)
The transaction in the remote service has been rolled back.
U (unknown)

The transaction status is unknown. This value is only possible in dialogs for which the Commit functionality
has not been selected.
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In the job-receiving service, only the following transaction statuses are possible:’

with functional unit commit: O, P
without functional unit commit: U
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5.4.3 Programming rules for dialogs without the functional unit commit

End of transaction

In a communication which complies with Cooperative Processing, the communication partners may request end of
transaction independently of each other. In this type of processing only local transactions occur, i.e. end of
transaction in a service has no effect on the transaction in the partner service.

End of service

A job-receiving service may terminate its service at any time.

A job-submitting service may not terminate until all dialogs with its job-receiving services are terminated.

PEND FC (chained services) in job-receiving services is not permitted.
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5.4.4 Programming rules with the functional unit commit

Before explaining the rules which a service must respect in a distributed transaction, it is first necessary to explain
certain terms.

Explanation of terms
Data transfer phase

A service is in the data transfer phase until it has either been requested to end the transaction or has requested its
job receivers to end the transaction.

Send authorization

During the data transfer phase, a send authorization exists for each dialog. This is assigned to one or other of the
communication partners at any given time.

The service which has send authorization in a dialog may use MPUT to send a message to the partner service.
When the message is sent, the send authorization passes to the communication partner unless the partner has
explicitly prohibited this with a CTRL call (CTRL PR or PE and KCNORPLY=Y).

In a processing step, a service can pass the send authorization for the dialog with the job submitter or pass one or
more send authorizations for dialogs with job receivers.

End-of-transaction send authorization

The end-of-transaction send authorization controls which of the communication partners owns the send
authorization after the current transaction is finished.

Usually the job-submitting service owns the end-of-transaction send authorization. However, the job-submitting
service can use an MPUT message followed by PEND RE to pass this send authorization to the job-receiving
service.

Here you have to remember that a service can only pass on send authorization for a maximum of one dialog at the
end of the transaction.

End of transaction

A service may request end of transaction if it has been requested to do so by its job-submitting service, and it does
not possess end-of-transaction send authorization for more than one dialog.

End of service

A service may request end of service if it has been requested to do so by its job-submitting service, and the service
has not sent a message to a job receiver in the current processing step.

Other programming rules

® |n the data transfer phase, the local service possesses the send authorization for all dialogs during a program
unit run.
® |n a processing step, a service cannot simultaneously send messages to its job submitter and to job receivers.

® |f the transaction remains open at the end of the processing step, then the local service may send messages to
multiple job receivers simultaneously in this processing step.
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® A service may pass the end-of-transaction send authorization to no more than one partner. The consequences of
this rule are:

© In a processing step which is terminated by a request to end a transaction, a message may be sent to only
one partner.

© An intermediate node may only transfer the end-of-transaction send authorization in a dialog with a job
receiver if it possesses the end-of-transaction send authorization in the dialog with the job submitter.

® Ajob receiver may only request end of transaction if it has been requested to do so by its job submitter.

Rules for using the different PEND variants

® You can use PEND KP if, in the processing step, messages are only sent to partners which have not yet
requested end of transaction.

® You can use PEND RE if, in the processing step,
© messages have been sent to no more than one partner.
© no request for end of transaction or dialog has simultaneously been sent to this partner.

© the local service has already received a request for end of transaction or the local service itself is the root in
the transaction tree.

® You can use PEND SP if, in the processing step,

© the local service has already received a request for end of transaction or the local service itself is the root in
the transaction tree and

© the local service possesses the end-of-transaction send authorization for the dialog with the job submitter and
© no message has been sent to a job receiver and
© no message has been sent to the client.

® You can use PEND FlI if, in the processing step,

© the local service has already received a request for end of dialog or the local service itself is the root of the
transaction tree and

© no job receiver has received a request (using CTRL PR) for end of transaction, but not for end of service.

© no message has been sent to a job receiver.

Rules for using PGWT variants

® A PGWT KP is possible if PEND KP is allowed.
®* APGWT CM is possible
© with output of a dialog message if PEND RE is allowed.
© without output of a dialog message if PEND SP is allowed.

® PGWT RB must be used if a transaction in which the last synchronization point was set with PGWT CM is to be
rolled back without terminating the OSI TP dialog.
Programming recommendations

In distributed transaction processing via OSI TP protocol, you should preferably terminate the distributed
transaction in the following way:
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If the uppermost job submitter in the transaction tree wants to terminate the distributed transaction, it issues a CTRL
PR and an MPUT call to each of its job receivers and subsequently uses PEND/PGWT KP to terminate the
processing step. The uppermost job submitter terminates the transaction after the responses from its job receivers
have been received.

If an intermediate node in the transaction tree receives a request to end the transaction, it issues a CTRL PR and
an MPUT call to each of its job receivers and subsequently uses PEND/PGWT KP to terminate the processing step.
After the responses from its job receivers have been received, the intermediate node sends a response to its job
submitter and terminates the dialog step and the transaction.

If the lowest job receiver in the transaction tree receives a request to end the transaction, it sends a response to its
job submitter and terminates the dialog step and the transaction.

If you follow this rule, the next transaction starts at the uppermost job-submitting service in a program unit run.
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5.4.5 Programming rules for communications with BeanConnect

If openUTM calls an OLTP message driven bean via BeanConnect at an J2EE server, then you should note the
following:

® The handshake functional units must not be selected.

® Only single-step dialogs are permitted, i.e. in the case of dialogs without functional unit commit, the job receiver
terminates the dialog after sending the response.

® |n the case of dialogs with functional unit commit, the job submitter must request the receiver to terminate the
dialog either immediately on sending the message or on receiving the response. If the job submitter does not
request dialog termination until receiving the response then, if an error occurs, the job receiver is still able to
send an (error) message to the submitter and the submitter itself can roll back the transaction.
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5.4.6 Particularities of rollback and restart

The OSI TP protocol enables you to work either with global transaction management (functional unit commit) or
without global transaction management (Cooperative Processing).

OSI TP with functional unit commit

If you select the functional unit commit for OSI TP, the rollback of transactions with PEND RS is performed in the
same way as in LU6.1.

When a service is restarted after PEND RS, the behavior is the same as with LU6.1, with one exception: when
using the OSI TP protocol it is not possible to restart an interrupted dialog.

A synchronization point can also be set with PGWT CM when using OSI TP. The next transaction may then be
rolled back with PGWT RB only. In this case a return is always made to the program unit that issued the PGWT RB.
No service restart is performed.

OSI TP without functional unit commit

If you do not select this functional unit, the job-submitting service is not automatically rolled back when an error
occurs in the job-receiver service or if the connection is lost. The job-submitting service is continued with the
program unit specified in the last PEND. However, if it waits for a result from the job receiver, it receives an error
message (with service status "Z" and transaction status "U") and can also react with a rollback.

If an error occurs in the job-submitter service, openUTM rolls back the transactions in the job-submitting service and
job receiving services and terminates the job-receiving service. If the job-submitting service has already reached a
synchronization point, a service restart is performed after the rollback of the transaction. The follow-up program unit
receives an error message with service status "Z" and transaction status "U".

A global service restart is not possible, since no common synchronization points exist.
If you use calls for programmed rollbacks, you have to take the following into account:

* PEND RS

For a call in the job-submitting service:
All job-receiving services with which the job-submitting service communicates without functional unit commit are
terminated.

For a call in the job-receiving service:

© If PEND SP has been used to terminate the preceding transaction, then PEND RS rolls back the local
transaction and the service is continued with the follow-up program unit specified with PEND SP.

© If PEND SP has not been used to terminate the preceding transaction and the service is running under a
user ID without the restart property, then the service is rolled back to the last synchronization point and the
dialog with the job submitter is terminated.

© In all other cases, openUTM terminates the service with PEND FR.
* PGWTRB

PGWT RB rolls back the current transaction and the program unit continues.
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* PEND ER/FR

No special considerations apply when this call is used in the job-submitter service: The transactions in the job
submitter and all its job receivers are rolled back and the job receivers terminated.

If called in the job-receiver service, the job receiver is rolled back and terminated. However, the job-submitter
service is continued in the program unit specified with the last PEND. The job-submitter service can read the
messages which have been sent by the job receiver with MPUT.

i To ensure consistent operation even when a transaction is rolled back, it is advisable to use only PGWT
or only PEND calls within a distributed transaction.

® RSET

The RSET call always applies only to the local service. The RSET=GLOBAL setting in the KDCDEF statement
UTMD has no effect. This setting only has an effect in distributed processing with global transaction
management (see "Programmed rollback").
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5.4.7 Using existing program units for OSI TP communication

Existing UTM program units which were not specifically designed for communication via OSI TP can be used
unchanged for OSI TP communication given certain restrictions (see below). The same service can, for example,
be used by clients as well as other services. In this way openUTM gives you considerable flexibility when
distributing applications.

The various cases which may arise when using existing program units for OSI TP communication are identified and
described in the following sections.

Program units for communication with clients as OSI TP job receiver

Program units which have been designed for communication with clients can be used unchanged by the job
receiver for communication with an OSI TP partner. You must observe the following points:
¢ Different return information in KB header

The communication partner of the job-receiving service is the job-submitting service, not the user at the terminal.
This is why the job-receiving service does not receive the name of the LTERM partner in the KB header. Instead,
it receives the name of the OSI-LPAP partner. The entry in the KCBENID/kcuserid field depends on the security

type used. You use the APRO call to select the security type in the job submitter (in the KCSECTYP field):

©  With security type "N" (None), no user ID is transferred to the job receiver. KCBENID/kcuserid contains the
name of the association instead of the user ID.

© With security type "P" (Program), KCBENID/kcuserid contains the user ID which was specified through APRO
in the job submitter.

©  With security type "S" (Same), KCBENID/kcuserid contains the user ID under which the job submitter was
started.

® Different TLS and ULS assignments

Write and read calls for TLS in the job-receiving service refer to the TLS of the OSI-LPAP partner and not to a
TLS of an LTERM partner. Similarly, calls for a ULS refer to the ULS of the user ID only if security type P/S is
present. If security type N is present it refers to the ULS of the association.

® Function keys are not supported in distributed processing

The job-submitting service cannot send a message corresponding to the function key to the job-receiving
service. When MGET is used, the job-receiving service can therefore never receive the corresponding KDCS
return code (19Z to 392).

®* The card reader cannot be used in the job-receiving service.
In a job-receiving service, the KCAUSWEIS/kccard field always contains blanks.
® Abstract syntax for distributed processing via OSI TP
In distributed processing via OSI TP, the format identifier is used to transfer the name of the abstract syntax.

Job receiver programs designed for communication with clients can only be used unchanged for distributed
processing via OSI TP if you use UDT Octet String Mapping exclusively as the abstract syntax. Using any other
abstract syntax you would have to perform adaptations for the encoding or decoding of messages. The KCMF
/kefn field must therefore always contain blanks.

LUG6.1 job receiver as OSI TP job receiver

Job receiver program units written for communication via LU6.1 can only be used unchanged as OSI TP job
receivers when the commit functional unit has not been selected and the when the following conditions are fulfilled:
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® You use UDT Octet String Mapping exclusively as abstract syntax for communication via OSI TP. The KCMF
/kefn field must therefore always contain blanks when exchanging messages.

®* The transaction and service status in the job receiver programs are not evaluated.

If the commit functional unit is selected, then the job submitter must be the first to request the end of the transaction
and the end of the service, and must also always issue the request when the job receiver expects it.

LUG6.1 job submitter as OSI TP job submitter

Job submitter program units written for communication via LU6.1 cannot be used as OSI TP job submitters
unchanged. At the very minimum, you will have to adapt the APRO call (selection of OSI function in KCOF field and
possible changes in the 2nd parameter area). No adaptations are necessary for distributed processing without
global transaction management (Cooperative Processing).

In distributed processing with global transaction management, i.e. when the functional unit commit is selected, the
programs must always be extended to take account of end-of-dialog requests (e.g. by inserting CTRL PE).
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5.4.8 Particularities with heterogeneous coupling

If you want to use OSI TP to connect your UTM applications with transaction applications of other manufacturers
you have to consider the following points:

® User data when establishing associations:
When the connection is being established, only the user data necessary for OSI TP and CCR is exchanged.
Other user data is not sent and is ignored when received.

® User syntaxes and CCR association setup:
openUTM does not permit syntaxes generated by openUTM to be rejected by the Additionally, these syntaxes
must be offered with the association setup request. In such cases, openUTM rejects the association setup.

® Disconnection with A-ABORT:
openUTM uses A-ABORT to disconnect, not A-RELEASE.

¢ Channels:
"Two-way-recovery" channels are not supported by openUTM.

¢ User data for TP-BEGIN-DIALOGUE-RI:
You can only use TP-BEGIN-DIALOGUE-RI to exchange user data necessary for UTMSEC. Application
programs have no direct access to this user data. Other user data is not sent and is ignored when received.

® No user data for TP-BEGIN-DIALOGUE-RC, TP-ABORT-RI:
openUTM does not send user data with the protocol elements. Received user data is ignored.

® No Shared Control functional unit:
openUTM does not support the Shared Control functional unit (i.e. does not support the profiles ATP12, ATP22,
ATP32).

® Unchained Transactions functional unit:
openUTM does not support this functional unit as a job submitter. Conversely, you can select the functional unit
in a partner application if the partner application acts as job submitter. However, the partner application has to
start the distributed transaction before the first send authorization transfer in the dialog. The dialog must
terminate with the first transaction, as otherwise openUTM terminates the dialog abnormally.

® Recipient TPSU-Title:
A Recipient TPSU-Title is always necessary when using TP-BEGIN-DIALOGUE-RI. If openUTM is the receiver,
the title must not exceed 8 characters in length and cannot be of the type "integer".

® REQUEST-CONTROL-RI, HANDSHAKE-RI:
openUTM does not send the protocol elements. If a dialog service receives TP-HANDSHAKE-RI it is terminated
abnormally.

® maximum user data length: 32767 octets:
openUTM sends a maximum of 32767 octets of user data in a protocol element. If user data with a length of
more than 32767 octets is received, openUTM disconnects the link.

® End of dialog without Commit:
No TP-END-DIALOGUE-RI should be sent to a dialog job-receiving service (end of dialog from "above"), as
otherwise openUTM terminates the service abnormally. openUTM only uses "Confirmed End Dialogue" for the
transfer of asynchronous messages.
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5.4.9 Examples: distributed dialogs via OSI TP

This section contains examples describing the different programming interface possibilities when you use the
Commit functionality and Chained Transactions.

First the simplest case is considered. Here, a job submitter communicates with a job receiver. Secondly, the
scenario is extended to describe communication with multiple job receivers and finally the more complicated cases
are illustrated in which a service communicates with both a job receiver and a job receiver via the OSI TP protocol.

The data transfer phase, end of transaction, and end of dialog are considered separately.

At the end of the section you can find examples which illustrate the "abnormal termination of job-receiving services
with CTRL AB".

Comments on the following diagrams

The following diagrams illustrate the communication flow in distributed OSI TP dialogs. In these services, only those
KDCS calls which are relevant for communication are shown, other KDCS calls and processing statements are
omitted.

The service and transaction stati, displayed to the program unit after the MGET call, are shown to the right of the
MGET calls. In the examples, the COBOL field names are used, i.e. KCVGST for the service status and KCTAST
for the transaction status. For C/C++ the corresponding fields are called kcpcv_state and kcpta_state.

In the job-receiving services, the KCENDTA and KCSEND are shown to the right of the INIT calls. These can be
evaluated by a program unit after an INIT PU call.

In the case of MPUT calls addressed to a job receiver and CRTL calls, the name of the addressed job-receiving
service is shown. The format used is ">x", where x represents the job receiver. MPUT calls without this specification
are always addressed to either the job submitter or the client.

The arrows between job submitters and job receivers symbolize for the message exchange and protocol flow.
Synchronization points are represented by bold, unbroken lines.

Any PEND KP calls shown in these examples can be replaced by PGWT KP calls. Similarly, a PGWT CM with a
preceding MPUT message can be used instead of PEND RE, and a PGWT CM without a preceding MPUT
message can be used instead of PEND SP.
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5.4.9.1 One job receiver

The simplest case possible is where one job submitter (A) has exactly one job receiver (B). This section explains all

possible uses for this type of application.

Data transfer phase

The message transfer phase is the period in which neither of the two partners requests an end of transaction. For
the job receiver, this option is only available if it has been requested explicitly by the job submitter.

Send authorization changes with each message sent to the partner. Displaying the service status "O" and

transaction status "O" informs the job receiver that neither end of transaction nor end of service has been requested.

Example 1: Message to job receiver and PEND KP

MPUT >B
PEND KP

MPUI message
TP=GRANT-CONTROL

MPUT message
TP=GRANT-CONTROL

v

INIT
MGET
MPUT
PEND KP

A

KCENDTA:"0",
KCVGST: "0",

KCSEND:"Y"
KCTAST:"0"

End of transaction

A job receiver may only issue an end of transaction call if this has been requested to do so by the job submitter.

The job receiver can read this information from the transaction status after the MGET call.
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Example 2: Message and Prepare to job receiver and PEND KP

MPUT =R
CTRL PR =B
PEND KP

MPUT message
TP—PREPARE (TRUE)

|,
»

MPUT message

4
|

KCYGST:"0", KCTAST:"P"

Commit protocol
| [,
- Ll

INIT KCENDTA: "R",
MGET KCYGST: "0",
MPUT

PEND RE

KCSEND:"Y"
KCTAST:"P"

]

This should be regarded as the normal case when communicating via the OSI TP protocol, since the order of KDCS

calls best corresponds to the protocol flow. Additionally, the job-submitting service has control after end of

transaction and this simplifies service restart.

In the second job submitter program unit run you can also issue an MPUT to the client and a PEND RE in a dialog

service instead of PEND SP. In this case, the command sequence is as follows:

MPUT =B
CTRL PR =B
PEND KFP

MPUT message
TP—PREPARE(TRUE )

[
Ll

INIT KCENDTA: "R",
MGET KCVGEST: "0",
MPUT

PEND RE

MPUT message

<
INIT
MGET =B KCYGST:"0", KCTAST:"P"
MPUT
PEND RE
Commit protocol
< >

KCSEND: "y "
KCTAST:"p"

]
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Example 3: No message to the job receiver and CTRL PR

MPUT
CTRL PR =B
PEND KP
MEUT [P-PREPARE
message (FALSE) .
INTT KCENDTA: "R", KCSEND:"N"
MGET KCVGST: "0", KCTAST:"P"
PEND RE
- TP—READY
.‘—
INTT
MGET
MPUT
PEND RE
Commit
protocol

I

In this case the job receiver simply receives a request for end of transaction, but no message from the job
submitter. Send authorization therefore does not pass to the job receiver (DATA-PERMITTED=FALSE). The job
submitter possesses the send authorization at end of transaction - as in example 2.

It is also only possible to issue a PEND PA/PR in place of the MPUT, PEND KP the first time the program unit is
run. If the job-submitting service is an asynchronous service, only this second variant is possible.

You should note that at the start of the program unit run, after the PEND KP, the system waits only for the message
from the client but not for the TP-READY from the job receiver. l.e., after a PEND PA/PR the follow-up program unit
is started immediately unless the system is waiting for a DGET message.

It is also only possible to issue a PEND SP in place of the MPUT, PEND KP the second time the program unit is
run. If the job-submitting service is an asynchronous service, only this second variant is possible.
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Example 4: Message to job receiver and PEND RE

MPUT =B
PEND RE
MPUT message
TP-DEFER{GRANT-CONTROL)
[P-PREPARE(FALSE) -
INIT KCENDTA:"C", KCSEND:"Y"
MGET KCVGEST: "0", KCTAST:"p"
MPUT
PEND RE
Commit protocol
MPUT message
TP-GRANT-CONTROL
4
TNIT
MGET =B KCVGST: "0", KCTAST: "0"

This case most closely resembles the situation when using the LU6.1 protocol. In particular, the service and
transaction stati are identical to those for communication via the LU6.1 protocol. This means that you can reuse
these programs unchanged. However, you should remember that these programs to not adhere to the bottom up
strategy recommended for LU6.1 communication.

In this example, the job receiver possesses control of end-of-transaction send authorization.

In this case, the job receiver can also use a PEND SP instead of the PEND RE call. The command sequence is
then as follows:

MPUT =B
PEND RE
MPUT message
TP-DEFER{GRANT-CONTROL)
[P—PREPARE(FALSE) -
INIT KCENDTA:"C", KCSEND: "Y'
MGET KCVGST: "0", KCTAST:'p'
PEND SP
Commit protocol
INIT KCENDTA: 0", KCSEND:"Y'
MPUT
PEND KP
MPUT message
TP-GRANT-CONTROI
INTIT
MGET =B KCVGST: "0", KCTAST: "0
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Example 5: No message to job receiver and PEND SP/RE

PEND SP

[P—PRtPﬁRt(FALSt}h

»

INIT KCEMDTA: "R", KCSEND: "N
MGET KCVGST: "0", KCTAST: "p"
PEND RE

Commit protocol

-l [,
- Ll

]

This example illustrates that the job-receiving services are included in all transactions, even if the job submitter and
job receiver have not communicated in the last transaction.

There are no so-called local transactions when using the OSI TP protocol with Chained Transactions. This has to
be taken into account when you design your distributed applications.

The job submitter can issue an MPUT to the client and a PEND RE instead of PEND SP. The command sequence
is then as follows:

MPUT
PEND RE

TP—PREPARE{FALSE}’

INTT KCENDTA:"R", KCSEND: "N"
MGET KCVGST: "0", KCTAST: 'p
PEND RE

Commit protocol

A
A

]
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Example 6: Defer-Grant-Control and Prepare(True)

Message
TP-DEFER{GRANT-CONTROL)
TP-FPREPARECTRUE

By
L

INIT KCENDTA:"S", KCSEND:"Y"
MGET KCVGST: "0", KCTAST:"pP"
MPUT

PEND SP

MPUT message

A

Commit protocol

A

v

INIT KCENDTA:"0", KCSEND:"Y"
MPUT
PEND KP

MPUT message
[P=GRANT-CONTROL

A

This is an ‘exotic’ case which can only occur with heterogeneous coupling. The job receiver has to send two
messages in sequence to the job submitter. The first message has to be sent within the first current transaction.
Send authorization remains with the job receiver after the end of transaction, which means that the job receiver
issues the first message in the follow-up transaction.

End of dialog

If the Commit functionality is used, the job receiver can only terminate the service if requested to do so by the job
submitter.

Normally the job-receiving services are terminated first and the job-submitting service can terminate afterwards. It is
also possible to terminate the job-submitting and job-receiving service simultaneously.

If the job-submitting service is to be continued, then the job receiver must use the CTRL PE call to request the job
receiver to end the service.
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Example 7: Message and end dialog to job receiver and PEND KP

MPUT =B
CTRL PE =B
PEND KP

MPUT message
[P-DEFER(END-DIALOGUE
TP-PREPARECTRUE)

v

INIT KCENDTA:"F", KCSEND:"Y"
MGET KCVGST: '0", KCTAST:'P"
MPUT
PEND FI
MPUT message
<
INIT
MGET >R KCVGST: *C*. KCTAST:"p"
PEND SP
Commit protocol
< >

]

In this example, the job receiver can send a last message to the job submitter before the job receiver terminates the
service.

In the second job submitter program unit run, instead of PEND SP, you can issue an MPUT to the client and
another PEND call to request end of service or end of transaction. The command sequence is then as follows:

MPUT >R
CTRL PE =B
FEBE R MPUT message
TP-DEFER(END-DIALOGUE)
TP—PREPARE (TRUE)
»
INIT KCENDTA:z"F", KCSEND:"Y"
MGET KCVGST: "0", KCTAST:"p"
MPUT
PEND FI
MPUT message
TNIT
MGET >B KCVGST: "C", KCTAST:"P"
MPUT
PEND RE/FI
Commit protocol
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Example 8: No message to the job receiver and PEND SP/RE

CTRL PE =B
PEND SP
TP-DEFER(CEND-DIALOGUE)

TP—PREPARECFALSE)

>
LNLT KCENDTA:"F",
MGET KCYGST: "0,
PEND FI
Commit protocol

KCSEND: "N"
KCTAST:"P"

]

In the first job submitter program unit run, instead of PEND SP, you can issue an MPUT to the client, and another
PEND call to request end of service or end of transaction. This results in the following command sequence:

MPUT
PEND RE
TP-DEFER{END-DIALOGUE)

TP=PREPARE(FALSE)

.
L

INTT KCENDTA:"F",
MGET KCVGST: '0",
PEND FI

Commit protocol

A
v

KCSEND: "N"
KCTAST:"P"
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Example 9: No message to the job receiver and PEND FC/FI

PEND FC

TP-DEFER(END-DIALOGUE)
TP-PREPARE(FALSE)

>
INIT
MGET
PEND FI
Commit protocol

KCENDTA:"F",
KCVGST: "0",

KCSEND: "N"
KCTAST:"P"

In the example above, the job-submitting service is not to be continued as in examples 6 and 7. Instead, it
terminates at the same time as the job receiver. If PEND FC (service chaining) is used, the dialog step is continued

in a follow-up service.

In the first job submitter program unit run, instead of PEND FC, you can issue an MPUT to the terminal and a PEND

Fl. In this case no follow-up service is performed in the job submitter. The command sequence is then as follows:

MPUT
PEND FI
TP-DEFER(END-DIALOGUE)
TP—PREPARE(FALSE) o
»
INIT
MGET
PEND FI
P Commit protocol

KCENDTA:"F",
KCVGST: "0",

KCSEND:"N"
KCTAST:"P"
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Example 10: Message to job receiver and CTRL PR, KCNORPLY=Y

MPUT =B
CTRL PR =B
PEND FI

LKCNORPLY=Y MPUT message
TP—PREPARE(FALSE)

v

INIT KCEMDTA:"R", KCSEMND:"N"
MGET KCWGEST: "0", KCTAST:"P"
PEND RE

TP-READY

A

INTT
MGET
MPUT
PEND RE

Commit protocal

A

v

In this case, the job receiver receives an end-of-transaction request and a message from the job submitter without,
however, the job submitter passing the send authorization to the job receiver (DATA-PERMITTED=FALSE). The job
receiver cannot send any more messages. When the follow-up program unit starts, the job submitter waits after the
PEND KP for the receipt of TP-READY.
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5.4.9.2 Multiple job receivers

When communicating with more than one job receiver, the situation of the job submitter is essentially the same
whatever the physical number of job receivers. It is therefore sufficient to consider a configuration involving one job
submitter (A) and two job receivers (B and C).

From the job receiver’s point of view, this case is identical to the situations illustrated in the previous section, since
the only communication partner known to the job receivers is the job submitter.

However, this scenario is also not very different for the job submitter. There is simply an increase in the number of
possible combinations.

The job submitter can communicate with each individual job receiver as described in the previous section.
Additionally, the job submitter can communicate either with one or with multiple job receivers in a single processing
step. The follow-up program unit run in the job-submitting service is not started until responses have been received
from all the job receivers to which messages were sent in the last processing step.

The job submitter can either use the CTRL call to request individual job receivers to request end of transaction or
end of dialog or issue an appropriate PEND call to inform all job receivers of the situation simultaneously.

Since the situation has not changed greatly compared to communication with a single job receiver, a single
example will suffice here. For reasons of space, the protocol flow is not illustrated.

Example 11: Multiple job receivers

MPUT >B B ¢
MPUT =
CTRL PE =C
PEND KP
INIT WEn my
MGET g, rp
4’ B
INIT e,y MPUT
MGET '0","0" PEND FI
MPUT
PEND KP

INLI

MGET =B g, e

MGET = "Ce . np

MPUT =R

CTRL PR =B

PEND KP
INIT PRM, oy
MGET ngn vpe
MPUT
PEND RE

INIT

MEE] =B g, rpe

PEND SP

Commit prolocol
+“—r
<

]

v
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In this example, job submitter A communicates with job receivers B and C. The dialog with C is to be terminated.
However, C has to send a final message to A before terminating. To make this possible, A issues an MPUT and a
CTRL PE to partner C. The dialog with partner B is not to be terminated yet. A therefore simply sends a message to
B and keeps the transaction open by using PEND KP to terminate the program run.

The "F,Y" specifications inform C that it still has to send a message to A and that the transaction has to be
terminated with PEND FI. For B, the transaction and dialog remain open. This is indicated by "O,Y".

In the second program unit run, A now uses CTRL PR to request B to end the transaction. However, A wants to
receive the response from B in the current transaction and therefore uses PEND KP to terminate the program run.
The stati "R,Y" signal the end of transaction request to B. B then sends a response to A and uses PEND RE to
terminate the transaction.

Since both C and B have now requested end of transaction, A can finally terminate the distributed transaction. At
the end of transaction the dialog with C is simultaneously terminated, whereas the dialog with B remains open.
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5.4.9.3 More complex dialog trees

Finally we shall look at cases in which a service (B) communicates with a job submitter (A) and a job receiver (C)
via the OSI TP protocol using Chained Transactions. Compared to the previous cases, only the intermediate node
B is in a new situation since it possesses both a job submitter A and a job receiver C.

When the OSI TP protocol is used, an intermediate node is not free to decide when an end of transaction or end of
dialog is to occur. This also applies to dialogs with its job receiver. The intermediate node B cannot request end of
transaction or end of service from job receiver C until B itself has received an end-of-transaction request from its job
submitter.

The following examples depict individual, characteristic situations. There are numerous other possibilities which can
be constructed by combining the cases described in the sections above.
Data transfer phase

The data transfer phase is the period in which no CTRL calls are issued by any of the partners, and the program
runs are terminated exclusively by PEND KP.

Example 12: Data transfer phase in multi-step transfer trees.

B (
MPUT =B
PEND KP
= INIT .IOH,"YI
MGET gt .rg"
MPUT =C
PEND KP
| 1wt vy
MGET K , L
MPUT
PEND KP
INIT agery
MGET  >C | ng+ ogr
MPUT ’
PEND KP
<
INIT
MGET >B L

B need not always communicate with A and C in alternation, as is the case in this example. B can also conduct
multiple dialog steps consecutively with C or communicate exclusively with A before reintegrating C into the
communication.

However, it is important to note that B may not send messages to A and C simultaneously. An intermediate node
may pass the send authorization either to the job submitter or to one or more job receivers, but not to the job
submitter and a job receiver at the same time.

A service may transfer the end-of-transaction send authorization for a maximum of one dialog.

End of transaction
After B has received the end-of-transaction request from A, it has 3 options:

® B can send a message to C and simultaneously request C to terminate the transaction(see also examples 12,
14, 15)
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® B can continue the data transfer phase with C and request C to terminate the transaction in a later processing

step. (see also example 13)

® B can refrain from further communicating with C in the current transaction and itself request end of transaction.

(see also example 16)

A, B or C may own the end-of-transaction send authorization.

Example 13: End-of-transaction send authorization is owned by A

MPUT =B
CTEL PR =B
FEND KP

INIT
MGET >B
PEND SP

.‘7

||U|' ,“P“

INIT

MGET

MPUT =C
CTRL PR =C
PEMND KP

0000 P INI

INTT

MGET >C
MPUT

PEND RE

Commit protocol

+—r

R . Iy
|O|-‘ npu
R ’II\{'I

MGET o !Ill_]'l
MPUT
PEND RE

"R . e

|'(}'|, npu

4“—r

]

In the example above, B cannot pass the end-of-transaction send authorization to C since A has not yet passed the
end-of-transaction send authorization to B.
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Example 14: B continues the dialog with C - end-of-transaction send authorization is owned by A

MPUT
CTREL PR
PEND KP

=B
=B

INLT
MGET
PEND SP

=B

B C
’ INIT I'R'I,uYu
MGET g, pe
MPUT =C
PEND KP »
INIT
MGET
MPUT
PEND KP
IMIT TR, MY
MGET Qe
MPUT =C
CTRL PR =C
PEND KP
—» | INIT
MGET
MPUT
PEND RE
INIT Ry
MGET >C |'D|| , np
MPUT
PEND RE
<4
g, rp
Commil protocol
+—r +—r

n [) n
" D "

"R
n [) n

,"Y"
,“O"

, 1y
,IIPII

]

In this example, B does not initially request C to terminate the transaction and, instead, continues the data transfer
phase with C. In this example only one more dialog message is exchanged. However, it would be possible to
continue the data transfer phase beyond this. In this case, B and C can only use PEND KP to terminate the
program runs. At some time B must request C to end the transaction.

In this example, again, B cannot pass the end-of-transaction send authorization to C since A has not yet transferred
the end-of-transaction send authorization to B.
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Example 15: End-of-transaction send authorization is owned by B

B C
MPUT =B
PEND RE
o
INIT e ,I'YII
MG[T IIOI"I'PH
MPUT =C
CTRL PR =C
PEND KP
———————p| INIT PRy
MGET "':]",.IP"
MPUT
PEND RE
INLT TIRT
MGET >C IIOI' ' 'IPII
PEMD SP ’
Commit protocol
4 —>r 4+—r
INIT gy
MPUT )
PEND KP
INIT h
MGET g
Example 16: End-of-transaction send authorization is owned by C
B C
MPUT =B
PEND RE
INIT o,y
MGET o np
MPUT =(
PEND RE
T 1OINIT e iy
MGET gr o vpe
PEND SP ’
Commit protocol
4>
INIT gy
MPUT
PEND KP
«—
TN]T IIOII,IIYH
MGET < groenn
MPUT ’
PEND KP
INIT h
P4GET n '3' n s IIOII
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Example 17: No message to job receiver before end of transaction

MEUT =B
CTRL PR =B
PEND KP

F §

INIT
MGET =B
PEND SP

4+—>r

INIT
MGET
MPUT
PEND RE

Commit protocol

=L ’IIY'I
||0|| ’IIP'I

—

[}

I'RII
INIT g
MGET
PEND RE

, e
. ||P||

]

In this example, B refrains from sending another message to C in the current transaction, and requests end of

transaction immediately.

After PEND RE from node B, an MPUT message is sent to A and a PREPARE protocol element is sent to C. This
requests C to terminate the transaction. C does not then receive any further user messages. The MGET call at C
simply reads the status of the dialog with B. This call can be omitted.

End of dialog

An intermediate node can bring about the job-submitter-based end of dialog in the same way as an end of

transaction. These possibilities are depicted in the two examples below.
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Example 18: B first terminates the dialog with the job receiver.

B C
MPUT =B
CTREL PR =B
FEND KP EE—
INIT IR","Y”
MGEET orL TP
MPUT =C
CTRL PE =C
PEND KP
4’ [NIT “l’","YI
IIOII . n PI
MGET
MPUT
PEND FI
]_NIT "RII,"Y"
MGET = g pe
MPUT
PEND RE
<
INIT
MGET >B | g wpo
PEND SP
Commit protocol
4+——r
Example 19: Simultaneous end of dialog with job receiver and job submitter.
MPUT =R B C
CTRL PE =B
PEND KP
lNl] IIFII’IIYII
MGrT IIOII,IIPII
MPUT
PEND FL
< >
INIT INIT "FULUNY
MGET =B MGET QUL,UP"
FEND SP PEND FI
Commit protocol
4+—>
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5.4.9.4 Using CTRL AB to terminate a job receiver
CTRL AB terminates a job-receiving service abnormally. The job submitter must roll back the distributed transaction

after a CTRL AB for a job receiver for which the functional unit Commit is selected. No rollback is necessary for a
job receiver dialog without Commit.

Example 20:Terminating a dialog for which the Commit FU is selected.

MPUT =B
PEND RE MPUT message
[P=DEFER(GRANT-CONTROL)
[P—PREPARE(FALSE) <
INIT KCENDTA:"C", KCSEND:"Y"
MGET KCWGEST: "0O", KCTAST:"p®
MPUT
PEND RE
Commit protocol
MPUT message
P TP—GRANT-CONTROL
INTT
MGET KCYGST: "0O", KCTAST: "O"
CTRL AB =B
MPUT RM
PEND RS
TRP=U-ABORT
P UM terminates the job—submitting
service with PEND FR

Example 21: Terminating a dialog for which Commit FU is not selected

MPUT >B
PEND RE
MPUT message
INIT KCENDTA:"?a", KCSEND:"Y
MGET KCVGST: "O", KCTAST:"U"
MPUT
PEND RE
MPUT message
P TP—GRANT—CONTROL
INIT
MGET KCVGST: "0", KCTAST: "U"
CTRL AB =B
MPUT
PEND RE
TP—U-ABORT
» UTM terminates the job—submitting
service with PEND FR
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5.5 UTM-controlled queues in distributed processing

A job-submitting service can use the FPUT or DPUT call to send an asynchronous job to a remote asynchronous
service (Remote Queuing). The job-submitting service may either be a dialog or an asynchronous service.

openUTM uses two local queues for asynchronous jobs to a remote applications: one queue is located in the
sending application, the other in the receiver. This deferred delivery principle makes sure that distributed message
gueuing under openUTM is entirely independent of whether or not a connection is currently established. If no
connection can be established, the job remains in the local send queue until the connection is established. The
following applies once the connection has been established.

® With LU6.1, the jobs are transmitted to the partner immediately.

* With OSI TP, it may be some time before the jobs are transmitted. This time is limited by the value generated in
MAX CONRTIME. Note that the time is set to 10 minutes if CONRTIME=0.

If a serious error occurs while transmitting a job, i.e. while the connection is open, then the job is deleted from the
local send queue but is not entered in the corresponding message queue of the partner application. In this case, a
K239 message is output in the local application.

A serious error that results in the loss of the job may occur, for example, if the job is sent to a TAC which is locked
in the partner application. The exact cause can be identified from the K086 (LU6.1) or K119 (OSI TP) message
which is output in the partner application:

Loss of a job can be prevented by activating saving of messages in the local dead letter queue in the local
application for the LPAP or OSI-LPAP partner, see section “Dead Letter Queue”.

Computer 1 Computer 2
UTM application A UTM application B
. local queue local queue asynchronous
service 1 > > service 2
EEENN EEEEN
Network

Figure: Remote queuing with openUTM
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5.5.1 Job submitter side

You use an APRO AM call to address the job-receiving service. Enter the service ID in the KCPI field.

In the case of distributed processing via OSI TP you can use the APRO call to select whether or not to transfer an
asynchronous job with global transaction management. If global transaction management is used, openUTM
ensures that the job is transferred precisely once as long as it is not lost during transmission due to a serious error
(see "UTM-controlled queues in distributed processing").

In the event of a connection failure, asynchronous jobs without global transaction management are may sometimes
be transferred more than once.

After an APRO AM call, the job-submitting service can:
® enter a service identification as the destination in KCRN and use FPUT to send an asynchronous job or DPUT to
send a time-driven asynchronous job to the corresponding remote service.

® use MCOM BC to define the start of a job complex and use DPUT to send an asynchronous job (basic job) to the
partner application within the complex and to create the associated positive or negative confirmation jobs. The
confirmation jobs are processed by the local application.

use MCOM BC to define the complex ID and enter the service Id in KCRN. For DPUT, you must then enter the
complex ID in KCRN.

You must issue an FPUT or DPUT call with this service 1D within the program unit which addresses the remote
service with APRO AM, otherwise openUTM aborts the service with KCRCCC=86Z and releases the service ID
when PEND is called.

The service ID is released in the job-submitting service in the following cases:

¢ after a successful FPUT NE or DPUT NE calll

® on the next PEND call (also PEND KP and PEND PA/PR)
® after a RSET call

® after the return code 40Z following an FPUT or DPUT call

® in job complexes with this service ID: When calling MCOM EC or after a return code 40Z following MCOM BC or
after calling DPUT

Once released, this service ID can be used for another job submitter/job receiver relationship in the job-submitting
service.

The job entry in the job submitter is deleted from the message queue as soon as it has been successfully
transferred and inserted into the corresponding message queue of the partner application. Depending on the
processing result, the positive or negative confirmation job is then started when message complexes are used.
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5.5.2 Job receiver side

Here an asynchronous job for a partner application is handled as if it had been created by a service in your own
application. Asynchronous jobs from services in the local application and asynchronous jobs issued by remote
services are located in a shared message queue assigned to the asynchronous TAC. An asynchronous service is
started for each job in turn, as resources become available. The asynchronous service uses the entry in the
KCTERMN field of the KB header to identify whether or not the job submitter is a remote service.

Asynchronous services for remote queuing are structured in exactly the same way as for local queuing (see
"Structure of an asynchronous service"). However, in distributed processing via OSI TP another possibility exists:
asynchronous jobs to dialog services.

Asynchronous jobs to remote dialog services (only via OSI TP)

When using the OSI TP protocol for an asynchronous job for which APRO was used to specify global transaction
management, the job receiver may be a dialog service.

After receipt of an asynchronous job for a dialog service, the service is immediately started in the partner
application rather than being inserted into a message queue like a job to an asynchronous service. In the

application of the job submitter, the job is not deleted from the message queue until the dialog service is terminated.

Depending on the processing result, the positive or negative confirmation job is then started when message
complexes are used.

A dialog service which is started by an asynchronous job must use PEND FI to terminate the transaction and may
not contain an MPUT to the job submitter (KCENDTA=F and KCSEND=N).
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5.6 Service-controlled queues in distributed processing

Messages to can also be transferred to TAC queues of remote applications with fail safety by means of LU6.1 and
OSI TP. Generation and programming are similar to when you send jobs to dialog or asynchronous TACs in remote
applications (see "Addressing remote services").

Generation

In an LTAC statement, the name of a TAC queue in the remote application is assigned to a local LTAC name as the
RTAC name.

LTAC REMOTEQ RTAC=name-of-TAC-queue-in-remote-application

Programming

The message is addressed by means of an APRO AM call and sent by means of a subsequent FPUT call.
INIT

APRO AM KCPI =>VGE D, KCRN=REMOTEQ
FPUT NE, KCRN=>VG D

PEND FI
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6 Program structure in communication with transport system
applications

This chapter describes the points you have to take into account when programming communication with transport
system applications (= TS applications).

Overview

A transport system application is connected as a client with partner type APPLI or SOCKET to a UTM

application. For partner type SOCKET, the transport system end point has to be generated with T-PROT=(SOCKET
[, *ANY|*USP[, SECURE]] and communication above TCP/IP must take place using the UTM socket protocol
(USP). You can generate the transport system application as follows:

® Explicitly using a PTERM/LTERM statement:

PTERM . . ., PTYPE=APPLI / SOCKET[, BCAMAPPL= socket-application-name ]
LTERM . ..

® As LTERM pool sing a TPOOL statement:
TPOOL ..., PTYPE=APPLI / SOCKET[, BCAMAPPL= socket-application-name ]

For TS applications with SOCKET type, you have to generate an additional application name used as transport
system end point:

BCAMAPPL socket-application-name, T- PROT=( SOCKET[, *ANY| *USP[, SECURE]])
From a TS application of the type APPLI it is possible in the UTM application to:

® start a service

® create a message for a TAC queue or temporary queue

You will find information on generating TS applications in the openUTM manual “Generating Applications”.
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6.1 Communication with TS applications of the type APPLI

For an input message from the TS application of type APPLI applies:

* |f a message sent to the UTM application is intended to start a service, the TAC must be at the beginning of the
message.

® If the message is to be appended to the message queue for a TAC queue or a temporary queue, the name of the
gueue must be at the beginning of the message. If the message is going to a temporary queue, no TAC or
LTERM may exist in the application under the name of the temporary queue.

® |f the TAC is shorter than 8 characters, it must be separated from the rest of the message by at least one space.

* |f the specified TAC or the name of the queue is invalid, the event service BADTACS is started, provided it has
been generated. Otherwise, the message K009 is sent to the TS application, unless a separate message module
is being used in which PARTNER has not been generated as the destination for the message K009.

If the TS application starts a service then this service can read the message with the KDCS call MGET or FGET. If
the TS application sends a message to a service-controlled queue then any service can read the message with the
KDCS call DGET. If, during a read call, the KCLA length is shorter than the length of the message segment, only
the requested part is read; the rest of the message is lost. The return code 01Z indicates that the message has not
been read in its entirety.

Please note that the TS application must provide the name of the TAC or the queue in the “correct” code for the
UTM application, i.e. in EBCDIC for a UTM application on BS2000 systems and in ASCII for a UTM application on
Unix, Linux or Windows systems.

Alternatively, in applications on Unix, Linux or Windows systems, code conversion can be generated for the
connection to the TS application (operand MAP=SYS1/SYS2/SYS3/SYS4 in the PTERM or TPOOL statement).
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6.2 Communication with socket USP applications

openUTM works on a message-oriented basis and does not start a program unit until a complete message has
been received for the program unit. The socket interface is a byte-stream interface.

openUTM therefore requires a communication protocol above and in addition to TCP/IP in order to detect message
limits. The UTM socket protocol (USP) provided by openUTM serves this purpose and enables the byte streams
received via the socket interface to be converted to messages (see "Structure of the socket protocol header"). TCP
/IP is required as the transport protocol.

Sample programs

The socket-client sample programs SOCBSP and USOCV6 and a program unit SOCMIRR for socket partners are
supplied with openUTM. SOCMIRR ("socket mirror") returns the received messages to the socket client.

On BS2000 systems, you can find the sources and the object modules for the sample programs in the library
SYSLIB.UTM.070.EXAMPLE.

On Unix and Linux systems, SOCBSP (source socbsp. ¢), USOCV6 (source usocv6. ¢) and SOCMIRR (source
socm rr. c) form part of the sample application. You will find the sources under utmsample/soc- ¢ or utmsample
/ ut m ¢ (utmsample = directory containing the sample application).

On Windows systems, SOCBSP (source socbsp. ¢), USOCV6 (source usocv6. ¢) and SOCMIRR (source
socmi rr. c) are components of the Quick Start Kit . The sources are located in the directory utmpath
\ ut nsanpl e\ soc- ¢ or utmpath\ ut nsanpl e\ ut nx c.
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6.2.1 Input messages for openUTM

In the case of input messages of socket applications, a corresponding protocol header must be set up in the partner
application, and this must precede each message segment or fragment. The protocol header is truncated and not
transferred to the program unit.

The following applies to the data that comes after the protocol header:

® |f a service is to be started with a message sent to openUTM, the TAC must be at the beginning of the message.

* |f the message is to be inserted in the message queue of a TAC queue or of a temporary queue, the name of the
gueue must be at the beginning of the message. If the message goes to a temporary queue, there must be no
TAC or LTERM in the application under the name of the temporary queue.

® |f the TAC is shorter than eight characters, it must be separated from the rest of the message by at least one
blank.

® If the specified TAC or the name of the queue is invalid, the BADTACS event service is started (provided it has
been generated). If not, message K009 is sent to the socket application, unless a separate message module in
used in which PARTNER has not been generated as the message destination for message K009.

If the TS application starts a service then this service can read the message (segments) or messages with the
KDCS call MGET or FGET. If the TS application sends one or more messages to a service-controlled queue then
any service can read the message (segments) or messages with the KDCS call DGET. The following then applies.

* |f the KCLA length is shorter than the length of the message segment at the MGET call, only the requested part
is read; the rest of the message is not lost, however. The return code 02Z indicates that the message segment
has not been read in its entirety. The rest of the message segment can be read with the next read call, another
message segment with the next read call but one, and so on.

¢ |f the KCLA length is shorter than the length of the message segment at the DGET/FGET call, only the
requested part is read; the rest of the message is lost. The return code 01Z indicates that the message segment
has not been read in its entirety. A further message segment is read with the next read call.

If all the message segments are read, this is indicated by the return code 10Z.

If no code conversion has been generated for the connection to the socket partner (PTERM or TPOOL statement,
operand MAP=USER), then the socket application must supply the name of the queue or queues in the "correct”
code for the UTM application, i.e. in EBCDIC for a UTM(BS2000) application and in ASCII for a UTM application on
Unix, Linux or Windows systems.
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6.2.2 Output messages of openUTM

When messages are sent to socket partners, each message segment or fragment must be sent by means of a
separate MPUT NT/NE call. At each MPUT call, a separate message segment is created, even if zero is specified
as the length. A message with a length of zero is only sent, however, if a USP header is created automatically for
the message to be sent and is placed in front of it (see the table below). The exception is that if the program unit
contains only one MPUT call, no message is sent, regardless of the value of the USP-HDR parameter.

If the socket partner expects a USP header when it receives a message then you can define during generation that
openUTM should automatically create a USP header for messages to the socket partner and precede them with
this header.

This is specified at generation using the USP-HDR= operand in the PTERM or TPOOL statement:

* for all messages, i.e. K messages + MPUT/FPUT messages (USP-HDR=ALL)
® for K messages only (USP-HDR=MSG)
® no header (USP-HDR = NO)

If no code conversion has been generated for the socket partner (MAP=USER operand in the PTERM or TPOOL
statement), you can also generate the USP header in the program unit itself and prefix it to the message.

For information on generating sockets applications, please refer to the openUTM manual “Generating Applications”

Exchanging long messages

Input messages and dialog output messages of any length can be exchanged with socket partners. If an entire
message is longer than 32767 bytes (output) or 32000 bytes (input), the message must be fragmented (i.e. it must
consist of several message segments). The maximum length of each message segment is 32767 bytes (including
the USP header) at output and 32000 bytes at input.

Message segments can be identified by the fact that the relevant flag field and the corresponding message type in
the USP header are set (see below). In the case of outputs, the program must set these values.

Fragmented input messages must be read using a corresponding number of MGET/FGET/DGET NT calls (see
"Communication via socket connections"). Fragmented dialog output messages must be sent using a corresponding
number of MPUT NT calls.

Asynchronous output messages (FPUT/DPUT) cannot be fragmented. Their length must not exceed 32700 bytes.
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6.2.3 Structure of the USP header

The header contains the identifier, two version fields, a flag field, a type field and a length field. openUTM expects
the protocol described on the input side. This has the following structure:

Identifier Major Minor Flags MsgType MsgSize Data

ASCII version | version 1byte 1 byte 4 bytes  Max. 31988 bytes
4 bytes y y y ' y

1byte 1byte
| | | | | |
UTMS(55544D53) 01 01 Message = 0000xxxx Data
type

Explanation
Identifier

The identification field must always the contain the ASCII string "UTMS" (=0x55544D53) for openUTM.
Major version

The major version field must always contain the value 0x01.
Minor version

The minor version field must always contain the value 0x01.
Flags

The flag field is an information field. Only bit 0x02 is evaluated: if it is set, the message is followed by another
fragment. If it is not set, it is not followed by a fragment. All the other bits are reserved for future versions.

MsgType
The type field can contain the values 0x00, 0x01 or 0x07:

® Receive messages from the client:
In the case of unfragmented messages, the client sets the value 0x00 for MsgType. In the case of
fragmented messages, the client sets the value 0x00 for MsgTyp when the first fragment is received (bit
0x02 is set in the flag field). For the fragments that follow, the value 0x07 is set for MsgType (bit 0x02
remains set). Bit 0x02 is not set for the last of these fragments.

® Send messages to the client:
In the case a USP header is created (e.g. with USP-HDR=ALL), openUTM sets the value 0x01 for MsgType
when the first fragment is sent and the value 0x07 for fragments that follow.

MsgSize

The length field MsgSi ze contains the length of the message or message segment, including the header. This
length must not exceed 32000 bytes on the input side and 32767 bytes on the output side. The message
length is transferred in network byte order (big endian). The C functions ht onl (host to network long) and

nt ohl (network to host long) can be used to carry out conversions between the local view and the network
view.
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Examples

1. The client sends messages to openUTM, see the sample source file SOCBSP.C shipped with the product:

© The client sends one message (without fragmentation)

© The client sends two message segments

© The client sends three message segments

Number of Identifier
message
segments
1 whole message | 55544D53
2 segments
55544D53
® segmentl
55544D53
® segment 2
3 segments
55544D53
® segment 1
55544D53
® segment 2
55544D53

® segment 3

Major Minor
version  version

01 01
01 01
01 01
01 01
01 01
01 01

Flag MsgType

00 00
02 00
00 07
02 00
02 07
00 07

2. The server sends messages to the client (USP header is created):

® one whole message (without fragmentation)

* three message segments

Number of Identifier
message

segments

1 whole message | 55544D53

3 segments
55544D53
® segmentl
55544D53
® segment 2
55544